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Dedication

First of all, thank you Lord.

I dedicate this work to my husband Sonny, my rock and my mentor,
who has tolerated being ignored and bored and galled by this thing
every day for a year, and without fail, stood fast with affection and
support and encouragement. He must be nuts.

And to my father, who fought and took a hit in Germany, who lived
through Hitler and saw first hand what can happen when a country
gets suckered out of democracy. And to my sweet mother, whose an-
cestors hosted a stop on the Underground Railroad, who gets that dis-
approving look on her face when people don’t do the proper thing.

And to the kids, Megan and CJ and David IV and of course, Casey, who
supplied me with constant encouragement and located some hackers
to provide a point of view. And Erika, the nosiest child on earth who
grew up to become a successful reporter for a major news outlet, for
telling me sternly, "Mom, that is not a story. You have to prove it.” And
when I did prove it, for saying “Mom, that is B section. Get some more
if you want it on A-1."



Introduction

When we started digging around on this story, we expected to find the
odd body part or two. Little did we know — we were digging in a
graveyard. Suddenly, the dead bodies were piling up so fast that activ-
ists everywhere were screaming “Enough, enough we can't take any
more!”

The first six chapters were written B.D.,"before Diebold.” The rest were
written afterwards, making for a somewhat schizophrenic book, a handy
little activism tool that begins with history, archive searches and inter-
views about theoretical vote-rigging, but suddenly becomes a little too
real even for us. So hurry, c'mon over with your own merry little band.
We have a democracy to defend.

Bev Harris
David Allen



Preface

Why isverifying the accuracy of electronic
voting machines forbidden?

Do you want your government to be subject to the “consent of the gov-
erned?” Well, we are all in danger of losing our say and if you have any doubt
about that, pick up a highlighter, dive into this book, and find out as much as
you can about the machines upon which the sanctity of your vote depends.
Putting the integrity back into our voting system is going to require a fight,
and we don’t have much time. That’s what this book is all about: Prepare to
engage!

Inan effort to avoid arerun of the Florida 2000 fiasco, well-meaning but
uninformed legislators enacted a sweeping election reform bill. Unfortunately,
the bill turned out to be a danger, instead of a safeguard to our democracy.

Thebill, called the Help AmericaVote Act (HAVA), rushes usinto subtle
changes in the way our electoral system works, undermining the very fabric
of our voting system.

The HAVA bill was intended to modernize our election process, moving
us from the world of subjectively interpreted ballots with their hanging chads
to the precision world of digital computers. However, rather than solving the
problem, our legislators made it worse.

Why isit illegal to verify the accuracy of electronic voting machines?

To accommodate computerized vote-counting, many states passed | egislation
designed to streamline el ections, laws which specify how our votes are counted.
These laws focus on ballot-handling procedures, and they appear benign —
until they are used! Try this:

“l would like to find out whether the machine counted accurately, by
comparing the actual ballots to the computer count.”
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Take two blank stares and a copy of the rulebook, please. That is called a
“hand recount,” and it isnot allowed except in very special circumstancesand, in
many states, only in an exceptionally close race and with a court order.

Or try asking this:

“Who does compare the actual ballots to the computer tally in my pre-
cinct?’

Counting at the precinct? We don’ need no steenkin’ precinct counts!
Nowadays we like to merge ‘em, consolidate ‘em, and have big counting go-
ing on in the fewest possible places. How can we take time for a little thing
like comparing the ballots with the computer? We' ve got bigger, better things
to do — and did you see the new modems? Heck, these machines are even
hooked up for wireless!

“But do they count accurately?”’

(Doublespeak alert! Know the talking points or go down in flames!) Oh-
these-machines-are-tested-and-tested-and-we-do-a-logic-and-accuracy-test-
and-they-have-internal -redundant-systems-and-are-special l y-certified-and-
we-hold-the-code-in-escrow-and-the-federal -government-has-officially-en-
dorsed-them-and-these-are-state-of -the-art-and-hearings-were-hel d-on-this-
and-we' ve-never-had-any-problems-and—

“But do they count accurately?’

Sometimes you just have to trust. Okay?

“Well...can they be rigged?”’

That is asking to us prove a negative. | think we have gone about as far
as we can go with this.

Satisfied?

| wasn't.

But it gets better: Of course, it is very modern not to look at the actual
ballots, but now we’ve decided not to have any ballots. Now we've got the
Black Box!

Black Box Voting. All | want to know is this:

Does it COUNT accurately?



1
Why Vote?

Does anyone really care about voting anymore? Only about half of the eli-
gible U.S. voters even bother to vote in federal elections. The percentage
ranges from around 49 percent (1996) to 63 percent (1960). In the 2000 U.S.
national election, only 51.3 percent of eligible voters choseto go to the polls.?

Now, if you live in a country like Australia, where the law requires that
you vote, you might find our lackadaisical voting behavior hereinthe U.S. to
be shocking. Perhaps we should be taken to the woodshed for our frequent
failure to vote, but — although it’s certainly true that we are a bit cavalier
about exercising our voting rights — have you ever heard of anyone who
doesn’'t want the right to vote?

I’ ve been told that voting machines are a “non-issue” and the issue is a
“sure loser,” not because the machines have been proven to count properly,
but because supposedly no one cares. Well, explain that to my e-mail server,
which has become so jammed with incoming messages from concerned citi-
zens that | had to get help to deal with it! Explain that to my telephone, be-
cause suddenly my voicemail fills up every two hours. Citizens are upset.
They want to know what’s going to be done about this issue. People every-
where are talking, writing, mailing, meeting, agitating, complaining and volun-
teering about the voting machine problem.

Voting machine accuracy is only a “non-issue” when you don’t know
very much about it. As a publicist, I’ ve pitched hundreds of issues, but I've
never seen one that upsets people like this one. We may not always choose to
exercise our vote, but we absolutely insist on being able to vote, and we de-
mand a voting system that can be trusted!

“I like to see the people awake and alert. The good sense of the people will
soon lead them back if they have erred in a moment of surprise.”
— Thomas Jeffer son to John Adams, 1786
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Which do you think we are (which do you want to be?)
Correct answer may depend on your point of view

Communism — Political system under which the economy, including capital, property,
major industries and public services, is controlled and directed by the state and in that
sense is “communal.”

Democracy — Government by the people, directly or through elected representatives.
There is no precise definition of democracy on which all agree, but in a true democracy:
Citizens have a say in decisions that shape their lives; the government is run by majority
rule, with recognition of minority rights; citizens are guaranteed freedom of speech,
press and assembly, can run for office and form opposition political parties and are
entitled to privacy, individual dignity and equal opportunities.

Dictatorship — Government whose final authority rests in the hands of one supreme
head. Dictatorships are rarely benevolent and often have scant regard for human
rights. Also called an autocracy.

Feudalism — A medieval form of social, economic and political organization featuring
a pyramidal structure. The lowest part of the pyramid is occupied by an underclass
which is obliged to work for the property owners. Traditional feudalism had no middle
class; however, in modern versions, a middle class manages the underclass and functions
to fuel consumerism for the owner.

Kleptocracy — Representatives of the people, through their appointment of unelected
government employees and ties to favored business entities, gradually transfer the
public commons to cronies through privatization for the purpose of increasing personal
wealth and power.

Fascism — The main elements of fascism are pride in the nation, emphasis on
the military, strong government and loyalty to a strong leader. Nazism, modeled
on fascism, adds specific targeting of various minority groups, and an intense
focus on "protecting"” citizens from perceived threats. Benito Mussolini, the founder
of fascism said that fascism might also be described as "corporatism," as it
merges state and corporate power. Corporate Fascism is not the same thing as
capitalism. Capitalism emphasizes entrepreneurship and small to medium-sized
businesses, rejects monopoly, does not marry corporations into government, and
regulates businesses that provide water, power and communications infrastructure.
Some describe corporate fascism as "socialized costs, privatized profits."

Monarchy — Government by a single sovereign, whereby a queen or king, empress
or emperor holds absolute or limited power, usually inherited. In this century
most European monarchies have become constitutional or limited, meaning political
power is vested in elected officials and the monarch’s duties are largely ceremonial.

Oligarchy — Government that is controlled by a small group of individuals, who




What the founders had in mind

When the United States was formed, our founders had a clear idea what gov-
ernment should and should not be. The purpose of the government was to
provide for the common good. As Benjamin Franklin wrote, “In free govern-
ments the rulers are the servants and the people their superiors and sover-
eigns.”

Our founders intended that the ultimate power in our society should rest
in the people themselves. They set it up so that we should exercise those
powers either directly or through representatives.

“ Government isinstituted for the common good,; for the protection, safety,
prosperity, and happiness of the people; and not for profit, honor, or private
interest of any one man, family, or class of men; therefore, the people alone
have an incontestable, unalienable, and indefeasible right to institute gov-
ernment; and to reform, alter, or totally change the same, when their protec-
tion, safety, prosperity, and happiness requireit.”

— John Adams, Article VI, Massachusetts Constitution

“Thereisonly one force in the nation that can be depended upon to keep the
government pure and the governors honest, and that is the peopl e themsel ves.
They alone, if well informed, are capable of preventing the corruption of power,
and of restoring the nation to its rightful course if it should go astray. They
alone are the safest depository of the ultimate powers of government.”

— Thomas Jeffer son

govern in their own interests.

Plutocracy — Government by the wealthy. A plutocracy can also describe a government
on which a group of wealthy people control or influence the government.

Republic — Government by representatives of an established electorate who rule in
behalf of the electors. A republic is founded on the idea that every citizen has a right
to participate, directly or indirectly, in affairs of state, and the general will of the
people should be sovereign.

Theocracy — Government run by priests or clergy.




Why voting is so impor tant
“Governments are
instituted among
men, deriving their
just powers from the

If we, collectively, are the source of author- consent of th”e
ity for our government, we must have a way to governed.
communicate our instructions. We must be able ~ Declaration of Independence
to select the representatives we think can best
implement our will; we need to be able to change them, reorganize them if
need be, and decide how they will conduct our business.

Most importantly, we must reach some approximate agreement about
what we want, and that is done by placing people, initiatives and referenda on
the ballot and casting our votes on them. In some situations, avoteisliterally
avoice (“aye” or “nay”). When it isimpractical to shout out our vote, we cast
votes by ballot, and the loudest “voice” wins.

We are anation of laws, but if our laws conflict with our collective will,
there will be little incentive to follow them. It is only because our representa-
tives were chosen by our own voice that we agree to abide by the laws they
vote upon, on our behalf.

Because our representatives must return to us from time to time, asking
for permission to represent us again, we have a way to encourage them to
behave the way we want them to.

If our government is set up so that our rulers are
our servants and we are their sovereigns, the
method devised for usto exercise our sovereignity
is through the vote.

“ Nothing so strongly impels a man to regard the interest of his constitu-
ents, as the certainty of returning to the general mass of the people, from
whence he was taken, where he must participate in their burdens.”

— George Mason, speech, Virginia Ratifying Convention, June 17, 1788

Why trust in our voting system is so important

Trust is the element that keeps us from taking to the streets every time we
disagree with something our government does. As long as we feel our repre-
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sentatives are deciding most things, and the very important things, the way
we would ask them to, we are content. If we elected them in an election that
all agreed was fair, but they make an egregious choice, one that many of us
feel we cannot live with, our governmental system sanctions our protest. We
reserve such behavior for unusual circumstances, knowing that when the next
election rolls around, we can always vote them out.

Perceived lack of integrity in the voting system is guaranteed to produce
shouts of indignation, but because most elections are perceived to be fair, we
can still show some patience with the situation.

If, however, we come to perceive that most elections cannot be trusted,
we' ve got a huge problem. Suddenly, these people don’'t have our permission
to do anything. Why follow laws that they passed, if we don’t believe they
werefairly elected? Why should we accept anything they do? Why should we
follow the law if they didn’t? Why should we cooperate with our government
at al?

“ That love of order and obedience to the laws, which so remarkably charac-
terize the citizens of the United Sates, are sure pledges of internal tranquil-
ity; and the elective franchise, if guarded as the ark of our safety, will peace-
ably dissipate all combinations to subvert a Constitution, dictated by the wis-
dom, and resting on the will of the people.”

— Thomas Jeffer son to Benjamin Waring, 1801

Asyou can see, Thomas Jefferson understood what really makesthe sys-
tem tick. But take away trust in the voting system, and all bets are off. Thisis
what the architects of the new unauditable voting systems have never under-
stood: The vote is the underpinning for our authorization of every law, every
government expenditure, every tax, every elected person. But if we don’t trust
the voting system, we will never accept that those votes represent our voice,
and that kind of thing can cause a whole society to quit cooperating!

Not Everyone Has Your Best Interest At Heart

Americans prefer to feel good. They want to believethat electionsare fair and
machines count right, and that people don’t cheat.
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And yet, there are scholars even within our own country who might advo-
cate, if not subverting the system, at least lying to the voters.

Democracy isfor suckers?

According thelate University of Chicago professor Leo Strauss, all city statesare
based on fraud. He believed that ordinary people can’t handlethistruth.?*[Strauss)
argued that Platonic truth is too hard for people to bear,” writes political colum-
nist William Pfaff...“Hence it has become necessary to tell lies to people about
the nature of political reality. An elite recognizes the truth, however, and keepsit
to itself...The ostensibly hidden truth is that expediency works.™

Such a philosophy, when applied by radicals, might lead to considerable
dissarray in our society. In fact, when writers like Pfaff and Seymour Hersh ex-
posed the Straussian studies of Deputy Defense Secretary Paul Wolfowitz, Abram
Shulsky of the Pentagon’s Office of Special Plans, and writer William Kristol, a
great hue and cry arose. Some of the writings of Strauss appear sinister indeed.
Have his followers put our democracy at risk?

Strauss is complex, and to select only those writings that can form aratio-
nale for evildoing and then apply them to anyone who studied under him is a bit
disengenuous. Besides, many other philosophers provide fodder for those who
will do wrong.

But | bring up Strauss, and the powerful men in public office who studied
under Strauss and his protegés, to show you that simply wanting to feel good
about our political systems, wanting to trust and have faith, is not always wise.
While you are feeling comfortably safe, someone may very well be out there
rationalizing the elitism and greed that can eliminate your freedom. Whatever
your opinions on current political figures, our founding fathers would tell you to
expect and prepare for a usurpation of power by people who care not afig about
your comfort. It is not inconceivable that at some point, someone in power will
believe that his agendais more important than your vote.

It'sjust a matter of time, our founders said, before you’ll needtoreinin
your leaders. Thomas Jefferson, especially, foresaw many of the dangers we
face today and exhorted us toward constant vigilance. | give you his words:

“ Unless the mass retains sufficient control over those entrusted with the powers
of their government, these will be perverted to their own oppression, and to the
12



perpetuation of wealth and power intheindividualsand their families sdected for thetrugt.”
—Thomas Jefferson to M. van der Kemp, 1812

“ No other depositories of power [but the people themselves] have ever yet been found,
which did not end in converting to their own profit the earnings of those committed to their
charge”

— Thomas Jeffer son to Samue Kercheval, 1816

“ If once [ the people] become inattentive to the public affairs, you and |, and Congressand
Assmblies, Judgesand Governors, shall all becomewolves. It seemsto bethelaw of our
general nature, in spite of individual exceptions.”

— Thomas Jeffer son to Edward Carrington, 1787

“[Wg should ook forward to a time, and that not a distant one, when corruption inthisas
in the country fromwhich we derive our origin will have saized the heads of government
and be spread by them through the body of the people; when they will purchase the voices
of the people and make them pay the price. Human nature isthe same on every sde of the
Atlantic and will be alike influenced by the same causes”

— Thomas Jeffer son: Noteson Virginia Q. X111, 1782

“How long we can hold our ground, | do not know. V\e are not incorruptible; onthe
contrary, corruption ismaking sensible though slent progress.”
—Thomas Jefferson, 1799

And for acurrent takeon our Stuation:

"We bagically now have intdllectuals who have judtified imperialism, who have legitimated
wesalth inequality, and they are intelectuals ..who are using their gifts on behalf of power
rather than truth...But | really believe we' re about to lose our democracy, if we don't speak

— Corndl West

When thingsgowrong

Throughyour right tovote, you exerciseyour power over thosewho governyou. Maybe you

have never written a letter to your legislator. Perhaps you think that no matter

what you do, they’ll just do what they want anyway. The last chapter in this

book focuses on practical activism; this section is about your responsibility to
13



engage.
Our founders did not promise to be the caretakers for their gift of de-

mocracy to us. They told usthat if we don’t feed it, our democracy will die.
They warned us that it would get sick sometimes and explained that it was up
to us to administer the right medicine.

If things are not going right, let your elected officials know. If you have
to, remind them that they’ |l soon need to return to you for a vote! What good
isyour voiceif you don’t use it? If you believe that government has taken the
wrong course, educate your legislators, and if they won't listen, throw them
out and elect someone who promises a revision of the course. If you con-
clude, after reading this book, that your vote might not be counted correctly,
then you have decisions to make.

Why vote?

Whether or not you choose to vote, do you demand the right to vote?
I's your country what you want, or is it becoming something else?
How important is voting?

Isyour vote in danger?

What would the founders of this country ask you to do?

Will you choose to engage?

“The liberties of our country, the freedom of our civil Constitution, are
worth defending at all hazards; and it is our duty to defend them against all
attacks. We have received them as a fair inheritance from our worthy ances-
tors: they purchased them for us with toil and danger and expense of treasure
and blood, and transmitted them to us with care and diligence. It will bring
an everlasting mark of infamy on the present generation, enlightened asit is,
if we should suffer them to be wrested from us by violence without a struggle,
or to be cheated out of them by the artifices of false and designing men.”

— Samuel Adams
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Chapter 1 footnotes

1-InfoPlease.com: History and Government, U.S. Elections, Election Statistics: “National Voter Turn-
out in Federal Elections: 1960—2000" Source: Federal Election Commission. Datadrawn from Congres-
sional Research Service reports, Election Data Services Inc., and State Election Offices.
http://www.infopl ease.com/ipa/A0781453.htmls

2—-WNYCradiointerview: with Jeet Heer, graduate student at York University in history and frequent
contributor to the Boston Globe on American culture, explaining the influence of the intellectual icon
Leo Strauss. May 22, 2003

3 —International Herald Tribune, 15 May 2003; “The long reach of Leo Strauss Neoconservatives.”
According to Pfaff, Deputy Defense Secretary Paul Wolfowitz, and Abram Shulsky of the Pentagon’s
Office of Special Plans took their doctorates under Strauss. Another neoconservative, William Kristol,
studied under Strauss protogé Allan Bloom. Jeet Heer disputes this, saying that while Wolfowitz may
have taken classes with Strauss, he took him main influence from Allan Bloom.
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2
Do Voting Machines Ever Get it Wrong?

| refer to this chapter as the “I don’t believe there is a problem” chapter. |
wrote this obese section for the people who, when you give them the short but
horrifying version, insist on minimizing the problem. When you jump into thefray,
you'll soon meet them: You tell them about an election that lost 25 percent of its
votes, and they say “that’sjust an isolated incident.” When you add that another
election had a 100 percent error, they call it a“glitch.” When you tell them a
voting machine was videotaped recording votes for the opposite candidate than
the one selected, they say, “ There are problemsin every election.”

No. We are not talking about afew minor glitches. This chapter containsa
compendium (and it is by no means complete) of real miscounts by voting ma-
chines, which took placein real elections. Almost all of them were caused by
incorrect programming, whether by accident or by design.

And if you run into anyone who thinks we are hallucinating these prob-
lems, | haveincluded a"super-sized" footnote section, so you can invite themto
examine sources and look them up themselves.

Of course, | realize that you're one of the good guys, and it won't take
you long to see the magnitude of the problem. If you get alittle light-headed
after seeing all the miscounts, you have my blessing to skim, or quit reading
altogether and just go on to the next chapter. Lest you get depressed after
seeing what keeps happening to our votes — you know, the ones that Thomas
Jefferson argued so eloquently for, the votes that define whether we have a
democracy or not — don’t be. Solutions and suggestions for what we can do
about this problem are scattered abundantly through the rest of this book.

* * *k % %

Voting machinecompanies claimthesethingsareamazingly accurate. Bob Urosevich,
who has been president of three different voting machine companiesunder fivedif-
ferent corporate names, said in 1990 that hiscompany’soptical scan machineshad an
error rate of only “one-thousandth of 1 percent.”*
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At that time, Urosevich was with Election Systems & Software (ES& S;
then called American Information Systems). Recently, the same Urosevich
(now president of Diebold Election Systems, formerly called Global Election
Systems) gave an even more glowing endorsement of his company’s touch
screen accuracy.? “ Considering the magnitude of these elections, which in-
cludes more than 870,000 registered voters within the four Maryland coun-
ties, we are very pleased with the results as every single vote was accurately
counted,” he said. [emphasis added|]

When Chuck Hagel accepted his position as chairman of American Infor-
mation Systems, now called ES& S, he offered arousing endorsement: “TheAlS
system is 99.99 percent accurate,” he assured us.® A littlelater, heleft this posi-
tion and ran for the U.S. senate seat in Nebraska, a seat he won in the biggest
upset of the 1996 general election. Hagel's victory wastallied by his previous
employer'scomputer voting machines.

But do these claims hold up?

* According to The Wall Street Journal, in the 2000 general election an ES& S
optical scan machine in Allamakee County, lowa, was fed 300 ballots and
reported 4 million votes. *

* Better than a pregnant chad — these machines can actually give birth! In the
1996 McL ennan County, Texas, Republican primary runoff, one precinct tallied
about 800 votes, although only 500 ballots had been ordered. “ It'samystery,”
declared ElectionsAdministrator LindaLewis. Like detectiveson the Orient
Express, officials pointed fingers at one suspected explanation after another.
One particular machine may have been the problem, Ms. Lewissaid. That is,
the miscounted votes were scattered throughout the precinctswith no one area
being miscounted more than another, Ms. Lewis also explained. Wait — some
ballots may have been counted more than once, almost doubling the number of
votesactually cast. Aha! That could explainit! (Er...excuse me, exactly which
ballotswere counted twice?) “We don't think it’s serious enough to throw out
the election,” said county Republican Party Chairman M.A. Taylor. Size of
error: 60 percent.®

» Here'sascorching little 66 percent error rate: Eight hundred and twenty-six
votes in one Tucson, Arizona-area precinct simply evaporated, remaining
18



A Quick Primer on Voting Systems

Raise your hand — Raise your voice — Put sticks in a box — Elec-
tions have been used to decide various questions for at least 2000
years. In ancient Greece, they voted by putting white (“yes”) or
black (“no”) stones in a bucket. Early voting methods (still used in
some settings) included shouting out “Aye” or “Nay,” raising hands,
or depositing objects to be counted.

Paper ballots — The first known use of paper ballots in an election
in the U.S. was in 1629, to select a church pastor. The Australian
paper ballot system was considered a great innovation: Standard-
ized ballots are printed at government expense, given to voters at
the polling places, and people are required to vote and return the
ballots on the spot. No, this wasn’t invented in America: The Austra-
lians came up with this procedure, which is now the most widely
used voting system in the world.

Lever machines — Lever machines made their debut around 1890
and became popular throughout the USA by the 1950s. They’ve been
out of production since 1982 and are now being phased out.

Punch cards — Punch cards also date back to the 1890s, but really
became stylish around 1964, when we learned to program comput-
ers to count punch card votes. By the 1970s, punch cards had be-
come the most widely used system in America. The Help America
Vote Act (HAVA) mandates that punch card voting be eliminated by
2004 or, if a waiver is requested, by 2006.

Optical scanning (Also called “mark sense”) — When voting on
an optical scan system, you fill in the dot on paper ballots, and a
computer reads them. Some optical scan systems have you connect
a dot to a candidate by drawing a line. These ballots are fed into a
scanner, which records the vote and provides a computer tally of the
totals.

Touch screen and “DRE” machines: “DRE” stands for “Direct Re-
cording Electronic.” Most DRE systems involve touching a computer
screen to record your vote. Some systems involve turning a wheel or
pushing a button on a computer, instead of touching a screen. Touch
Screen/DRE machines are the newest voting system, and they are
sleek and fun and convenient. Without proper audits, they represent
a horrifying risk to proper vote tabulation because most of them are
not properly auditable.
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Voting Systems (continued)

Some manufacturers, like Avante and AccuPoll, pioneered in devel-
oping touch screen voting systems that can be audited properly.
However, many officials succumb to lobbying and yes, accept finan-
cial contributions from manufacturers that produce unauditable sys-
tems, purchasing the riskier systems instead.

Internet Voting — Almost no one believes that Internet voting is
ready for prime time, but that hasn’t stopped some companies from
trying to talk everyone into it. And they are succeeding, to the dis-
may of computer security experts. As currently developed, Internet
voting, like touch screen/DRE voting, is not auditable by proper ac-
counting methods and carries with it a host of other security risks.

Telephone Voting — Yes, some systems have been developed to
pick up the phone and vote! While this book does not spend much
time on telephone voting systems, they, too, are counted by com-
puter software and are not, at this time, properly auditable.

unaccounted for amonth after the 1994 general election. No recount appearsto
have been done, even though two-thirds of votersdid not get their votes counted.
Election officials said the vanishing voteswere the result of afaulty computer
program. Apparently, the software programming error and the person who caused
itarestill at large.®

Some voters aren’t so sure that every single vote was accurately counted
during the 2002 general electionin Maryland. “| pushed a Republican ticket
for governor and hisname disappeared,” said Kevin West of Upper Marlboro,
who voted at the St. Thomas Church in Croom. “Then the Democrat’s name
got an ‘X’ put in it.” No one will ever know whether the Maryland ma-
chines counted correctly because the new Diebold touch-screen system is
unauditable.’

Honolulu, Hawaii: Tom Eschberger, a vice president of ES& S, said a test

conducted on the software and the machine that malfunctioned in aWaianae

precinct in the 1998 general el ection showed the machine worked normally. He
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Dozensof protesters
chanted, “ Gringos get
out!” at ES&S
technicians, and
Venezuelan President
Hugo Chavez accused
ES&S of trying to
destabilize the country's
electoral process..

said the company did not know that the machinewasn’t
functioning properly until the Supreme Court ordered
arecount, when a second test on the same machine
detected that it wasn’t counting properly. “But again,
inall fairness, there were 7,000 machinesin Venezu-
elaand 500 machinesin Dallasthat did not have prob-
lems,” hesaid.®

* Dallas, Texas: Morethan 41,000 votes were not counted during the 1998 general
el ection because of incorrect programming. A recount was done and ES& S
took the blame. Democrats picked up more than 1,000 votes, not quite enough

to overturn the election.®

* Caracas, Venezuela—May, 2000: Venezuela's highest court suspended el ec-
tions because of problems with the vote tabulation for the national election.
Venezuela sent an air force jet to Omaha to fetch experts from ES&Sin a
last-ditch effort to fix the problem. Dozens of protesters chanted, “ Gringos
get out!” at ES& Stechnicians. Venezuel an President Hugo Chavez, whom U.S.
officials would very much like to see unseated, accused ES& S of trying to
destabilizethe country’selectoral process. Chavez asked for help fromthe U.S.
government because, he said, the U.S. recommended ES& S. 1°

* For thethird timein asmany elections, PimaCounty, Arizona, found errorsin the
tally. The computers recorded no votes for 24 precincts in the 1998 general
election, but voter rolls showed thousands had voted at those polling places.
Pimawas using Global Election Systems machines, which now are sold under
the Diebold company name. **

* “It was like being queen for a day — but only for 12 hours,” said Richard
Miholic, alosing Republican candidate for alderman who was told that he
won the Lake County, state primary election. He was among 15 peoplein four
races affected by an ES& S vote-counting foul -up in the Chicago area. *?

* Officialsin Broward County, Florida, had said that all the precincts werein-
cludedintheNov. 5, 2002, election and that the new, unauditable ES& Stouch-
screen machines had counted the vote without a major hitch. The next day, the
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County Elections Officediscovered 103,222 votes had not been counted. Broward
Deputy Elections Supervisor Joe Cotter called the previousday’s mistake “a
minor softwarething.” 1

» An Orange County, California, election computer made a 100 percent error
during the April 1998 school bond election. The Registrar of Voters Office
initially announced that the bond issue lost by awide margin when in fact it
was supported by a majority of the ballots cast. The error was attributed to
aprogrammer reversing the “yes” and “no” answers in the software used to
count the votes. 14

* [llinois Democrat Rafael Riverasaid, “1 knew something was wrong because
when | looked up the resultsin my own precinct it showed zero votes. | said,
"Wait aminute. | know | voted for myself.”” The problem cropped up during the
Lake County election held April 1, 2003. Clerk Willard Helander blamed the
problem on ES& S, the Omaha company in charge of operating Waukegan's
optical-scan voting machines. Riverasaid hefelt asif hewereliving an episode
of The Twilight Zone. No votes showed up for him, not even hisown. “It felt
likeanightmare,” hesaid.*®

* A computer program that was specially enhanced to speed the November 1993
Kane County, Illinois, election resultsto awaiting public did just that — unfor-
tunately, it sped the wrong data. Voting totalsfor adozen Illinoisraces were
incomplete, and in one case they suggested that alocal referendum proposal
had lost when it actually had been approved. For some reason, software that
had worked earlier without a hitch had waited until election night to omit eight
precinctsinthetally.®

* Ten daysafter the November 2002 el ection, Richard Romero, aBernalillo County,
New Mexico, Democrat, noticed that 48,000 people had voted early on
unauditable Sequoiatouch-screen computers, but only 36,000 votes had been
tallied — a 25 percent error. Sequoiavice president Howard Cramer apologized
for not mentioning that the same problem had happened beforein Clark County,
Nevada. A “software patch” wasinstalled and Sequoiatechniciansin Denver
e-mailed the “ correct” results.

Not only did Cramer fail to mention to Bernalillo County that the problem had
happened before in Nevada — just four months later, Sequoia sal espersons
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failed tomentionit again while making asales presentation to Santa ClaraCounty,
Californial A Santa Claraofficial tried to jog their memory and specifically
asked whether Sequoia had experienced a 25 percent error in any election.
According to the minutes of this meeting®, “ Supervisor McHugh asked one of
the vendors about a statistic from Bev Harris saying there was a 25 percent
error rate...No one knew where this number came from and Sequoiasaid it was
incorrect.”

The Santa Clarameeting, above, washeld Feb. 11, 2003. Just 18 daysbefore, in
Snohomish County, Washington, at a meeting called because Sequoiaoptical
scan machines had failed to record 21 percent of the absentee votes,*° | asked
about the 25 percent error in Bernalillo County. The Sequoia representative
waswell aware of the problem, replying quickly that that 25 percent error was
caused by something quite different from this 21 percent problem. OK. Noth-
ing to see here — move along.

Sequoia’sfailure to disclose aknown error when asked about it during asales
meeting really got me wondering:

How often do voting companies lie about known errors when they are
making sales presentations?

Not often, it turns out. They don’t have to lie — because our election officials
don't ask! That’s right. When deciding to buy voting machines, our representa-
tives don't ask whether the machines count accurately. And only occasionally
does anyone bother to ask whether the machines can be tampered with.

Decisionmaking in Action
Marion County, Indiana, Voting Technology Task Force

Meeting Minutes July 30, 1999
Election Systems & Software - Global Election Systems - MicroVote

Mr. Cockrum asked a series of questions to each vendor.

- How do you recommend instruction of voters to become familiar
with your system?

- How many machines per voter/precinct?

- Could your system handle split precincts?
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Asacitizen, you can attend meetingslike the Marion County Voting Tech-
nology meeting, below. Had Mr. Cockrum, or anyone el se who attended the meet-
ing, known about errors caused by these machines, much better questions could
have been asked.

Before anyone runs out to spend afew million tax dollars on machinesthat
may actually take away your vote, try questionslikethis:

Has your vote-counting system ever lost thousands of votes without
flaggingtheerror?

* In Seattle, amalfunction caused voting-machine computersto |ose more than
14,000 votes during the November 1990 el ection. Individual ballotswere counted
but not the votes contained on them. The computer program didn’t catch the
problem, nor did any of the election officials. A Democratic candidate noticed
the discrepancy after the election was over and demanded an investigation. “It
was mechanical or electric malfunction with the card reader,” said Bob Bruce,
then superintendent of electionsfor King County. “We' d lost the 14,000 votes.
We' ve got them back now. Hallelujah! The prodigal votes have come back.
Now we have to make sure we don’t have too many votes.” °

* A software programming error caused Dallas County, Texas's new, $3.8 million
high-tech ballot system to miss 41,015 votes during the November 1998 elec-
tion. The system refused to count votesfrom 98 precincts, telling itself they had
already been counted. Operators and election officialsdidn’t realize they had a
problem until after they’ d released “final” totalsthat omitted nearly onein eight

(continued)

- Could your systems handle school board elections?

- Does your system allow for party crossover voting?

- What is the recount capability?

- Is your system tamper proof?

- Can your system be leased or does it need to be purchased?

- What is the percentage of availability of spare machines?

- What are the advantages?

- There being no further business before the Voting Technology Task
Force, Chairwoman Grant adjourned the meeting.
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votes. The system vendor, ES& S, assured voters that votes were never |ost,
just uncounted. The company took responsibility and wastrying to find two
apparently unrel ated software bugs, one that mistakenly indicated precinct votes
were in when they weren't, and another that forgot to include 8,400 mail-in
ballotsinthefina tally. Democratswerelivid and suspicious, but Tom Eschberger
of ES& Ssaid, “What we had was a speed bump along the way.” %

Here'saquestion that you shouldn't have to ask about acompany involvedinthe
voting process.

Haveany of your employeesbeen called totestify in grand jury proceedings
related to your voting machines?

* In Polk County, Florida, County Commissioner Marlene Duffy Young lost the
election to Bruce Parker in November 1996 but regai ned the seat after a court-
ordered hand recount. After the recount, county commissioners unanimously
voted to ask for agrand jury probe. Testifying were Todd Urosevich, avice
president with American Information SystemsInc. (now ES& S), the company
that had sold the county its ball ot-counting equipment. The machineshad given
the election to Parker (a Republican) but ahand recount reveal ed that Young (a
Democrat) had won. Todd Urosevich said his machines were not responsible
for the miscount. %

» A grand jury was convened in Stanislaus County, California, to determine what
caused computerized voting machinesto misreport election resultsin the No-
vember 1998 election. The grand jury concluded that an ES& S computerized
counting system misccounted the votes for three propositions. A hand recount
of theballotsresulted in MeasureA, astate proposition, being reversed: ES& S
machines had reported that it had lost badly, but it had won. According to Karen
Matthews, county clerk recorder and registrar of voters, the problem occurred
because of aprogramming error in the software produced by ES& S. %

A follow-up question should be:

Will you reimburse the county if we have to go to court or pay for a
grand jury probeinto your errors made by your voting machines?
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More questions:

How often has your voting system been subject to programming errors? Can you
give me some examples of when this has happened, and tell us what stepsyou
took to make sureit could not happen again?

* In Knoxville, Tennessee, a software programming error caused more than
40,000 votes cast during 15 days of early voting for the 1996 general elec-
tion to belumped together, instead of separating the votetally into city and non-
city ballots. Voters considered this programming error to be an outrage, be-

causeit caused one of the ballot itemsto fail when it was voted on county-wide.
24

* Inthe Oct. 16, 2001, Rock Hill, S.C., city election, computerized vote counters
were programmed incorrectly, skipping hundreds of votes cast. In anumber of
precincts, the ball ot-counting softwareignored votesfor council memberswhen
they should have been included, causing omission of 11 percent of the votes
cast for theseraces. Inall, voting irregularitieswerefound in seven of thecity’s
25 precincts.

Atitsheart, our body of law ison the side of the voter. Our entire governing
system is based on the sanctity of the vote. It is not excusable for votes to be
counted improperly because of “programming errors.” Almost all states have stat-
utesthat say something likethis:

“If voting machines are to be used, they must count the vote properly.”

Federal Election Cmmission (FEC) regulations require that the manufac-
turer takeresponsibility for providing appropriate training to local personnel to
ensure that votes are counted correctly. If asystem is so complicated that pro-
gramming errors become “inevitable” or “to be expected,” the system must not
be used!

The next question will elicit disclosure of past programming errors (or cause
salespeopletolie, providing fodder for product liability lawsuits):
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How many instances have you had in which voteswer e counted incorrectly
because of programming errorsby your own personnel?

* In Union County, Florida, aprogramming error caused machinesto read 2,642
Democratic and Republican votes asentirely Republican in the September 2002
election. Thevendor, ES& S, accepted responsibility for the programming error
and paid for ahand recount. Unlike the new touch-screen systems, which elimi-
nate voter-verified paper trails, Union County retained avoter-verified paper
trail. Thus, arecount was possible and Democratic votes could beidentified.

* InAtlanta, Georgia, asoftware programming error caused somevotesfor Sharon
Cooper, considered a“liberal Republican candidate,” not to register in the July
1998 el ection. Cooper was running against conservative Republican Richard
Daniel. According to newsreports, the problem required “ on-the-spot repro-
gramming.” #

Decisionmaking in action
From Indiana Election Commission Minutes — August 7, 2001

- Mr. Long asked if the master PEB [electronic ballot] is precinct
unique.

- Mr. Long asked if a county would be able to add or replace a
voting unit in a precinct.

- Ms. Christie asked if that override could be done at the precinct
level

- Mr. Long asked if the central office of the county would program
the PEBs.

- Mr. Long asked if the vendor would have a person on site in the
county for each election.

- Mr. Morgan asked about other ES&S DRE voting systems operat-
ing in other states.

- Ms. Christie asked what the vendor’s customers are using for ab-
sentee ballots.

- Mr. Perkins asked about training provided by the vendor.
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Follow-up question: How can computerized vote-counting possibly be consid-
ered secure from tampering when “ on-the-spot reprogramming” can be used
to alter vote totals?

Hereisaquestion no onefrom the Indiana Election Commission asked:
How often hasyour equipment malfunctioned?

» Among the problems outlined by the Democratic Party in theinfamous Florida
election of 2000: When apolling machine, which counts and reportsthetally by
modem, resulted in aDel and precinct’sreporting that presidential candidateAl
Gore had negative 16,022 votes, the vendor blamed it on a"faulty memory
card" (moreonthislater). The computerized votetally gave the Socialist Work-
ers Party candidate almost 10,000 votes— about half the number hereceived
nationwide.?®

* In November 2002, avoting machine was caught doubl e-counting votesin South

(continued)

- Mr. Valentine asked if election night reporting could be reported
electronically.

- Mr. Valentine asked if the data could be altered to match the State’s
format

- Mr. Simmons stated that he had a question about the technology
for absentee voting

- Mr. Long asked for the Election Division’s recommendation on the
voting system

- Mr. Perkins asked if the staff had contacted any of the references
or other States listed in the vendor’s material provided to the Elec-
tion Commission. (Mr. Valentine stated that staff had not done so at
this time.)

- Mr. Cruea asked if the system had been used in an election

- Mr. Long moved that the Commission approve the iVotronic DRE
Voting System for certification. Mr. Morgan seconded the motion.

- There being no further discussion, the Chair called the question,
and declared that with four members voting “aye” (Mr. Cruea, Mr.
Long, Mr. Morgan and Mr. Perkins), and no member voting “nay”,
the motion was adopted.
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Dakota. The error was blamed on a“flawed chip.” ES& S sent areplacement
chip; voters demanded that the original chip beimpounded and examined. Who
was allowed to examine it? Citizens? (No.) Experts that we choose? (No.)
ES& S?(That'sit.)

* Thenthereisthe case of the 3.9 million extravotes during the 2000 election in
Allamakee County, lowa. Final reporting of the state’s el ection-night results
were held up until 4:15 am. The county’slone voting machine was fed about
300 absentee ballots. But the optical-scanning device reported it had counted a
few million extraballots. The county auditor tried the machine again but got the
same result. Eventually, the machine’s manufacturer, ES& S, agreed to have
replacement equipment sent. Republicans hoped that the tiny but heavily Re-
publican county would tip the scalesin Mr. Bush’sfavor, but tipping it by amost
four million attracted national attention. “\We don’t have four million votersin
the state of lowa,” said Bill Roe Jr., county auditor. Todd Urosevich of ES& S
said “You are going to have somefailures.” *°

“But they are* TESTED and TESTED and TESTED again!”

Thisisthe official rebuttal when you ask whether machines can miscount. More
onthis"testing" |ater, but for now, sufficeit to say that the ultimate invalidation of

Decisionmaking in action
Indiana Secretary of State Election Commission Minutes 8/7/01

- Ms. Robertson, Co-General Counsel of the Election Division stated
that ES&S had submitted its application to the Election Division,
and that the system had passed approval by both Wyle Laborato-
ries, the independent testing authority for voting system hardware
and firmware and Metamor, the independent testing authority for
voting system software.

- Ms. Robertson explained that under Indiana law, voting systems
that involve software are required to have an escrow agreement. Mr.
Valentine, Co-Director of the Election Division indicated that he be-
lieved that the Division had received the escrow agreement for this
voting system but they would have to follow up with the vendor to
ensure that.

- Ms. Robertson stated that ES&S had met all other requirements
under Indiana law.

29



the testing a voting machine endures would be a machine that can't count!

The sub-bar starting on page 29 documentsthe “arduous’ testing these ma-
chines go through. Thisisastate meeting to certify election machines. Nowhere
do officials ask the manufacturer to list or explain known errorsin tabulation
during actual elections. Nowhere do they ask any questions about anti-tampering
security.

Election officials and voting machine companies can argue ‘til they are blue
in the face about the excellence of the certification process and why all thistest-
ing meanswe should “trust” their machines. But if, even after certification and
testing, the machines get it wrong, thetesting isn’t doing itsjob. Machinetalliesin
actual elections must be properly and robustly audited. Deal-breaker. End of dis-
cussion.

Sometimes, errors show up before or during certification tests but are
ignored.

» Dan Spillane, atest engineer for the Votehere touch screen voting system, says
he flagged more than 250 system-integrity errors, some of which were critical
and could affect the way votes were counted — known errors, yet this system
passed every level of certification without ahitch. Spillane claims he brought

(continued)

- The Chair recognized Robb McGinnis of ES&S who introduced Jack
Black and Pat Whalen also of ES&S.

Mr. Whalen then explained that as stated earlier, the voting system
had:

- passed the testing requirements of the independent testing au-
thority.

- been approved by both Wyle and Metamor.

- He stated that the voting system had been assigned a NASED (Na-
tional Association of State Election Directors) number.

- Chris gave a description of the ES&S Model 100 version 4.5.5 cer-
tification demonstration.

- Moved by Viken, seconded by Brock to certify the ES&S Model 100
firmware version 4.5.5 optical scan ballot counter for precinct and
central count use. Passed.

- Adjourned.

Joyce Hazeltine, Secretary of State - Chris Nelson, Recorder
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his concerns up to all levels of VoteHere management but was ignored. Just
before the system went through certification testing, the company fired himto
prevent him from flagging the problems during certification, Spillane contends.
Hefiled alawsuit for wrongful termination, whichisstill pending. 3

» According to the Las Vegas Review-Journal, amember of the Nevada Policy
Research Institute’sAdvisory Council reportsthefollowing: “In July 1996, a
public test to certify Clark County’s Sequoia Pacific machinefor early voting
was conducted. During thetest, acartridge malfunctioned; also, the examiner
(selected by the state) had difficulty casting hisvote. He had to vote 51 times
rather than the designated 50, an option not afforded the voter should the ma-
chinemalfunctionin an actual election. In spite of these malfunctions, the ma-
chine was given certification—the equivalent of declaring it accurate, reliable
and secure.” (Clark County then trotted right out and bought the machines.) %2

Even after certification and testing, the machines get it wrong:

* In Conroe, Texas, congressional candidate Van Brookshirewasn't worried when he
looked at the vote tabulation and saw azero next to hisnamefor the 2002 primary.
After al, he was unopposed in the District 2 primary and he assumed that the
Montgomery County ElectionsAdministrator’s Office hadn’t found it necessary to
display hisvote. Hewas surprised to learn the next day that acomputer glitch had
givenal of hisvotesto U.S. Rep. Kevin Brady, who was unopposed for the nomi-
nation for another term in District 8. A retabulation was paid for by ES& S, the
company that made the programming mistake. The mistake was undetected despite
mandatory testing of the program before and after early voting.*

* In Tennessee, acomputer snafu inthe August 1998 Shelby County el ection tempo-
rarily stopped the vote count after generating wildly inaccurateresultsand forcinga
second count that continued into the morning. State Sen. Roscoe Dixon huddled
with other politicos around asingle copy of the latest corrected election returns,
which quickly became dog-eared and riddled with circlesand “X”s. “ Thissystem
should have been checked, and it should have been known that the scanner couldn’t
read the cartridges,” Dixon said.

» Pamela Justice cel ebrated her re-election to the school board in Dysart, Arizona, in
the March 1998 el ection. But because of a software programming error in the
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county’s computer, there had been amistake

in the unofficial election results. The “That'swhat’s puzzing
computer had failed to count 1,019 votesfrom  about it. It's one of those
one precinct. When those voteswereadded  deals where you can test it
in, Justicelost the election to her opponent,  one minute and it’s work-
Nancy Harrower. “Wedid an accuracy test  ing fine, and you can test it
before election day and the computers the next andit’s not.”
worked fine,” said Karen Osborne, county

electionsdirector.®

* A computer defect at the Oklahoma County, State Election Board left morethana
dozen state and county racesin limbo during the 1996 general e ection. A fina count
wasdelayed until sometimethe next morning whiletechniciansinstalled new com-
puter hardware. “ Our memory pack receiver doesn’t want to talk to our compute,
basically,” Sanderson said. Despite severd tria runswith computerstheweek prior
totheelection, the problem didn’t surface until 7:05 p.m. — fiveminutes after the
election board attempted to begin its count. “ That’s what's puzzling about it,”
Sanderson said. “It’s one of those dealswhereyou cantest it oneminuteand it’s
working fine, and you cantest it the next and it’snot.”

Two hundred and sixty-seven precincts (and two closeraces) wereinvolved. “We
could count it by hand, but I’ m not going to do that,” Sanderson said. “We' rejust
goingtowait hereuntil wecan doit electronically, sotherewill beno question” that
the el ection’sintegrity was upheld. Really.*

» Themanufacturer of Baltimore's$6.5 million voting system took responsibility for
the computer failuresthat delayed the November 1999 city election results and
vowed to repay the city for overtime and related costs. Phil Foster, regional man-
ager for SequoiaPacific Voting Equipment Inc., said hiscompany had neglected to
update software in acomputer that reads the election results. Although it tested
some programs, the company did not test that part of the system beforethe el ection.
Before Sequoiaagreed to reimbursethecity for the problems— acost that election
officials said could reach $10,000 — Mayor Kurt L. Schmoke had threatened a
lawsuit against the company. ¥’

* In a 1998 Salt Lake City election, 1,413 votes never showed up in the total. A
software programming error caused abatch of ballots not to count, even though
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they had been run through the machine like all the others. When the 1,413
missing votes were counted, they reversed the election. *

Has anybody been studying error rates?

Not really. Most errors are detected only when they are caught during “ canvass-
ing” (when voter rollsare compared with votetallies). Many of theerrorslisted in
this chapter were found only because the number of votes cast did not match the
number of voterswho had signed in.

Because hardly anyone audits by comparing actual ballot counts with
machine tallies, we are not likely to catch other kinds of errors unless some-
thing bizarre shows up (candidate gets zero votes, or the Wild-Eyed Radical
Party gets 60 percent of the vote, for example).

Thefrightening thing isthis: For every machine miscount we catch, there
must be a hundred we never notice, simply because the number of votersisthe
same asthe number of votes and nothing looks unusual. And only discrepanciesin
number of voters vs. number of votes can prove a machine miscounted when
thereisno paper trail — on those systems, if you had 100 votes cast (55 for Mary
and 45 for Idiotman) but the computer saysyou have 100 votes, 48 for Mary and
52 for Idiotman, hewins. End of story. People can gripe about it, but that’s all they
cando: gripe.

Shortly after the election of 2000, the California I nstitute of Technology
and the Massachusetts I nstitute of Technology mobilized ateam of computer
scientists, human-factors engineers, mechanical engineers and social scien-
tists to examine voting technology. Here are voting system error rates, as
estimated by the Caltech/MIT Voting Technology Project report, issued in July
2001: *

Most lost votes — Congressional and gubernatorial races

1. Lever machines 7.6% — 1.5% for presidential races

2. Touch screen machines 5.9% — 2.3% for presidential races
3. Punch card 4.7% — 2.5% for presidential races

4. Optical scan 3.5% — 1.5% for presidential races

5. Hand-counting 3.3% — 1.8% for presidential races

33



However, the Caltech/MIT error estimates omit two issues that are critical to
system integrity: tampering and programming efrors.

Tampering: Every voting system can be tampered with (later chapterswill cover
thisin more detail). When scrutinizing opportunitiesfor malfeasance, you build an
“attack tree.” To do that, you seeif you can compromise the system. Thefollow-
ing considerations affect how easy it isto compromise asystem and how likely it
isthat someonewill try:

* How much can be stolen.

* How many strategies can be found.

* How many people would be required to compromise the system, and who
has access.

* How likely it is that tampering will be detected.

Unlesswe start auditing the machines using avoter-verified ballot, in some robust
manner, we are moving toward more and more vulnerable systems. Based on the
abovefactors, from most to least vulnerable:

1. Internet

2. Touch screen or DRE

3. Punch card (being phased out)

4. Optical scan

5. Hand-counting (being phased out)
6. Lever machines (being phased out)

Errors: Although the Caltech/MIT study looks at how many votes are lost
(for example, ballots that show no vote because the machine failed to record
the voter’s preferences, or because the voter made a mistake or was con-
fused), it fails to account for risks such as incorrect programming. The more
complex the system, the greater the potential for errors. Some errors, like a
touch-screen machine that fails to boot up, are discovered immediately. The
more dangerous errors are those that can pass unnoticed. Based on system com-
plexity, the most and |east vulnerable systemsto programming error are:

1. Internet
2. Touch screen or DRE
3. Optical Scan
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4. Punch card (being phased out)
5. Hand-counting (being phased out)
6. Lever machines (being phased out)

Everything changesif we start doing proper auditing. In afew locations, such
as California, apaltry 1% of precincts are randomly audited, but only for ma-
chinesthat produce an audit trail. In Washington state, candidates can select up to
three precincts per county for audits, but unless this audit compares the paper
trail to the machine, itisnot avalid audit of machine accuracy.

Let’s quit calling these things “glitches” and “ snafus’

A word about the term “ computer glitch.” Glitches seem to have no owner and
bring with them an aura of expectability, if not respectability. The proper termis
incorrect programming, which demands accountability.

A Compendium of Voting MachineErrors

* 1950s, L ouisiana— T he shape of thingsto come: When automated voting ma-
chineswere brought into the state as away to reduce election fraud, then-Gov.
Earl Long said, “Gimme five (electoral) commissioners, and I’ [| make them
voting machines sing "Home Sweet Home.”” %

1971, Las Vegas, Nevada— Machines declared Democrat Arthur Espinozato
be the winner of aseat on the city assembly, but Republican Hal Smith chal-
lenged the el ection when he determined that some votes had not been counted
because of afaulty voting machine. After unrecorded votesweretallied, Smith
was declared the winner. **

* September 1986, Dallas, Texas— Voting system reports fluctuated. The num-
ber of voters changed on various report printouts, but votesfor individual candi-
dates remained the same. The problem was attributed to acomputer-program-
ming error. Note the date on thisreport: Officials have been expressing con-
cerns about computerized vote-counting for nearly two decades.

“With paper ballots, | can make the numbersadd up...” said Assistant Texas
Attorney General Bob Lemens. “We are running into much tougher problems
here.”
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TexasAttorney General Jim Mattox said the computerized vote-counting clearly
hasthe potential for fraud. “I can’t send areasonably good programmer to ook
at this system and determinethat it is properly tabulating the ballots,” Mattox
said.*?

« 1986, Atlanta, Georgia— The wrong candidate was declared the winner. In-
cumbent Democrat Donn Peevy was running for state senator in District 48,
which straddled Barrow and Gwinnett counties. The machines said helost the
election. After aninvestigation reveal ed that a Republican elections official had
kept uncounted ballotsin the trunk of hiscar, officialsalso admitted that acom-
puterized voting program had miscounted. Peevy insisted on arecount. “When
the count finished around 1 am., they [the el ections board] walked into aroom
and shut the door,” recalls Peevy. “When they came out, they said, ‘ Mr. Peevy,
youwon.” That wasit. They never apologized. They never explained.”

* November 1988, Hillsborough, Broward and Dade counties, Florida— A dropoff
was observed in Senate votesfrom the previous general el ection, but only incoun-
tiesthat used computerized vote-counting machines. Countieswithout computer-
ized vote-counting showed a 1% dropoff, while countieswith computerized voting
showed a dropoff of 8%. “ Something stands out there like a sore thumb,” said
Michael Hamby, executive director of the Florida Democratic Party.

* November 1989, Lima, Ohio — Representatives of Sequoia Pacific, makers of
the voting machine software for Lima, failed to appear as requested, and elec-
tion resultswere delayed until someone could work out the programming error
and recount the votes. Nobody was quite sure how many raceswere affected,
but the mayoral race and the school board raceswerein question for nearly a
week after the election. *°

* November 1990, Seattle, Washington — Worse than the butterfly ballot, some
Democratic candidates watched votes alight, then flutter away. Democrat Al
Williams saw 90 voteswander off histally between el ection night and thefol-
lowing day, though no new counting had been done. At the sametime, hisoppo-
nent, Republican Tom Tangen, gained 32 votes. At one point several hundred
ballots added to returnsdidn’t result in any increasein the number of votes. But
elsewhere, the number of votes added exceeded the number of additional bal-
lots counted. A Republican candidate achieved an amazing surgein his absen-
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tee percentage for no apparent reason. And no one seemed to notice (until a
determined Democratic candidate started demanding an answer) that the ma-
chinessimply forgot to count 14,000 votes.

Incorrect programming caused machinesto count ballots cast without counting
any of the votes on the ballots. The miscountswere sporadic and thus hard to
spot, and the errors disproportionately favored just one party. King County’s
el ection manager recommended a countywide recount. 4

* 1994, New Orleans, L ouisiana— Voting machine tests performed and video-
taped by candidate Susan Barnecker demonstrated that votes she cast for her-
self were electronically recorded for her opponent. Thistest was repeated sev-
eral timeswith the sameresult. (The video footage of thisincident can be seen
in Dan Hopsicker’s documentary video The Big Fix, 2000, Mad Cow Produc-
tions).*’

» November 1996, Bergen County, New Jersey — Democratstold Bergen County
Clerk Kathleen Donovan to come up with a better explanation for mysterious
swingsin votetotals. Donovan blamed voting computersfor conflicting tallies
that rose and fell by 8,000 or 9,000 votes. The swings perplexed candidates of
both parties. For example, the Republican incumbent, Anthony Cassano, had
won by about 7,000 votes as of the day after the election but hislead evapo-
rated later. One candidate actually lost 1,600 votes during the counting. “How
could something like that possibly happen?’ asked Michael Guarino, Cassano’s
Democratic challenger. “ Something is screwed up here.” @

» November 1996, Thurston County, Washington— Aninexplicably large number
of peoplewent to the pollsbut did not votein the hot House contest. A whopping
11.5% of Thurston County votersignored the congressional race— nearly twice
as many no-votes as other races in Thurston county and twice as many no-
votes as other counties had. Bob Van Schoorl, Thurston County’s chief deputy
auditor, said, “We have absol ute confidence our machineis counting appropri-
ately.” J.R. Baker, Democratic challenger Brian Baird's campaign was not sat-
isfied. “They have not gone through any special testing to seeif their machines
are adequately counting the votes. Perhapsthey need to do sample hand counts
of precincts and compare them with the machine.” #°
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* November 1996, Guadal upe County, Texas— Officialsdiscovered avoting com-
puter counted more votesin the presidential el ection than the number of ballots
cast. Guadalupe County ElectionsAdministrator J.R. Perez said the problem
was with new software for the county’s Business Records Corp. Eagle vote-
counting system. Perez said aproblem was identified with the software before
the election, and he thought it wasfixed. “1 had no reason to believe the system
was not tabulating right,” Perez said.*

« July 1996, Clark County, Nevada— According to aL as Vegas Review-Journal
article, atechnician removed thousands of filesfrom the tabulation sector of the
program during the vote count “to speed up the reading of the count.”
Reconfiguring acomputer program that affects the tabulation of votesis pro-
hibited without prior state verification. >

» December 1997, Akron, Ohio — Scrambled votes: Ed Repp won the election—
no, cancel that, asoftware programming error was discovered — Repp actually
lost. (Look, twins!) Another error in the same election resulted in incorrect vote
totalsfor the Portage County Board election. (Makethat triplets!) Turns out the
bond referendum results were wrong, too. 5

* August 1997, Oklahoma— Computers gave the el ection to the wrong candi-
dates, twice. The private company hired to handlethe election for the Seminole
Nation announced resultsfor tribal chief and assistant chief, then decided that
their computer had counted the absentee ball otstwice, so they posted a second
set of results. Tribal officialsthen counted the votes by hand, producing yet a
third, and thistime official, set of results. Each set of results had adifferent set
of candidates moving on to the runoff election. >

* Tucson, Arizona—
1984 - 826 |egitimate ball ots were discarded in Oro Valley because of acomputer error. The
error wasn't discovered until after the deadline for counting them.

1996 - Software programming error mixed up the votes cast for two Republican Supervisor
candidates.

1997 - Morethan 8,300 votesin the City Council race wereinitially left uncounted because
of defective punch-card ballots, which were provided by the voting machine company.
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1997 - The city had to hand-count 79,000 votes _
because of amanufacturing defect in the ballots, A breathtaking number
provided by the voting machine company. of snafus caused

candidatesto liken the

1998 - 9,675 votes were missed in the tabul ation. After . .
election to the movie

canvassing, officials realized that no votes had been

recorded for 24 precincts even though voter rollsindi- Groundhog Day,.”
cated thousands had voted at those polling places. Glo- ~ with every day starting
bal Elections Systemstried to figure out why the com- all over...

puter failed to record the votes. >

* November 1998, Clearwater, Florida— The voting computer crashed on elec-
tion night. Republicanswho lost complained that the crash could have corrupted
files, skewed data or lost votes. Tom McKeon, acounty commissioner candi-
date, said “ There's no guarantee the votes went to the right candidate.” Elec-
tions Supervisor Dot Ruggles said it was not the first time such a crash had
occurred. *

* November 1998, Franklin County, Ohio — One candidate wasincorrectly cred-
ited with 14,967 votes; another received 6,889 in error. Deborah Pryce and
John R. Kasich gained 13,427 votesand 9,784 votes, respectively, after election
officials hand-checked vote totals in 371 machines that were affected by a
software programming error. A spokesman for Danaher Corp., which supplies
el ectronic voting machinesto the county, told the board that such aproblem had
never before happened in Franklin County. No one caught the error while down-
loading the data into voting machine memory cartridges, which record the ac-
tual vote on Election Day. %

» November 1998, Washoe County, Nevada— A breathtaking number of snafus
in the Washoe County registrar’s office caused candidatesin Reno to liken the
el ection to the movie Groundhog Day, amoviein which the lead character re-
livesthe same day over and over again. Count votes. Computer failure. Go to
court. Recount the votes. Software error. Back to court. Start over counting,
and soon.*’

» December 1998, Canada— What wasbilled asahistoric first for the Canadian
Wheat Board turned into an embarrassment as a software programming error
threw the el ection resultsinto question. Thefirm hired to count the ballots an-
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nounced that it had detected a flaw in the computer program that tabul ated
resultsfor the agency’sfirst-ever board of directors.*

* September 1998, Kansas City, Kansas — Republican John Bacon, a staunch
conservative, celebrated aresounding victory for the 3rd District Kansas Board
of Education seat, defeating moderate Republican Dan Neuenswander by 3,018
votes. Two weekslater Neuenswander learned that the race wasvirtually dead
even withthemargin of lossbeing amere 24 votes. No oneoffered any expla-
nation for the descrepancy.>®

* August 1998, Memphis, Tennessee — In the governor’srace, a software pro-
gramming error in Shelby County began crediting votes to the wrong candi-
dates. Computer cartridges containing 295 individual precinct resultsweretaken
to a central location because the scanner couldn’t read the cartridges. The
system that was shut down had posted theincorrect resultsto newsrooms across
the city that had computer linksto the data. At least one tel evision station broad-
cast the bogusresults. Which brings up a question: Why were newspaper and
TV hooked directly up to computerized voting machines?®

* November 1998, Chicago, Illinois— One hundred eight of 403 precinctswere
not counted. A pin from the cable connecting the ball ot reader to the counting
computer apparently got bent after three-fourths of the precincts had been counted
correctly. No one could explain how apin inside a cable became bent during the
middle of the count. Democrats requested afull recount; ajudge disallowed it. ©

* November 1998, Honolulu, Hawaii — A state senate investigation was con-
ducted into the 1998 election and the malfunction of ballot-counting ma-
chines in seven precincts at once. ES& S acknowledged the error and paid
more than $250,000 for the recount, in which the biggest expense was hand
counting, Vice President Todd Urosevich said. ES& Sfinancial officer Richard
Jablonski said ES& Swould have saved alot of money if it had been permitted
to just do amachine recount, giving voiceto afinancial incentive for voting
machine companiesto get rid of the paper trail. ¢

» November 1999, Norfolk, Virginia— Machines showed totals of zero even
though votes had been cast. Edward O’ Neal, vice chairman of the Norfolk
Electoral Board, attributed the discrepancy to incorrectly programmed com-
puter chips: “ Somehow, they lost their ability to count the votes,” he said. %
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 April 1999, Port Washington, Wisconsin— A new computer system gave the
wrong election resultsto news media. The initial results showed that Renea
Krueger had won the election for town clerk. In reality, Susan Westerbeke won
the election. “Nothing iswrong with the computer. Thefinal printout gavethe
correct results,” said Harold Dobberpuhl, Ozaukee County Clerk. The system
receivesinformation from amodem but al so requires some manual entry. The
error occurred when the person inputting the information simply dropped the
digit“2.” %

* November 1999, Onondaga County, New York — Computersgavetheelectionto
thewrong candidate, then gaveit back. Bob Faulkner, apolitical newcomer, went to
bed on el ection night confident he had hel ped compl ete aRepublican sweep of three
open council seats. But after Onondaga County Board of Elections staffersre-
checked thetotals, Faulkner had lost to Democratic incumbent Elaine Lytel. Just a
few hoursl|ater, election officials discovered a software programming error had
giventoo many absentee ballot votesto Lytel. Faulkner took thelead.%

» March 2000, Shelby County, Tennessee— Computer problemshalted the voting at
al 19 of Shelby County’searly-voting sitesduring the 2000 Republican presidentia
primary, forcing officiasto use paper ball ots (supposed to be provided by thevoting
machine company as abackup, but for some reason they were unavailable when
they were needed). Election officialshad to makevoterswait inlineor tell themto
come back later. Because early voting turnout in thisel ection wassix timesnormal,
thissnafu affected about 13,000 voters. If therewasabeneficiary of the problem, it
likely was George W. Bush, who needed to defeat John McCain in Tennessee:
Shelby County, which containsthe urban Memphispopulation, usually votesless
conservatively than therest of the state. %

* November 2000, Arapahoe County, Colorado— Officialsagreed to reconfigure the
vote-reading machinesfor arecount because they had been set wrong and there-
fore did not read all of the votes. Because Democrats wanted the additional re-
counts, they had to pay thebill, which cameto about $11,000. %"

» November 2000, Denver County, Colorado — Electronic cartridgesfrom four vot-
ing machinesmalfunctioned and voting officia s mistakenly assumed those machines
were not used, but there were 300 votes on the machines.
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* Crozet, Virginia (anecdotal report from avoter) — “When | pushed the button
beside‘No’ the machineregistered my voteasa'‘Yes.’ | tried thisacouple of
moretimesand got the sameresult. Finally, | poked my head outside the curtain
and asked the “ attendant” what | should do... whenever | made my choice, the
opposite choicelit up. He suggested then that | should intentionally push the
wrong button...” &

* November 2000, Volusia County, Florida— A clerk in one precinct could not
reach election headquartersto report that the computer had shut down, so the
clerk turned the computer off, then turned it back on, accidentally erasing 320
votes. Thiswas discovered only when workers counted all ballots by hand.
Election supervisors across Florida say the phone clog happens during most
presidential elections, but few people notice. *®

» November 2000, Davidson County, North Carolina— A computer error allowed
el ection software to count about 5,000 early and absentee ballotstwice. A re-
porter brought the discrepancy to light during the county election board’s offi-
cial canvass. Theincorrect votetotals appeared only on the official report sent
to the state Board of Electionsin Raleigh. Vote totalslisted on the Davidson
County Web site were correct.

» November 2000, Glenwood Springs, Colorado — At aspecial city council meet-
ing held just after the election, Mayor Skramstad announced that the Garfield
County Clerk and Recorder asked that he read apressrelease. It stated, “ The
Garfield County Clerk and Recorder wishes to inform the public that sheis
continuing to experience difficulty with the ES& S Inc. software utilized for
tabulating election results. | will receive acorrected computer chip thisevening.
On Friday, November 10th...my office will uti-
lize anew chip to count the ballotsfor Precinct
20 and re-tabulate theresults...| anticipate this
process will take most of the day. Thank you
for your patience during this process.” Signed
Mildred Alsdorf. ™

whenever | made my
choice, the opposite
choicelit up. He sug-
gested then that |
should intentionally
* November 2000, San Francisco, California—  push the wrong button...
In polling place 2214, machines counted 416
ballots, but there were only 362 signaturesin
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theroster and the secretary of statefound

only 357 paper ballots. 7 ...internal checksrevealed

that the system had under-
» February 2000, Manatee, Florida— A power and over-reported hun-
surge was reported to be the cause of in- dreds of votes. The voting
correct computerized votetallies. A hand machines worked fine,
count was performed. And because the they just tabulated wrong.
hand count showed that a candidate | ost by
just two votes, another hand count wasdone.
All results, including two hand counts, were
completed within 48 hours. ™

“The machines performed
terrifically,” said Robert J.
Urosevich, president of
Diebold Election Systems.
 November 2000, Albuquerque, New Mexico “The anomaly showed up
— A software programming error in New on thereporting part.”
Mexico led officials to withhold about
60,000 ballots from their vote count. Ac-
cording to an APwire servicereport: “ Their (voting) machines have aproblem
in the database,” elections bureau director Denise Lamb said, “and they can’t
count any of the straight-party ballots.” ™

» November 2000, Allegheny County, Pennsylvania— City Councilwoman Vaerie
McDonald reported that machinesin Pittsburgh’s 12th and 13th wards and other
predominantly black neighborhoods malfunctioned on Election Day. They began
smoking and spitting out jammed and crumpled paper. Poll workersfelt the
machines had been intentionally programmed incorrectly and had been sabo-
taged. Whether or not it was sabotage, what is clear isthat the spit-and-polish
image so carefully crafted in election company pressreleasesdidn’t seem to
apply to the African-American precinctsthat day. Poll workersin the 12th and
13th wardswaited hoursfor repair, and voterswho couldn’t spend the day at
the polling place were rendered politically voiceless. ™

* February 2000, Passaic, New Jersey — About 75 percent of the voting machines
in the city of Passaic failed to work when the polls opened on Election Day,
forcing an undetermined number of votersto use paper ballotsduring themorning
hours. Independent consultant, V. Thomas Mattia, a Philadel phiavoting machine
supervisor who later examined the machines concluded the problem was dueto
sabotage, which led a Democratic candidate to refer the matter to the FBI.
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Mattialater reversed himself. “1 believethat it was an oversight, and there was
no fraudinvolved,” Mattiastated in theletter. Freeholder James Gallagher, who
had referred the matter to the FBI based on Mattia's previous suspicions, said
that he was surprised by thereversal, and needed more information about why
the expert changed hismind. 7

* November 2001, Buffalo, New York — The poll book and tally sheet show 96
Republicanssigned into vote at the polling placein Ohio Elementary School, but
when the machine was checked, it tallied 121 votes for mayor: 74 for David
Burgio and 47 for Mary Kabasakalian.”

* April 2002, Johnson County, Kansas— Johnson County’s new Diebold touch
screen machines, proclaimed a success on election night, did not work as
well asoriginally believed. Incorrect vote totalswere discovered in six races,
three of them contested, leaving county election officials scrambling to make
sure the unofficial results were accurate. Johnson County Election Commis-
sioner Connie Schmidt said that internal checksreveal ed that the system had
under- and over-reported hundreds of votes. Schmidt said the voting machines
worked fine, they just tabulated wrong. “ The machines performed terrifically,”
said Robert J. Urosevich, president of Diebold Election Systems. “ The anomaly
showed up on the reporting part.”

The problem, however, was so perplexing that Schmidt asked the Board of
Canvassersto order a hand re-count to make sure the results were accurate.
Unfortunately, the touch screen machines did away with the ballots, so the
only way to do a hand recount is to have the machine print itsinternal data
page by page. Diebold tried to re-create the error in hopes of correcting it.
“1 wish | had an answer,” Urosevich said. In some cases, vote totals changed
dramatically.”™

* November 2002, Palm Beach, Florida— A Floridawoman, aformer newsre-
porter, discovered that votes were being tabulated in 644 Palm Beach precincts,
but only 643 precincts have any eligiblevoters. An earlier court casein Florida
found the same discrepancy, and the reason for it was never satisfactorily ex-
plained.™

* November 2002, New Jersey — A reporter in New Jersey observed 104 precincts
with votesin an areathat hasonly 102 precincts. “ Ghost precincts,” no matter what
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theofficial explanation, do not provide the transparent accounting needed to protect
votingintegrity.”

* November 2002, Comal County, Texas— A Texas-sized lack of curiosity about
discrepancies: The uncanny coincidence of threewinning Republican candidatesin
arow tallyingup exactly 18,181 voteseach wascalled weird, but apparently no one
thought it wasweird enough to audit.&

» March 2002, Palm Beach County, Florida— Touch screen machines sometimes
froze up when voters sel ected which language to use. Phil Foster from Sequoia
Voting Systems said that was asoftware programming error. Elections Supervisor
Theresa LePore also said she heard that some people touched one candidate’s
circleonthe screen, only to seean X appear by another candidate’s name. &

* August 2002, Clay County Kansas— A squeaker — no, alandslide — oops, we
reversed the total s— and about those absentee votes, makethat 72-19, not 44-47.
Software programming errors, sorry. Oh, and reversethat el ection, we announced
thewrong winner — The machines said Jerry Mayo ran acloseracein the county
commissioner primary but lost, garnering 48 percent of the vote, but ahand recount
revealed Mayo won by alanddlide, earning 76 percent of the vote.

» November 2002, Adams County, Nebraska— Adams County Election Commis-
sioner ChrisLewissaysshewill be meeting with representatives of ES& Sto fur-
ther discuss*what went wrong” on November 5th. During the General Election,
Adams County wasthelast in Nebraskato have el ection results, dueto both ma-
chine and software glitches. ES& S has talked about some compensation for the
el ection problemsincluding paying for election worker overtimeand not charging
for programming adjustments. The board went into executive session to discuss
their options, including seeking arefund from ES& S. Lewissaid, “no onewantsa
lawsuit.” 8

» November 2002, Dallas, Texas— When 18 machineswere pulled out of action
in Dallas because they registered Republican when voters pushed Democrat,
Judge Karen Johnson, a Republican, quashed an effort to investigate the accu-
racy of thetally.®

» November 2002, Scurry County, Texas— Scurry County poll workers got sus-
picious about alandslide victory for two Republican commissioner candidates.
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They had anew computer chip flown inand also counted
the votes by hand — and found out that Democrats

actually won by wide margins, overturning theelec- ~ Sametallies,
18181
* November 2002, Miami, Florida— Fuzzy mathin Mi- 18181
ami: On November 10, the Miami Herald listed the 18181

following figuresfor thetotal votes cast at the Demo-
crat-friendly Broward County Century Village precinct
inthe general election:

1994: 7515
1998: 10,947
2002. 4179

Yet an accountant called Century Village and wastold that their occupancy has
remained stable (around 13,000 residents) since the complex hit capacity in
1998. &

» March 2002, Medley, Florida— Voting machines gave the town council election
to thewrong candidate. The cause was attributed to a software programming
error by avoting machinetechnician. County Elections Supervisor David L eahy
said he was concerned because the computer did not raise any red flags, and
humans had to spot the error.®

* November 2002, Baldwin County, Alabama— No one at ES& S can explain the
mystery votesthat changed after polling places had closed, flipping the election
from the Democratic winner to aRepublican in the Alabamagovernor’srace.
“ Something happened. | don’t have enough intelligence to say exactly what,”
said Mark Kelley of ES& S. Baldwin County results showed that Democrat
Don Siegelman earned enough votesto win the state of Alabama. All the ob-
serverswent home. The next morning, however, 6,300 of Siegelman’svotes
had disappeared, and the el ection was handed to Republican Bob Riley. A re-
count was requested but denied. &

* November 2002, North Carolina— Computer misprogramming overturned the
House District 11 result in Wayne County. A mistake in the computer program
caused vote-counting machinesto skip over several thousand party-line votes,
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both Republican and Democratic. Fixing the error turned up 5,500 more votes
and reversed the election for state representative. &

* November 2002, Monterey, California— Californiamachinesthat can’t add:
The problemin Monterey, California, wasthat the department’s mai nframe com-
puters refused to add the results of early absentee votes and those cast on
touch-screen computers prior to Election Day. “We didn’t have any problems
whatsoever during our pre-election tests,” said the elections official.

* November 2002, Gretna, Nebraska— This crushing defeat never happened:
Vote-counting machinesfailed totally “yes” votes on the Gretna school-bond
issue, giving the falseimpression that the measure failed miserably. The mea-
sure actually passed by a2-1 margin. Responsibility for the errors was attrib-
uted to ES& S, the Omaha company that provided the ball ots and the machines.

91

* November 2002, South Carolina— A software programming error caused more
than 21,000 votesin the squeaker-tight race for S.C. commissioner of agricul-
ture to be uncounted, an error margin of 55 percent. Only a hand-count was
ableto sort it out. Good thing there were paper ballots. %

* November 2002, Taos, New Mexico — Software programming error caused
machineto count the wrong names: In Taos, New Mexico, just 25 votes sepa-
rated the candidates in one race; another race had a 79-vote margin. After
noticing that the computer was counting votes under the wrong names, Taos
County Clerk Jeannette Rael contacted the programmer of the optical machine
and wastold it was aprogramming error. 3

* November 2002, Pennsylvania— One hundred percent error tabulating Liber-
tarian votes: In Pennsylvania, avoter reported that he had followed his con-
science and voted Libertarian. When he reviewed the resultsfor his precinct,
though, the Libertarian candidate received zero votes. Two waysto ook at this:
Unimportant, just avote; or, a 100 percent error. Either way, why bother to
vote?%

* November 2002, New York — Voting machinetalliesimpounded in New York:
Software programming errors hampered and confused the votetally on election
night and most of the next day, causing elections officialsto pull the plug on the
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vote-reporting Web site. Commissioners ordered that the voting machinetallies
beimpounded, and they were guarded overnight by a Monroe County deputy
sheriff.%

* November 2002, Tangipahoa Parish, Louisiana— “| can’t say every precinct
had a problem, but the vast majority did” — Tangipahoa Parish, Louisiana,
Clerk of Court John Dahmer said at least 20 percent of the machinesin his
parish malfunctioned. “ One percent might be acceptable, but we're not even
closetothat,” Dahmer said. He said 15 employeesworked to combat the mal-
functions. %

* November 2002, Maryland — Vote Republican (read “ Democrat”) — In Mary-
land, asoftware programming error on Diebold touch screen machines upset a
lot of voters when they saw a banner announcing “Democrat” at the top of
their screen, no matter whom they voted for. ¥

* November 2002, New Jersey — Forty-four of forty-six machines malfunctioned
in Cherry Hill, New Jersey: Election workers had to turn away up to 100 early
voters when it was discovered that 96 percent of the voting machines couldn’t
register votesfor mayor, despite the machines' having been pre-tested and cer-
tified for use. *

* November 2002, North Carolina— Trying to find 300 voters so they can vote
again: In Wake County, North Carolina, one out of four new touch-screen vot-
ing machinesfailed in early voting, losing 294 votes. The machineswere shut
down before Election Day, so el ection workers|ooked for the 294 votersto ask
them to vote again. (A paper trail would have solved this problem.) %

* November 2002, Florida— Bill McBridewasa
tough guy to votefor: Onevoter said that hetried
10 times, and every time he pressed McBride Trying to find 300
the Jeb Bush choicelit up. Hecould only get his  voters so they can vote
vote to light up the McBride choice when he again (a paper trail
pressed adead area of the screen. No paper trail ~ would have solved this
was available, so no onereally knowswho got problem)...
any of the votes — regardless of which candi-
date lit up. Similar problems were reported in
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various permutations, for various candidates, by sev-
eral Floridavoters, and anidentical problem was noted

in Texas. 1° When all elsefails,

« November 2002, New Jersey — “What the hell do1  USe duct tape (that
dowiththis? A bag full of something that looked like ~ Wasthe only way it
rolls of cash register tapes was handed to the Mays ~ Would feed the votes
Landing County Clerk. A computer “irregularity” ina through)

New Jersey vote-counting system caused three of five
relay stationstofail, leaving asingle county clerk hold-
ing the bag for ahand count. 1%

» November 2002, Ascension Parish, Louisiana— An elections official gnashed
his teeth as more than 200 machine malfunctions were called in. The Parish
Clerk said his staff was on theroad repairing machinesfrom5am.to9p.m. In
one case, amachinewasn'’t repaired until 12:30 am. Wednesday. “ A mechanic
would fix amachine, and before he could get back to the office, it would shut
down again,” Bourque said. 1

* November 2002, Sarpy County, Nebraska— A call-inreport | received on elec-
tion day reported that in Sarpy County, Nebraska, they had to use duct tapeto
stick something under the machine — that’sthe only way it would feed votes
through. 1%

* November 2002, St. Bernard Parish, Louisiana— All the king’s horses and all
theking’smen...couldn’t put thetally together again: With a 34-vote margin
separating the two justice of the peace candidates in St. Bernard Parish, the
machine ate 35 absentee votes and | eft everyone guessing about the outcome of
therace. The ball ots became inaccessible when the system locked up; even the
technician couldn’t get at them. 1%

» November 2002, Georgia— In one Georgia county, ballotsin at |east three
precinctslisted the wrong county commission races. Officials shut down the
pollsto fix the problem but didn’t know how many wrong ballots were cast or
how to correct errant votes. In another, acounty commission race was omitted
from a ballot. Cards voters needed to access machines malfunctioned. Ma-
chinesfroze up and dozens were misprogrammed. 1%
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* November 2002, Ohio — A vote-counting machine malfunctioned with 12 of
Crawford County’s 67 precincts|eft to count. A back-up vote-counting machine
wasfound, but it also could not read the vote. Election workers piled into acar
and headed to another county totally their votes. 1%

* November 2002, Pickens County, South Carolina— Two South Carolinapre-
cinctsworked to extract information from the computer: Pickens County was
unable to get totalsfrom two precincts because of computer glitches. 27

* November 2002, Georgia— Election officialslost their memory: Fulton County
election officials said that memory cardsfrom 67 el ectronic voting machines
had been misplaced, so ballots cast on those machines wereleft out of previ-
ously announced vote totals. No hand count can shine any light on this; the
entire state of Georgiawent to touch-screen machineswith no physical record
of thevote. Fifty-six cards, containing 2,180 ballots, werelocated, but 11 memory
cards still were missing two days after the election: Bibb County and Glynn
County each had one card missing after theinitial vote count. When DeKalb
County election officialswent home early Wednesday morning, they were miss-
ing 10 cards. 18

* November 2002, Nebraska— U.S. Senate Candidate’s ball ot was pre-voted for
his opponent: Charlie Matulka, the Democratic candidate for U.S. Senatein
Nebraska, arrived at the pollsto votefor himself. When helooked at the optical
scan ballot he was given, he discovered it had already been filled out — for his
opponent, Chuck Hagel, giving Nebraskathe most newfangled voting of all —
not just el ectronic voting, but automatic voting! 1%

* November 2002, Marinadel Rey, California— In posh Marinadel Rey, Califor-
nia, one precinct had no voting booths, the voting machine was broken, voters
couldn’t get their cardsinto one machine, and someone broke the puncher out
of the machine. So votersweretold to votein public. **°

» November 2002, Nebraska— Candidate for governor finds vote-counting com-
puter asleep: Paul Rosberg, the Nebraska Party candidate for governor, eagerly
took advantage of aNebraskalaw that |ets candidates watch their votes being
counted. Hefirst wasinvited to watch an optical scanner machine, which had
no counter on it, and then was taken into the private room, where he was al -

50



lowed to watch acomputer on atable with ablank screen. So much for public
counting of votes, 1!

* February 2003, Everett, Washington —If there was any doubt that Republicans
were right to ask for arecount of some Snohomish County absentee ballots
from November’sgeneral election, it was erased by one sobering number: 21.5
percent of the ballots cast in 28 selected precincts were not counted. The
Snohomish County Auditor’s Office recounted 116,837 absentee ballots Thurs-
day after county officials discovered that the optical scan ballot-counting ma-
chines had miscounted. The cause was attributed to afaulty “read head” on
each of two optical scanner machines, causing themto fail to read ballotswith
blue ink. The machines had passed the test on blueink before the election. The
Sequoia representative could not recall that the read head problem had ever
happened before.

When asked how many machines of the same make and model number Sequoia
hasin the United States, she said “about 1,500.” When asked how many years
they’ d beenin use, shesaid about six years. “Why, then,” asked acitizen, “would
this unheard-of problem happen at exactly the sametimein exactly the same
place on two different machines at once?’ The Sequoiarep said she had no
idea.

Phew! Had enough?Well, while you are resting from marathon of error, con-
sider these points:

1) "Logic & Accuracy"” testsdid not prevent these problems.

2) It doesn't matter if the miscounts were accidental or intentional, the results
were the same: Citizen's votes were not counted as cast.

3) Theinformation on these preceding pagesisthe result of only afew hours
research. Space constraints prohibited me from devoting more pages to this
topic. Sufficeit to say, | only scratched the surface of the voting machine Ency-
clopediaErrata.
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3
How Do You Verify Voting MachineAccuracy?

If we solvethisproblem, therest of thisbook ismoot. However, beforewe
get to solutions, two things:

1) | keep saying we can’t verify the accuracy of these things. What do the
voting machine companies have to say about this? How do our politiciansexplain
it?We should at |east listen to the company line, so thefirst part of this chapter
will discussthe official explanations.

2) If you arein the high-tech community, you may be just dying to suggest
technological solutions. Before you start explaining that cryptography, redundant
systems, or asecret pin number are the answer, let me explain: Cryptography
doesn’t solve the problems either nor does redundancy or areceipt with apin
number.

But don’t just take my word for it — We have included adiscussion of open
source and other technological solutionslater in thisbook.

We put this chapter here, because after reading the little shop of horrorsin
the previous chapter, you might want to hear some good news. And to cut to the
chase: Wefavor ahybrid system — touch screen machineswith avoter-verified
paper ballot, with an audit that compares the two against each other.

Theofficial lineon voting machineverification:

Indeed, they can’t be properly audited, but what you’ |l hear from the manu-
facturersisthis: “ Each machine creates an internal facsimile of each vote, and if
thereisany question, we can simply print out each vote for ahand recount.”

And what about the voter being able to see that his vote was recorded the
way he cast it? Well, absolutely, the voter verifies hisvote, they tell us. After
making his selection for each ball ot question, the votes appear on the screen and
the voter confirms his choices.
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Saying themachine createsan interna facsimileof each voteisjust afancy way
of saying that the datain the machine can be printed out onevoteat atime. Think of
it thisway: Supposeyou have an addressbook on your computer, and it letsyou print
afull pagewithasinglerecord, or alist of all therecords. Now, supposeyou havean
error in your computer records, and instead of “John Doe,” you typed “ Joxn Doe.”
Whether you print hisrecord asasingle page, or you print out alist, hewill appear both
placesasthe erroneous* Joxn Doe.”

If incorrect programming caused the machineto record your votefor Truman as
avotefor Dewey, it'snot going to help to have the machine print acopy of itsown
incorrectly recorded vote.

Now let’slook at the“voter verified” issue. It’snicethat you can review your
choicesand confirm them. However, what you arelooking at isjust ascreen display.
The screen says“Voted for Truman, correct?” — you press*“ Confirm” — but that
doesnothing to provethat the softwareinside the black box instructed the memory
card to record your vote correctly.

The solutionissimple: All major voting machine manufacturers say they have
machines capabl e of printing ballots. From the beginning, Avante and AccuPoll have
provided touch screen machinesthat print apaper ballot. If themachineprintsaballot
that showsyour vote: “ Truman” but inside the machine, the softwareinterpretsyour
vote as“Dewey,” al we have to do is devise away to compare the paper ballots,
which you haveindependently verified, to the machine counts, and the machinemis-
count will show up.

Optical scan machineshaveballots, but if wedon’t look at them, we can’t say
we verified the machine count. Running the ball otsthrough the machineagainwon'’t
prove anything — if the software is programmed incorrectly, the same error will
probably appear when you runit through asecond time. Running it through adifferent
machine may not help, either — if both machines use the same software, they might
both giveyou the sameerror.

Another answer you’ll hear isthat we don’t need to compare the paper ballot,
whichyou haveverified, with the machinetally, because the voting system hasbeen
so carefully tested. That claim isdebunked in the Chapter 5.

Why iscomparing the paper trail to the machine count soimportant?
When you verify the accuracy of acount — pointsin abeauty pageant, dollars
in your bank account, or votes cast in an election, it is called doing an audit. So
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what, exactly, isan audit? Can we just make up our own rules aswe go along?
Who has expertise in proper auditing procedures?

Auditing isan accounting function. Proper auditing include the following:
* Independent data sources
» Transparency (meaning the accounting processistransparent to everyone)

* For systemsthat are part of the public commons, like voting, scrutiny by
“many eyes’

Computerized vote-counting systemsfail on all of these criteria, but thisis
easily correctable, if wetake appropriate actions.

Comparingtwo independent data sour ces

In auditing, you prove one set of datais correct by verifying it against a
matching set of datathat comesfrom adifferent source.

Example - Paying taxes:
Tax authoritiesrequire you to keep independent verification.

1) You fill out areport when youfileyour taxes (“ Source 1”). You may keep
acomputerized record of your deductible expenses and your expenditures, using
aprogram like Microsoft Money. (“ Source 1a’). Why are these two sources not
independent? Because only one person (you) has verified them.

2) You aso haveindependent records, like bank statements (verified by your
bank) and receipts (verified by the vendor) (* Source 2”).

To do aproper audit, the IRS usesyour tally, but backsit up with adocument
trail that isverified independently, by banks and vendors.

Independent Auditability in Voting:
Punch card and optical scan systems

1) You enter your vote on apunch card or optical scan ballot. Thisis“source
1”

2) The actual record containing your intent is counted by a software pro-
gram on acomputer. Thisis“source2.”
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3) No one, however, is allowed to ook at source 1. We can only look at
source 2, the computer tally.

As described above, the vote count is never verified at all. Although we
have two independent sources, we refuse to allow anyoneto look at amoreim-
portant source, the voter-verified ballot. Using this system, we cannot know
whether the machineis correctly recording our votes.

However, we can easily correct this problem by regularly, thoroughly com-
paring the computer count with a hand-count of the ballots.

Touch screen, DRE, Internet and vote-by-phone systems

1) You enter your voteinto acomputer, using atouch screen, keyboard but-
tonsor awheel. The screen, or the phone system, provides adigital representa-
tion of your vote and asks you to confirm it. However, you cannot see your vote
actually being recorded. (Source 1)

2) Thecomputer transmitsyour vote to a second system, creating aredun-
dant record in case the power goes out, or so that people can look at another
version of the voterepository. (Source 1a)

3) The computer talliesup the votesthat it recorded. (Source 1b)

4) The computer printsasummary of the votes, and the el ection official uses
thissummary to represent the physical record of the vote (Source 1c)

5) The computer also can create afacsimile of each voteit hasrecorded, an
individual “ballot” for each vote cast. (Source 1d)

Note that the system just described is not auditable, because it does not keep
any record verified by any party independent of the computer.

Asking you to “verify” your vote by saying yes to a computer screen is
exactly the same, interms of dataintegrity, asasking you to tell an election offi-
cial your vote, which shethen asksyou to repeat while never letting you see what
shewrote down. That procedureisabsurd and would be trusted by no one, yet it
isexactly equivalent to the touch screen system.

If the touch screen printsaballot that you verify, whichissaved in asecure
ballot box, aproper audit can be done by comparing the machine count (source 1)
to the voter-verified ballots (source 2).
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Transparency

Proper auditing requires transparency. Just ask an | RS auditor whether you can
get by with handing him ashoebox full of indeci pherabl e recel ptswith no explanation.
Not likely. You either haveto organizeit and explainit clearly, or it getsthrown
out.

Transparency somehow evaporated when we privatized our vote-counting
system.

Discrepanciesthey cite are explained away by technicianswho are not sworn
election officialsciting “glitches” in the programming that we cannot see. Some-
timestechniciansfly into “replaceachip” (yet we have noideawhat’s on the
chip). In one news account, in which logs showed 48,000 votes cast, but only
36,000 recorded, atechnician e-mailed the* correct” resultsfor the missing votes,
clamingit did not change the outcome, though no onewould ever know, because
anaudit trail didn’t exist.

Trustiscritical, so transparency isespecially important. The Declaration of
Independence does not say “ Governments are instituted among men, deriving
their just powers from the consent of the computer programmers.”

No matter how clever the cryptography, no matter how great the open source
programis, unlessordinary citizenswith no computer expertise can seewith their
own eyesthat votes are being counted accurately, the audit system failsthe trans-
parency test.

Inademocracy like ours, you don't need to be alawyer to sitonajury. You
shouldn't need to be acomputer programmer to count avote.

scottxyz
DemocraticUnderground.com

“Many eyes’

The*“many eyes” method isagreat way to eliminate conspiracy and provethat a
systemistrustworthy.
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Elections are simply no good unlesswe believe they are accurate. The So-
viet Union held el ectionswhile under communism, but no one believed they were
valid. According the London Guardian, Saddam Hussein held el ections, too and
reported that he had garnered 100 percent of the votes. | assume that no one
wants electionslike these.

“Many eyes’ simply meansthat we let as many independent parties as pos-
sibleview the vote-counting. The more eyes on the count, thelessroom for she-
nanigans. We do not want asystem that only afew software engineers can verify.
We require something that you, I, the mailman and our kindly senior citizen volun-
teers can attest to. “ Of the people” does not al so say, “aslong asthey are com-
puter programmers.”

| spokewith Christopher Bollyn, areporter who haswritten several articles
about the erosion inintegrity of our voting system asit migrated to computerized
counting. He described an el ection hewitnessed in Francewhichillustrates* many
eyes’ perfectly:

* \Voters cast ballots on paper, and when it comes time to count, the room
becomes crowded with citizens.

* Asmany citizensas can fit in the room are allowed to watch the count-
ing. Sworn election officials, somefrom each party in the election, infront of all
the observers, count the ballotsinto piles of 100.

* Each set of ballotsisplaced in abag.

* Then, one bag at atime, the election official s count the ball ots, announc-
ing each one.

* They tally up one bag and moveto the next, until al are done.

* It takesarelatively short timeto count 1,000 votes, and by having many
election precincts throughout the country, all of France can be counted in a
matter of hours, in front of thousands of eyes.

| think you’ll agreethat the above system creates very little suspicion about
the vote-counting procedure. Compare the trust gained by inviting many eyes, in
the above example, with computerized vote-counting systems used in the USA
right now:
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» Computer programmers, who are not certified election officials, create a soft-
ware system that will interpret and record the votes.

* The software program then takesitsinterpretation of the votes and adds them
up inside ablack box.

* The programming isdone at afactory in Nebraska, or Vancouver, Canada, or
Texas, or California, but citizens cannot ook at the software.

* A copy said to be the program used in actual electionsisthen shipped to Hunts-
ville, Alabama, where atesting facility examines it, but the tests are a secret
and no oneisallowed to interview the testing personnel.

* Then the secret code is sent to the secretary of state for each state that autho-
rizesit, but no onereally looks at the source code here. The secretary of state
keepsthe secret code locked in escrow.

* Election officials cannot view the vote recording or tallying because it happens
inside acompulter.

e Citizenscan’t seeit, candidates can’t check it and sometimes the results are
wrong.

We don'’t use proper audit procedures and we don't pass the “many eyes”
test, evenif our electionsare error-free (they are not) or honest (we can’t count
on that).

You cannot allow asystem so fundamental to democracy to become opague.
Such asystem will lose the trust of the people it must serve.

Following are suggestionsfor legisative reformto allow usto verify voting
machine accuracy. Each of these suggestions deserves reasonabl e debate by a
group that includes, at a minimum, people with accounting experience, people
with programming experience and some ordinary citizens.

Suggestions:

Onebill, asof thewriting of thisbook, that holds promiseisHR-2239 intro-
duced by congressman Rush Holt. It needs stronger language to make the voter-
verified paper ballot the legal representation of our vote, and beefed-up auditing
procedures need to follow.
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1) Requirevoter-verified paper ballot for all voting machines.

2) We favor a 100% audit of the paper ballots againt the machine count.
There are ways to make this cheap and efficient. See A Modest Proposal later in
the book.

3) If we decide not audit 100% of the precincts, we certainly need to de-
velop robust auditing.

a) Require spot-check auditsto compare voter-verified totals against voting
machinetotals. Thesetotals should match exactly for touch screens, and very
closely for optical scan machines.

b) Discretionary audits:
(1) Allow partiesto select a percentage of precinctsto audit.
(2) Allow €election workersto audit any results deemed unusual .

(3) Allow the mediato audit any precinct it deemsof interest at their own
expense.*

(4) Allow any citizen to audit any precinct, at their own expense.*
*|f asignificant error isfound, the recount cost isborn by the governemnt.
c) Triggered audits (hand counts)

(1) Insufficient randomness (e.g. three candidates get 18,181 votes; poll
book showsvotersarrivedin aphabetical order; every Republican wins
by exactly 3 % of the vote; the results of one machine vary widely
from other machines at the same precinct)

(2) Breach of security (e.g. ballot box or memory cards misplaced, un-
usual timelag between poll closing and delivery of memory cards/bal-
lot boxesto counting location)

(3) Digital signature of software doesn’t match the certified version.
(4) Too closeto call: Lessthan 1% spread

4) Discrepancies— Expand the audit if the difference between machine
count and manual count isexcessive, whether or not theidentified discrepancy
would overturn the election. For example, inanormal audit, if you were exam-
ining randomly pulled purchase orders, and discovered an anomaly, you would pull
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alarger sample of purchase orders. Further discrepancieswould trigger an audit
of all purchase orders.

Voting machines which are found to have miscounted must be reported to
the voting machine company, the elections board, the candidates, and the media.

Chapter 4 describes many potential waysto rig the black boxes. Election-
tampering has been with usfor 2,000 years, and isunlikely to go away just be-
cause we have entered the computer age.

When you look at paper ballot systems, you can see that many of the stan-
dard procedures they use were specifically designed to deter fraud. The same
care needsto be given when setting up proceduresfor black box voting.

Isn't thistime consuming?

If we are unwilling to make sure our voting machines count accurately, we
shouldn’t use them. The biggest objection to proper auditing isthat it takestoo
much time, so someideasfollow for waysto run arelatively tamper-proof system
efficiently and with minimal cost.

Implementation ideas

1) The simplest method isto have the touch screen systems print a paper
ballot which is easily read by voters and el ection workers, but also contains a
machine-readable bar code.

When the polls close, el ection workers can scan the bar code. Thiswill take
two poll workers approximately forty minutesto do an entire precinct. Thisgives
usa100% audit at the polling station

Thisisthe cheapest, quickest and most secure method. Note, however, that
the bar code scanner should not be from the same manufacturer as the voting
machine.

2) Precinct counting: Bring in asecond shift one hour before the polls close.
After the normal day’swork isdone, let the tired folks go home. Second shift
manually countsthe ballots at the precinct level.

Limit the audit to national representative races, major state officesand a
random selection of 1-5 propositions, judges and/or state committees, to start.
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M ore exhaustive auditing would be optional depending on volunteer level.

3) Require“voteaudit” duty, similar tojury duty. It can be during evenings
and weekends only, so that it doesn’t conflict with jobs. Thismight even get more
peopleto start voting.

3) Pay poll workersto show up for one extra day for auditing duty.

The biggest objection to doing enough auditing to ensure system integrity is
that it adds new thingsto do. Well, democracy is messy. The machines are new,
and we certainly arewilling to invest extradaysto train poll workersfor them. If
the only way we can use machines safely isto audit their accuracy, let’s put at
least as much effort into that as we do into trying to learn how to use the ma-
chines.
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4
Can These ThingsBeRigged?

Election-rigging is nothing new. We' ve been conducting el ectionsfor morethan
adozen centuries, and at one time or another, every system ever designed has
been rigged. In fact, election tampering isso universal that itissimply to be ex-
pected.

We're aflawed species. The best in us shows up in our desire to make our
government “ of the people, by the people and for the people.” Theworst in us
shows up when, no matter what the system, somebody figures out how to cheat.

The Fine Old Tradition of Vote-Rigging*

How torig paper ballots

Because at first there waslittle voter privacy, candidatestried to pay peopleto
votefor them.

Peopl e used to wander around town with their ballots, where the slips of
paper got into all kinds of trouble. Similar problems can crop up with absentee
voting. Inthe 2000 presidential election in Oregon, according to The Wall Sreet
Journal, “unidentified people carrying cardboard boxes popped up all over Port-
land, attempting to collect ballots. One group set up a box at a busy midtown
intersection. Outside the Multnomah County election office, aquartet of three
women and a man posted themselves in the middle of the last-minute rush of
voters. The county elections director says she wasincredul ous when she spied
people gathering ball ots. Nobody knows what happened to the ballots after that. 2

TheAustralian paper ballot system, which keeps all ballots at the polling
place, setsavery high standard: privacy, accuracy and impartiality when properly
administered. It’sdifficult, but not impossible, torig thissystem.
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How torigtheAustralian Paper Ballot system:

(1) Create aset of rulesfor which votes“count” and which do not.

(2) Make sureyour teamis better trained — or more aggressive — than the other
team.

(3) Fight against minisculeflawson ballotsfor your opponent and defend vigorously
theright to count your own candidate’ s ballots.

According to the 1910 Encyclopedia Britannica entry for voting machines,
areally well-coached vote-counting team used to be able to exclude as many as
40 percent of the votes. For thisreason, some states insist on written standards
for counting paper ballots.

Another way to rig paper-ballot electionsisto gain unauthorized accessto
the ballot box. These boxes are supposed to be carefully locked, with an airtight
chain of custody. Typically, sealed ball ot boxes must be transported with a“ chain
of custody” form that includes the signatures and timesinwhich they arein the
custody of each official. However, chain of custody sometimes mysteriously dis-
engages, and the “seal” isalittle twisty-wire that does not take amaster burglar
to penetrate.

In San Francisco, ballot box lidswerefound floating in the bay and washing
up on ocean beachesfor several months after the November 2001 el ection. “ Beach-
combersfind them on sand dunes west of Point Reyes. Rowers come upon them
bobbing in the bay. The bright red box tops that keep washing up around the Bay
Areaarefloating reminders of aproblem in San Francisco, the remnants of ballot
boxesthat somehow got beyond the control of the city’s embattled Department of
Elections,” reportsthe San Francisco Chronicle.®

According to a San Francisco citizens group that publishesreports under the
name“First Amendment Defense Trust,” the June 1997 vote on the 49ersfootball
stadium waswell on itsway to losing. The defeat
could not be announced, however, until after the
“extremely late delivery of over 100 ballot boxes  Theballot box seal isa
which turned out to have an abundance of ‘yes littletwisty-wirethat
votes.” The delay was attributed to ballots that  does not take a master
somehow got wet and had to bedriedinamicro-  burglar to penetrate...
wave oven, causing great suspicion. When thetardy
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ballots showed up, so dramatic was the shift to
“yes’ that the bond, worth $100 million to con- New votes kept showing

tractors, was passed by a narrow margin. ‘ up; when 202 more
The most famous person caught tampering votes camein (oddly,
with paper ballotswas president Lyndon Johnson, they were castin
who defeated the popular former Texas Gover- alphabetical order)
nor Coke Stevenson in the 1948 Democratic sen- Lyndon Johnson was

ate primary. Johnson trailed Stevenson by 854 declared thewinner...
votes after the polls closed, but new ballots kept

appearing. Various witnesses describe watching

men altering the voter rollsand burning the ballots. Finally, when 202 new votes
showed up (cast in a phabetical order), Johnson gained an 87-vote margin and
was declared the winner.

LBJ scampaign manager at thetime, John Connally, was publicly linked to
thereport of the suspicious and late 202 votesin Box 13 from Jim Wells County.
Connally denied any tieto vote fraud.>

Accordingto abio for R. Doug Lewis,® who currently heads an outfit called
The Election Center, Lewis managed affairsfor John Connally. You will meet R.
Doug Lewisin the next chapter; heiscurrently the most powerful maninAmerica
when it comesto influencing voting procedures, though heisaprivateindividual
who has never been elected to represent us.

Rigging the lever machines

Lever machines are being phased out. They are not particularly accurate, and
they areinauditable and cumbersome. But they are not easy to tamper with. One
inhibiting factor istheir sheer size. It isimpossibleto tote one of these big metal
contraptions around unnoticed, and the job of moving them isso immensethat it
happensonly at election time and requires several beefy guysand atruck. Private
accessto lever machinesisnot easy to come by, but it can be done.

Torig alever machine, you buy off atechnician or one of the caretakers
who has custody over the machines. Just file afew teeth off the gear that matches
the candidate you don’t want, causing the machine to randomly skip votes, and
you' [l improve your own candidate’s chances immensely, though not precisely.
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Lever machinesare not complex and tampering isnot invisible, but if no onelooks
for it, tampering sometimes goes unnoticed for years.

At least lever machines cannot be rigged on a national scale. Their
unauditable, not very accurate, riggabl e problems have at |east been confined to
small geographic areas.

Rigging Punch Cards

Oneway torig apunch card systemisto consolidate ball ot-counting in oneloca-
tion so that precincts are mish-mashed together. Then, the bad guys pick someone
to add punchesto the cardswith votesfor the other candidate. The double-punched
cards become “overvotes’ and are thrown out.

Inthe 2000 general electionin Duval County, Florida, according to the Los
Angeles Times, “aremarkable 21,855 ballots were invalidated because voters
chose more than one presidential candidate.” ' These overvotes were never ex-
amined in the Floridarecount and they came primarily from ahandful of black
precinctswho pooled their votesfor counting.

Another way to rig punch cardsisto get into cahoots with the card manu-
facturer. Punch card manufacturers sometimes get both the punch card order and
the printing contract for ballot positioning. If they can print punch card batches
that are customized for each area, an unscrupulous card manufacturer can rig the
cards. There are two waysto do this, and it is difficult to detect either method
without amicroscope:

(1) Adjust thediethat cutsthe card so that perforations make the favored candi-
date easier to punch out, or the undesired candidate’s chads hard to dislodge.
It is possible to die-cut the favored candidate so that his chads can be dis-
lodged with astrong puff of air!

(2) Affix aninvisible plastic coating to the back of the undesirable candidate’s
chads. They will not dislodge easily, and may even snap back into place after
being punched.

Most of the previous methods can be observed and, for the most part, no special
training would be needed to realize something was amiss, if you happened to
catch someonein the act. Not so with rigging computers:
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Cyber-Boss Tweed — 21st Century Ballot-Tampering Techniques

“Subverting el ectionswoul d be extremely unlikely and staggeringly difficult,” said
Georgia Secretary of State, Cathy Cox, when interviewed about Georgia stouch
screen voting system. “It would take a conspiracy beyond belief, of all these
different poll workers.... | don’t see how this could happenin thereal world.”®

My premise, though, isthis: Aninsider, someonewith access, can plant ma-
licious computer code without getting caught. In this chapter, we will scrutinize
my theory and see whether we can knock it down.

Just aswe know that bankswill have robbers, that blackjack tableswill have
card-counters and that embezzlerswill slip in amongst the bean-counters, so we
should expect to find vote-riggers among the software engineers who program
and test our electronic voting machines and among the poll workerswho have
accessto them.

Certainly, human nature did not change just because we entered the age of
computers. Every other kind of voting system has been tampered with. Why
wouldn’t computerized vote-counting be atarget?

Who might want to tamper with elections?

Political candidates:

Most people, when they think of election-tampering, think of candidateswho cheat.
Yet it seemsto methat few candidates are likely to possess the combination of
motive and cashto rig their own election. | believethat vested interests behind the
candidate are more likely suspects, and the candidate need not even know.

True believers:

A bigger danger, | think, are theradical political activists or religious zeal ots,
especialy if they happen to be endowed with giant wallets. “ True Believers’ may
feel that the end justifies any means; some are very wealthy, and some congre-
gateinradical groupswherethey can pool their cash and push their agenda.

The more polarized we become politically, the greater the motivefor “ True
Believers’ to decideto take mattersinto their own hands. Some religious sects,
like Christian Reconstructionists, are suspicious of the Constitution, sometimes
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openly contemptuous of it. Zeal ots of any kind may

truly believethey are*helping” therest of ushy Hackers — like
imposing their candidates on us. You do not need mountain climbers
to hand a zeal ot a bribe, and the candidate they — just want to show
select never even needsto know his election was they can doiit. (But
rigged. watch out for zealots

Gamblinginterests: with wallets)

For many years, the U.S. had afairly stable gam-

bling industry — independent bookies, race tracks, L asVegas, Reno, then Atlan-
tic City and, later, Native American gambling casinos. Now, gambling rights have
turned into abrawl, with some tough playersinvolved who are seeking riverboat
gambling rights, theright to compete with Native American casinos, and just plain
liberalized and legalized gambling in communitiesall over America. Some of the
characters attracted to the gambling industry have criminal records and mob ties
and may not be squeamish about little things like buying el ections.

Hackers:

More accurately called “crackers,” they get their kicks by compromising legiti-
mate software systems. These people may not need bribe money or acause; like
climbing amountain, they just want to seeif they can doiit. If working alone, a
hacker may be the least dangerous tampering risk because the payoff isoften just
the bragging rights.

A senior engineer working for one of the companiestold methat in 2001,
during development of avoting system that was|ater certified for use, program-
mers boasted about how to change votes from Democrat to Republican choices,
or viceversa. It isunknown if this problem was ever fixed. And herein liesthe
problem: Programmerswho liketo hack also liketo talk about it, which can make
them atarget for bribery or extortion.

Profiteers:

Electronic voting systems give asmall number of people accessto agreat number
of votes. We should anticipate that ballot-tampering on amassive scale, whichis
possibleif you control the counting software, will attract the all-star players.
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Inthe old days, acity boss might want a particular candidate to win, perhaps
throw afew construction contracts hisway, take akickback. But high-volume
tampering provides amotive for amuch different clientele.

* Defense contractor s, who stand to make billionsif they get theright candidate
into ahigh enough office

* Highway contractor s, who garner hundreds of millions on freeway and bridge
projects
* Oil companies, who can benefit from vast new pipelinesall over theworld, if

they select candidateslikely to vote for open exploration and geopolitically stra-
tegic devel opment

* Global financiers, who gain power and profit when international trade policies
are set up to favor their interests

» Phar maceutical companies, who want legislative protection for pricing poli-
ciesand product patenting, and protection from international competition

e Privatizers—

- Investment holding companies, who stand to gain control over privatized
retirement and pension funds

- Water companies, who want politiciansto turn over public water projects

- Education companies, who can sell private education and testing services
with theright legislative support

- Health-care insurers and providers, who want to retain control over
medical servicesand reduce mal practice costs

So much to spend, so few techies to corrupt. Where to begin?

Well, for starters, you could send your own compromised programmer into avot-
ing machine company toting aresume. But suppose | am apolitical operative for
awealthy and powerful, but ethically challenged, corporation and | just want to

“Should things go wrong at any time, the people will set them to rights by the
peaceable exercise of their elective rights.” —Thomas Jefferson, 1806
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buy off an employee. How would | access
an engineer, and how would | know whomto  “When ballot-tampering
approach? can be done on a massive

| set out to answer that question. | fig-  Scale, we should anticipate
ured that if amiddle-aged woman likeme, ~ that it will attract the all-
who hasnever donea“covertop” inher life, ~ star players — the billion-
working on the Internet in her sparetime, ~ dollar multinationals. ”
could find the people who program our vot-
ing machines, then certainly acorporation like Multinational ProfiteersL L C must
already know who they are.

How would you find someoneto bribe?

You can |ocate software engineers who once worked for voting machine compa-
nies by looking at online resumes and job-search sites. The resumes often have
home phone numbers. You can call them up and say you arewriting an article, and
ask them exactly how amachine can berigged. And they will tell you!

| know. | did this.

You will find software engineers who currently work for voting machine
companies by finding any example of the company e-mail. For example, ES& S
publishesthise-mail address at its official Web site: info@essvote.com.

* ES& Semployees have e-mail addresses that end in essvote.com.
* Diebold: dieboldes.com and gesn.com.

* Sequoia: sequoiavote.com.

* Hart Intercivic: hartic.com.

If you enter thelast part of the e-mail in asearch engine and click every link
you'll find peoplewho submitted information to high-school reunion sites (“1 work
asaprogrammer for avoting machine company now!” they write proudly.); you'll
find voting machine programmerswho post comments on forums, join listservs,
create personal Web pages and post their wedding plans on the Internet. One guy
even listed hishobbiesand hisfavorite vacation spots.

| located more than eight dozen voting-company employees. | also found the
home phone number for someonein human resources at ES& S, who in turn has
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accessto contact information, including the home phone number, for every single
employee. Thistook three hoursto accomplish.

How would you choose someone to approach?

For $80 you can run a background check. That will give you a person’s
Social Security number, which opens up more information. You can also run a
credit check. Doing this, you find out if the programmer has agambling problem,
has gotten into credit-card debt, isover her head in student oans, has had run-ins
withthelaw, likesfancy cars, isovercommitted on amortgage. Additional searches
reveal political affiliations and even lead you to people who are disgruntled or
believe they will soon befired.

Assuming someone with programming know-how has access to voting
machines or their software code:

» What tampering methods are most likely?

Thefollowing isashort discussion of possiblewaysto attack specific weak-
nesses found in Internet voting systems, optical-scan systems and touch-screen /
DRE systems, and alonger discussion of methods that might apply to any com-
puterized vote-counting system.

Tampering opportunitiesuniqueto I nternet voting

Military votersin 14 states are schedul ed to begin voting on the Internet in
2004. Somecities, like Manatowoc, Wisconsin, and Liverpool, England, are eager
to vote by Internet, and some groups even want to vote by telephone!

Despitelooming Internet-based elections, Internet voting advocates are dif-
ficult to find, even among techies. Companies|ike VVoteHere claim that encryption
techniques are akey to Internet voting security. Encryption won’t protect these
systemsfrom software programming errors, though, and some attack approaches
won’'t beimpeded at all by encryption.

Rigging an Internet election isas simple as“DoSing” aserver. Denial of
Service attacks can knock out serversin targeted areas, and no amount of en-
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cryptionwill help. Suppose you connect to the Internet using AOL, but on election
day your AOL access numbersdon’t work. Can you vote on the Internet?

A January 2003 election.com contest in Toronto, Canada, was disrupted by a
malicious attempt to shut down the computer system. According to CBC News,
“Earl Hurd of election.com said he believes someone used a‘denial of service’
program to disrupt the voting — paralysing the central computer by bombarding it
with astream of data... ‘ We had one log-in attempt that corrupted the ability of
everybody to get accessto our servers,’” he said...When asked if asecond ballot
might be delayed by another act of computer vandalism, election.com conceded
that the cul prit might strike again. * Unlesshe died in thelast few minutes because
of the evil thoughtsin my brain, he or sheisstill out there,” Hurd said.” °

Andimagine, if youwill, how the most elaborate encryption could solvethis:
apower outage. Whether by design or by accident, apower outage would stop
Internet voting initstracks.

Other ways to tamper with Internet voting can’t be solved by computer
scientistsat all because they are human problems. How many peoplewill haveto
vote with their spouses |ooking over their shoulders? Worse yet, many people
connect to the Internet at work: Do we really want employeesto cast their vote
next to their union leaders or their bosses?

Tampering opportunitiesuniqueto optical-scan machines

Peopl e thought optical-scan machines could not berigged, but there are anecdotal
reports of possible rigging with these machines asfar back as 1980.

An election official | spokewith from Cali-
forniareported that in her county, Jimmy Carter _
soundly defeated Ronald Reagan duringthe 19080 ~ Wherecan you find a

presidential €l ection. However, the computer tally _programmer K_)
from the optical scanner reversed theresults, giv- bribe? | located eight
ing Carter’svotesto Reagan and viceversa. By ~ dozenvotingindustry
doing a hand-audit using the paper ballots, they _ insiders.

were ableto straighten out the results, but when Thistook 3hours.

sherequested that the state of Californiado more
hand audits to see how widespread the problem

was, shewasignored.
77



Most people believe that optical-scan machines are tamperproof because
they provide avoter-verified paper ballot, but many states prohibit el ection offi-
cialsfrom using the ball ots to check the machine count. If you don’ t use the paper
trail to audit the machines, optical scan machines are no safer than paperless
touch screens.

Tampering with computerized voting systems

After the 2000 el ection, coached by vendors and cheered on by groupslike
The Election Center, the National Association of Secretaries of State (NASS)
and the National Association of State Election Directors (NASED) — and bullied
into buying new electronic voting machines by the Help AmericaVoteAct (HAVA)
— the U.S. began astampede toward el ectronic voting.

Inthe abovelist of computer voting enthusiasts, hereisagroup you won't
find: computer security experts. Computerizing systemsto make them both accu-
rate and tamper-proof clearly requires expertisein computer science. Why, then,
are computer security experts opposed to the systemswe are rushing out to buy?

Atotal of 1,212 technologists have endorsed the Resolution on Electronic
\Voting so far, and no comparable group of computer scientists — in fact, no
technology group at all — has embraced the opposite side.

Resolution on Electronic Voting

“As a result of problems with elections in recent years, funding is
being made available at all levels of gov-
ernment to upgrade election equipment.
Unfortunately, some of the equipment
being purchased, while superficially at-
tractive to both voters and election offi-
cials, poses unacceptable risks to elec-

“Computerized voting
equipment is inherently
subject to programming

error, equipment

tion integrity — risks of which election r_n_e‘lfunCtion a_nd
officials and the general public are malicious tampering...”
largely unaware. — Professor David Dill,

. Sanford University
“We are in favor of the use of technol-

ogy to solve difficult problems, but we
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know that technology must be used appropriately, with due atten-
tion to associated risks. For those who need to upgrade, there are
safe, cost-effective alternatives available right now, and the poten-
tial for vastly better ones in the future. For these reasons, we en-
dorse the following resolution:

“Computerized voting equipment is inherently subject to program-
ming error, equipment malfunction, and malicious tampering. It is there-
fore crucial that voting equipment provide a voter-verifiable audit trail,
by which we mean a permanent record of each vote that can be checked
for accuracy by the voter before the vote is submitted, and is difficult
or impossible to alter after it has been checked. Many of the elec-
tronic voting machines being purchased do not satisfy this require-
ment. Voting machines should not be purchased or used unless they
provide a voter-verifiable audit trail; when such machines are already
in use, they should be replaced or modified to provide a voter-verifi-
able audit trail. Providing a voter-verifiable audit trail should be one
of the essential requirements for certification of new voting systems.”

David L. Dill
Professor of Computer Science

Stanford University

To sign the resolution yourself, go to:
http://verify.stanford.edu/dill/EVOTE/statement.html

It’s not just the quantity of computer experts who have endorsed this de-

mand for avoter-verifiable audit trail that isimpressive, but the quality of exper-
tise they represent. They include renowned experts such as Eugene Spafford,
Professor of Computer Sciencesand CERIAS Director at Purdue University, and
Ronald L. Rivest, from the M assachusetts | nstitute of Technol ogy; Peter Neumann,
Principal Scientist for SRI International, who has studied computerized voting
security for nearly two decades; Arnold B. Urken, from Stevens I nstitute of Tech-
nology, who founded the very first national certification and testing lab for com-
puterized voting machines; and Dr. Rebecca Mercuri, one of the most famous

analysts of voting-machinetechnology,
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But that’s not all. Add Douglas W. Jones, associate professor and former
chairman of the lowaBoard of Examinersfor Voting Machines and Electronic
Voting Systems, from the University of lowa; CharlesVan Loan, professor and
chairman of the Department of Computer Scienceat Cornell University; and Martyn
Thomas, Professor in Software Engineering at Oxford University.

Onethousand two hundred and twelve for providing avoter-verified, tamper-
resistant audit trail, zero computer scientists against. And these are not just aca-
demics. They includeindustry experts such as Susan L andau, senior staff engi-
neer for Sun Microsystems Inc.; Patrice Godefroid, Distinguished Member of
Technical Staff for Bell Laboratories and Lucent Technologies; and Thomas
O’ Meara, Lead Software Engineer with General Motors.

You may wonder why I’ m going on about this, and it isfor thisreason:

Lack of Trust: A Dangerous Thing

Take away trust in the voting system, and all bets are off. Our vote
is the underpinning for every law, every expenditure, every elected
person. Both conservatives and liberals insist on a trustworthy voting
system, and each side is already suspicious of the other:

A sampling of opinions from online forums...

“When some hacker living in his grandmother’s basement is
mysteriously elected senator or governor of a state, politicians will
finally admit current computer voting machines are too corruptable
even for them.'* (From FreeRepublic.com, a conservative forum)

“What is really needed is for the hacker community to attack this. If
the next election showed the winner to be Nader or the National
Socialist Party, the “traceless” voting machines would get thrown out

the nearest window.”*? (From Bartcop.com, a liberal forum)

“Elections without evidence see their legitimacy drain away like blood
from a sliced jugular.”*® (from slashdot.com, a computer programming
forum)

“Voter fraud is by and large a Democrat specialty.”**

“Vote fraud is without a doubt their (Republican) MO. ‘Election’ 2000
should have made that manifest to anybody.”*®
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After being presented with the urgent con-
cernsof literally hundreds of |earned profession-
asfromindustry and leading universities, and af -
ter being offered the voter-verified paper trail
feature at no extra charge, Santa Clara County,
California, purchased unauditable touch-screen
voting machines anyway.

“They’ ve created thiswhole UFO effect,”
said Jesse Durazo,'® aregistrar of votersfor the
county who is not versed in computer science.
He was not persuaded by 1,212 of the nation’s
top computer scientists, choosing instead to fol-
low advice from voting-machine vendors (who

" They' ve created this
whole UFO effect,”
said a registrar of
voters who is not
versed in computer
science. He was not
persuaded by 1,212 of
the nation’s top
computer scientists,
choosing instead to
follow advice from
voting-machine

make millionswith every sale) and NASS (which
issponsored by voting-machine company money).

Durazo may believethat fears of election manipulation are overblown, but
programmers| interviewed insist otherwise.

vendors..."

Rigging elections through “back doors’

Hiding functionsin software programsis called putting in a“back door.” The
engineers| interviewed were able to invent back doorsfaster than | could write
them down! Through interviews, | compiled the following incompletelist of vot-
ing-machine rigs and showed it to two different experts who work for voting
machine companies. They told methat all of these methods are possible. They
al so said most of them would not be solved by the redundant data collection meth-
odstouted by manufacturers, nor would they be caught by the certification and
testing process.

Some of the engineers| interviewed were so confident they could compro-
mise el ectronic voting machinesthat they offered to rig the machinesonlive TV!
Two different software engineers, who worked for different voting machine com-
panies, told me they’ d sabotaged the voting software themsel ves, just to seeif
they could. One programmer asked if we could have a contest to see which
manufacturer’s machines could be tampered with the fastest. One guy wanted to
know if Hustler magazine publisher Larry Flynt, who once offered a$1 million

81



reward for anyonewho could “out” aRepublican .
having an affair (during the Clintonimpeachment ~ On€ method torig a

drive), might be persuaded to offer abonusfor a machine involves
voting machine programmer who could rig four casting a unique
brands of voting machines at once. combination of votes
which executes a
10 Approachesto tampering with avoting program. This
machine technique can use very

short code and is
1. Create aprogram that checksthe computer’s almost undetectable,
date and timefunction, activating when theelec- even if certifiers
tionisscheduled to begin, doing itswork, and actually look for it.
then self-destructing when the election isover.

It ispossibleto write hit-and-run code that changes the original votes, then
destroysitself. It can passtesting becauseit is activated only on election day.

2. Create adummy ballot using aspecial configuration of “votes” that launchesa
program when put through the machine. Quitediabolical, actually: Yourig the
election by casting avote! You could extend thisto al machinesusing the same
software version by embedding the program in setup functions, performed in-
nocently by poll workersthinking they are just “testing the machine,” or you
could put it on the “ender card” which isrun through some systemsto close
and lock down the election. It could also be done with touch-screen machines,
by casting a certain unusual combination of votes.

This technique can use very short code and is ailmost undetectable even if
certifiersactually look for it. Moreover, the software is not examined rigor-
ously during certification, and evenif it were, the softwarethat’s certified may
not be the same as what’s in the actual machines.

3. Create areplacement set of votes, embed them on amemory card or chip, and
arrange for someone with accessto substitute the card or chip after the elec-
tion. Computer chip substitutions are performed with surprising frequency be-
cause of “software programming errors.” Yet only oneversion of aprogramis
supposed to be allowed on machines, and it is not supposed to be changed
without recertification. But in real elections, technicians sometimes replace
voting-machine chips, explaining that the originalswere“ malfunctioning.” One
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If at first you don’t succeed, there are always other ways...

“l can’t help but think of new ways to hack an election using
electronic voting. My current favourite is a video-cable dongle
which swaps two rectangles on the screen. How this might help
one candidate to illicitly obtain votes intended for another is left
as an exercise for the reader. I'm all for computer-assisted vote
counting, but taking out the physical audit trail is reckless.

nonpartiskan
FreeRepublic.com

“Lets say that a rogue programmer (or even the CIO) at an elec-
tronic voting machine company decides to include the following
‘Spock pinch’ Easter egg:

“If you place your fingers on two or three pre-determined loca-
tions (e.g. opposite corners) while making a vote selection, then
all current (or subsequent) votes are changed such that 1/3 of
all votes go to your preferred choice.

“This ‘feature’ would be essentially impossible to find in logic
testing, and would not depend on the egg programmer knowing
anything beforehand about what the vote questions would be,
when the vote would take place or even how many ‘test’ votes
were done.. All you would need would be someone who could
make it to the polling station at the appropriate time in the vot-
ing process (beginning or end) to activate the egg.

“Without a voter verified paper trail, it would be almost impos-
sible to verify that such a cheat had been used. — remember it
could also be encoded in the prom firmware of the machine —
not just the truly soft software, and it could sit there for years,
until an appropriately critical vote occurred (or an appropriately
large bribe was paid).”

BlackCopterControl
slashdot.com
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such chip replacement took placein the 2002 gen-

“ Guard with eral electionin Scurry County, Texas. When elec-
jealous attention tion official s became suspi cious about a Republi-
the public liberty. can landslide, they hand-counted the ballots and
found that the machine was miscounting; ES& S

Suspect every one
Wﬁg approa>c/hes sent a new chip down and installed it, and the
that jewel correct count reversed the election, giving it to
' the Democrat.
— Patrick Henry Another chip replacement wasdonein 2002, also
Junes, 1778 by ES& S, in South Dakota, wheretechniciansdis-

covered amachine double-counting certain votes.

During the 2002 general election in Georgia, dozensof memory cards (the
equivalent of ballot boxes) were " misplaced,” representing thousands of votes.
Most, but apparently not all, showed up, but because there were no voter-
verified paper ballots, no one knowswhether the cartridges that reappeared
were identical to those on which the voteswere cast.

4. Overwritethe approved program with new commands by installing upgrades or
“patches’ that have not been carefully tested and scrutinized. | interviewed
many election officialswho said that unexamined program overrides are rou-
tinely put on both optical-scan and touch-screen systems.

| asked Paul Miller, an official from the Washington State Secretary of State’'s
election division, what the procedures are for tracking program updates. He
told methat tracking and examining program updatesis* not anissue.”

Michael Barnes, from the electionsdivision in Georgia, admitted that Diebold
Election Systems and the Georgia Secretary of State’s office put program
changes on all 22,000 voting machines shortly before the 2002 general elec-
tion. He said that the patch was examined by Georgia'sindependent examiner
for voting machine software, Dr. Brit Williams, but Williamstold methat he
never looked at the source code on the patches.

Sandy Baxter, Election Supervisor for San Juan County, Washington, who used
an optical-scan system, told me that she would get adisk in the mail, some-
timeswithout any instructions, so sheinstalled it. She said that these program
changes have sometimes been haphazardly distributed — some areasreceived
them, somedidn’t.
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5.1

Because these interviewswith officials demonstrate that thereis no real secu-
rity for “patches,” which can overwrite the entire vote-counting program
with anillicit one, I haveincluded full transcripts of theinterviews mentioned
here in the Appendix. Any time a programis changed, it can change things
you don’t see. For some reason, peopl e supervising the voting system don’t
think anyone needs to examine and recertify the code on the updates. The
kindest way to describethisattitudeis* clueless.”

nclude alayer of softwarethat isinsulated from certification testing. Diebold
voting machines use Microsoft Windows, but when examining the code, no one
looks at the files associated with Windows. By embedding malicious programs
inthe Microsoft operating system instead of the voting software, ahacker can
skip right through certification controls.

Some Diebold machinesrun old versions of Microsoft operating systems, like
Windows 95 and Windows 98, which are not recommended, even by Microsoft,
for usein security-sensitive applications.

In testimony beforethe U.S. House of Representatives Committee on Science
on May 22, 2001, DouglasW. Jones, former chairman of the lowa Board of
Examinersfor Voting Machines and Electronic VVoting Systems, and an associ-
ate professor of Computer Scienceat the University of lowa, specifically warned
that the Windows operating system could be used as avehicle for tampering
with thevote.

In Georgia, just prior to the election in November 2002, an unexamined set of
Windowsfileswasinstalled on every voting machinein the state.

6. Work with an unscrupul ous vendor for your components. Manufacturersare

7.

not required to disclosewho their vendors
are. Some companiesreportedly use com-
ponentsfrom Russiaor the Philippines.
Othersshare componentsfrom vendorsin
the USA who arenot scrutinized by inde-
pendent testing authorities.

Find a video-game programmer to tamper

with the video card. Because so many people

create video games, the source codes are

fairly readily available. A good game pro-
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grammer can make the screen do onething

whiletheinnards do something el se. “The voting machines

8. Haveyour technicians obtain filesfrom an are, in fact, buggier
Internet site. Tell them how to troubleshoot than hell. The software
using abatch of replacement files that re- running them is not
side on aserver. Anyone who gains access very stable code, and
to the server can replace one with another that's why thereis[sic]
— for example, replacing the central count- so many problems...”

ing program with afile of the same name
that containsavariation of the program, giv-
ing plausible deniability if thetampering is caught.

9. Add afield into the program that attaches a multiplier to each vote, based on
party affiliation, rounding one party slightly up and the other slightly down,
using adecimal so that when votes are printed one by one (which is a most
never done), they round off and print correctly, but when tallied, thetotal is
shaved. For example: “ Affiliation = Democrat; multiplier = 0.85...Affiliation =
Republican; multiplier =1.15.” Thiswill createtotalsthat correlate with demo-
graphics.

10. Buy atech and plant him as a poll worker in a key precinct where your
competitor’s machines are used. Have him go through the training and then
have him flub the el ection by preventing machinesfrom booting up ontime, or
causing them to crash and then blaming it on the manufacturer. If thingsreally
get messed up, have him call the pressand grant interviews.

No, no, don’t stop me now...

11. Using wirelesstechnol ogy embedded in the voting machine, network it with other
machines. Monitor the el ection results on aremote basis asthe contest proceeds
and send your adjustment in when the election nearsitsend. (Idea: Have apro-
grammer put in aspecial access codethat allowsusto launch an .exe program by
dialing anumber on our cell phones!)

12 People who have worked around touch screen know that rubbing them can
screw them up big time).

And almost everyone who works on computers know that strowng magnets

and magnetic storage don't mix.
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The Red-White-and-Blue Screen of Death?

Vote.exe has caused a general protection fault
in America.com. All work since 1776 may have
been lost. Please close the republic and try to
reboot.

“All I have to remember is 18181. How many Republican candidates
can come up with the exact same number of votes? As many as
you want, but you would think that they could come up with at
least a few different numbers.”

LiberalProgressiveDemInTexas
DemocraticUnderground.com

“WOW! what a nice, neat, algorithm ... make a mistake voting for
the Republican - no problem (vote stored in the bit-bucket)...
make a mistake voting for the Democrat - ERROR, please re-vote!
Every tenth good vote for the Democrat - ERROR, please re-vote!

bimbo
FreeRepublic.com

18,181...18,181...18,181...
ahaha...ahaha...ahaha...
[12345678] [abcdefgh]

“My default assumption is that anyone who uses the words ‘proprietary’ and
‘our’ to describe their voting technology has either the intent to commit voting
fraud or to be an accessory to it, and the results of any election done with it
are inherently suspect.

alizard.
slashdot.com

13. Put aback door into the compiler used for the source code(acompiler isused
to"compile" software codefrom ahigh-level programming language into faster
machine language). The source code can be clean, but no one looks at the
compiler, and with thismethod, the digital signature (amethod for detecting
changes in software after certification) will remain intact.

14. Switch the card used to start up the machine. For some models, this over-
writesthe voting program with anew one.
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“PALM BEACH COUNTY - Some precincts re-

ported problems with electronic cards used to acti-  Source code:
vate touch-screen machines. Backup cardsworked.”  // really no idea
(AP/Miami Herald, Saturday, March 15, 2003) on how to

15. Compromise the binary code, below the level of the  resolve rollback
source code, which will not be detectableevenwitha  failure... :(
line-by-line examination of the sourcecodeandwon't ~ perhaps praying
be solved by using adigital signature. Y/

16. Make your ROM eraseable; The firmware is sup-
posed to be sealed into anon-eraseable ROM, but some voting machines can
"flash" the ROM when you boot them up with an updated card, and thismeans
the ROM isrewriteable.

17. Accidentally put afew bugsin the software. Software engineering islike
writing music or creating apainting. Itisinspired, sometimesin the middle of
the night, and in the wee hours things slip past the best of them. Sometimes
engineersjust don’t catch bugsin the code. Or perhaps, a programmer plays
with bugsfor ahobby...

BugsintheCode

Voting machine source code has apparently turned into the digital equivalent of
“The Blob,” with such massive code, around a million lines long, that no one
really catchesall the“bugs.”

With such bulbous source code, who would notice afew maliciouslinesthat
can be explained away as“bugs?’

Voting machine software engineers speak openly about the bug problem.
Whether the bug isaccidental or not, these bugs clearly can affect the accuracy
of the count.

“ES& S'smachines are not tampered with. I’ ve seen them in action. They
are, infact, buggier than hell. The software running them isnot very stable code,
and that’swhy thereis[sic] so many problemswith the machines.” Thiswasa
comment posted on the VoteWatch forum by “Lightfinger.” Certainly, not abullet-
proof source, but thiswas on the day of the 2002 general election and isfood for
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thought; he also posted names of programmers and where they traveled that
day, facts| confirmed later with news accounts and another source at ES& S.

Here are examples of actual voting machine software bugs. These are just
atiny fraction of those we found — and we only looked for those that program-
mer s pointed out in their comment notations:

Found on Internet voting sour ce code, called votation

// really no idea on how to resolve rollback failure... :( perhaps
praying :) //

Found these commentsin Diebold source code files:

Fix bug in VIBS causing Straight Party races not to work properly.
Fix problem with race stats results not being sent correctly.

Fixed bug in BallotDLG when ballot with the votes appears after touch-
ing Start button or anywhere else on the screen couple of times.

Revert improvement in detection of invalid smart cards

Fixed minor bug when internal keyboard did not work properly.

Build results offline then upload. Fixes crash when uploading results.
Fix problem with transfer sending wrong precinct id

Fix problem with not closing election after setting for election.

Fixed problem that caused an error when view ballot results.

Fixed problem in FileUtil that did not correctly determine if path was
empty.

Fixed problem in PollBook for Closed Primary Elections.

Work around problem reporting zero totals when runing [sic] on Win95
units and Win98 units upgraded from Win95

Fix bug with starting PollIBook when main and def. Directories do not
match.

Fix problem with incorrectly determining whether an election is a pri-
mary.

Re-download will clean up all database, result and audit files.
Fix bug uploading candidate totals
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Fixed election counter on the admin screen to always check for the
records under the result folder when starting election.

Fixed problem in Poll Book where it fails to clear totals.
Fixed bug that did not accumulate write-in votes.
Handle failure of some files during upload.

Fix bug in validating ResultFile

Ballot station remembers opened election (again)

Truly fixed the bug in LanSelView

Enter a start condition. This macro really ought to take a parameter,
but we do it the disgusting crufty way forced on us by the ()-less
definition of BEGIN.

But do the bugs ever make it into the software used in elections?

Yes. That'swhy “patches’ (replacement computer files) are so common. For a
stunning list of bugsin the computerssent out for useinreal eections, seetheinter-
view with Rob Behler in chapter 9

Chapter 4 footnotes

1 —Testimony before the U.S. House of Representatives Committee on Science, May 22, 2001;
“Problems with Voting Systems and the Applicable Standards by Douglas W. Jones, University of
lowaAssociate Professor and Former Chair of the lowa Board of Examiners for Voting Machines
and Electronic Voting Systems. http://www.house.gov/science/full/may22/jones.htm

2 —TheWall Sreet Journal, 17 November 2000; “Fuzzy Numbers...Who Was Collecting Ballots In
Oregon?”

3 —The San Francisco Chronicle, 19 February 2002; “S.F. voting system in shambles, mistrusted /
Errors, mismanagement, instability”

4 —San Francisco Election Fraud: June 1997 Stadium Bond Election, http://brasscheck.com/stadium/;
also The San Francisco Chronicle, 19 February 1997; “ Supervisors Pass Ball to S.F. Voters...”

5 — Great thanks to the researchers at DemocraticUnderground.com for helping me source this widely
reported story. Sources: Worldnet Daily: “Vote Early, Vote Often” by Kay Daly; http://
www.worldnetdaily.com/news/article.asp?ARTICLE_1D=16460 and, from the Kansas Taxpayers
Network, “The Chad Farce,” by By Karl Peterjohn; http://home.southwind.net/~ktn/karl104.html;
and the LBJ biography Means of Ascent, by Robert Caro. The connection with John Connally can
be found at http://www.swt.edu/~If14/conspire/lbj.html . and in his bio, http://www.tsha.utexas.edu/
handbook/online/articles/view/CC/fcosf.html.
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connection of R. Doug Lewisto Connally. University of Virginia Center for Government Studies,
“Presidential Selection: A Guideto Reform™: Doug L ewis bio, managed affairs for John Connally:
appendix. http://www.centerforpolitics.org/reform/

7 —Los Angeles Times, 12 November 2001; “Election 2000: A recount...”
8 — Creative Loafing, 2 April 2003; “High-Tech Train Wreck?’

9 — CBC News, 5 Jan 2003; “ Computer vandal delays leadership vote.”
10— Wired News, 1 Feb 2003; “ Silicon Valley to vote on tech”

11 — FreeRepublic.com, by “Servant of the Nine”

12 — Bartcop.com, by “Barney Gumble.”

13 — dlashdot.com, by Effugas

14 — slashdot.com, by “ccmay”

15 — DemocraticUnderground.com, by “BurtWorm”

16 — VoteWatch.com, “buggy as hell” by “Lightfoot”

91



News Update

Some people reported problems with the chapter 3 PDF and upon checking
I discovered the file was corrupted. I have uploaded a new file and that has
fixed the problem.

Word has reached us that the Democratic National Committee has en-
dorsed a "voter-verifiable audit trails" for the next election in 2004. This is not
quite what we want, the explicit words "paper ballot" are missing and nothing
else will do. After all, we are dealing with politicians and lawyers, so words
are important, but they are headed in the right direction.

Our site was shut down for about 8 hours on Friday by our ISP due to a
bogus spam complaint. I persuaded them to bring the site back up, but we
were still denied access to the site and were told to find another provider.
After being cleared by SpamCop.net and after a few email from supporters,
the ISP reversed itself and returned full control of the site to us.

Finally, if you would like to help support the author and the publisher in
defraying our expenses (band-width, distribution, research, legal fees,
etc.), you may do so in one of three ways:

1) A single contribution.
2) A subscribing contribution.
3) By passing along this book or hosting it on your own web site.

A single contribution of any amount can be made via PayPal, credit
card, check or money order. A subscribing contribution of $1.95 a
month can be made the same way.

For how to make a contribution, please go to our support page at:

www.blackboxvoting.com/bbv/support.html

or email me at david@plan9.org

Thanks!

David.
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5
How Are These Machines Tested?

When you apply your energy to fighting for trustworthy voting machines, one
of thefirst rebuttals you’ |l hear isthe certification argument. It goeslikethis:
Trust the machines, because they are “tested and tested and tested again.”
This usually comes with a pat on the head and a condescending, “We know
best.”

You' |l also discover that your opponents use canned rebuttals. If you know
what questionsto ask, the certification proceduresimplode. What we arelooking
for here, if certificationisto mean anything at all, isaline-by-line examination of
the source code. This, initself, will not make the system secure. But doing a
pseudo-examination of the system, spot-checking afew selected items without
looking at the source code, or running automated diagnostics, isworse than no
examination at al sinceit gives people false comfort.

What good isit to “ certify” asystemif you have never examined the secret,
proprietary formulathat tells the machine what to do and how to record your
vote? A thorough examination should include looking at how the vote-counting
program interacts with operating systems and other devices, like video cards —
and it must be done by a human being, who can evaluate what each line of code
does, not by amachine, which can only look for patterns.

| tried to find out who does the critically important “ eyes on the code” ex-
amination. Who takesit apart and putsit all together again to seewhat every line
does? Without that, secret “back doors” can be put in the code, telling the ma-
chineto do one thing whileyou think it isdoing another.

Who arethe people who test and test and then test again?

* The state
» Anindependent state voting machine examiner (sometimes)
* A National “ITA” (Independent Testing Authority): Wyle Laboratories, Ciber
Labs.
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Does the state examine the source code?

State certification checksthe manual provided by the manufacturer. They review
voting machine specifications against state guidelinesto see that the machine
follows the law. Isit accessible to the disabled? Does it prevent people from
voting more than once?

When you ask about state testing of the software codeitself, everyone hur-
ries forward with their prepared rebuttal: “We do a Logic and Accuracy test
(L&A),” they’ll say. No, that’s not what | asked.

Does anyone at the state level do a line by line examination of the
sour ce code?

WEell, no. At least not in Georgia. Not in Washington State. Not in Indiana. So far,
I haven't found a single state that does an eyes-on examination of the source
code.

Logicand Accur acy tests

The L&A test is called a*“black box” test; examining the source code is
called “white box” testing. According to Arnold B. Urken, who founded Election
Technology Laboratories, thefirst voting machinetesting lab, white box testing—
eyes-on examination of the source code— should be mandatory if certificationis
to mean anything. Urken was so adamant about this that he refused to certify
ES& S (then called AlS), because the company would not allow him to examineits
code.

L&A testing tellsyou nothing about tamper-
ing, and it can’t be counted on to catch software
programming errors. Inan L& A test, you run test
ballots through the machine. If it counts correctly,
it passesthe test. Some touch-screens use an auto-

Secret “ back doors”
can be put in the
code, telling the

machine to do one
thing while you
think it is doing
another....
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mated program to simulate someone casting test

votes.

Now, if you are a suspicious type (read: a When machineslose
student of human nature), you might wonder how 25 % of their votes,
hard it would beto slidethrough an L& A test. Not it'sclear that the
surprisingly, many creative computer expertshave L&Atestdidn’t do
thought about this, too. To get around an L& A thejob.

test, an ethically challenged person might:

* Set the program to activate only towards the end
of election day, using the date and time function of the computer. Because the
L&A test isdone before the el ection (and sometimes al so after the el ection),
the miscount will occur only during the election itself.

» Put amultiplier inthetabulation code, tied to party affiliation, set to activate only
whenin*election mode.” (I was surprised to find that many of these machines
requirethe administrator to tell the machinewhenitisin*“test mode” and when
itisin“election mode.” Thishasto be one of the silliest security holesin the
system. Why would you tell the machinewhen it is being tested?)

* Activateaprogram by casting aballot with aspecific configuration. TheAccuVote
optical scan machines made by Diebold (Global Election Systems) use a spe-
cially configured card to start an election and signal to the computer that the
electionisfinished with an“ender” card. Because the codeis proprietary, we
arenot allowed to see what functions are activated by the ender card. Thiscard
isaperfect target for introducing alterations at the end of the election.

* Set an “ Easter egg” to hatch only when activated by remote access.
Infact, we already know that L& A tests do not catch hundreds of miscounts.

What about theindependent state examiner?

When | spokewith Michael Barnes, an elections official with the Georgia's Sec-
retary of State’soffice, he said that Dr. Brit Williamsfrom Kennesaw University,
theindependent examiner for the state of Georgia, doesthe voting machine certi-
fication for Georgia. | called Dr. Williams, who told me that he doesn’t certify for
the state, saying the Secretary of State’s office doesit. He also said he does not
examine the source code.
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Harris: “1 have questions regarding the certification
of the machines used in Georgia during the | ast
el ection.”

Dr. WIllianms: “For the state of Georgia — 1| don't do
certification. The |law gives the Secretary of State
the authority to say what systens are certified and
what are not. What | do is an evaluation of the
system The FEC publishes standards for voting sys-
tems. We have national |abs that exam ne for com
pliance with the FEC and if they are in conpliance,
certification is issued by NASED. Once that’'s done
it’s brought into the state and | evaluate them as
to whether or not the systemis in conpliance with
CGeorgia rules and regul ations. Then the Secretary
of State takes that report, in conmbination with the
others, and certifies it.”

He described a procedure where teams of people with atest script checked
out each machine, but the tests seem to focus on the hardware. They test the
printer, the card reader, the serial port, the screen calibration and then perform an
L&A test.

My question remains: Who looks at the source code?

Dr. Wlliams: “We don’t |ook at source code on the
operating system anyway. On our |level we don't | ook
at the source code, that's the federal certifica-
tion |labs that do that.”

Well, then, | guess they just meant “test and test.”

| went to the ES& S Web page, which proclaimed that its voting machines
weretested by Wyle Laboratories. David Elliott, of the Washington State Elec-
tionsDivision, said that Wyleisavery reputable firm that tests aircraft systems.
Both Michael Barnesand Brit Williams, from the state of Georgia, said that Wyle
Laboratoriesteststheir voting machines.
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| looked up Wyle Laboratories, and | came across a surprising article. It
turns out that Wyle decided to stop testing voting machine software in 1996,
citing bloated code that was more than 900,000 lines long. | called Edward
W. Smith at Wyle Labs, who confirmed that Wyle no longer tests voting ma-
chine software. Wyle only tests hardware and firmware.

Canyoudrop it off atruck? How doesit stand up to being left in the rain?
Good thingsto know, but some of us also want to know that someone has exam-
ined every line of the source code to make sure no one tampered with it.

What is“ firmwar e?”

Firmwareisprogramming that isstored in read-only memory (ROM) or pro-
grammable ROM (PROM). It iscreated and tested like software.

Wyle Laboratories is responsible for testing the firmware, and after it is
certified it isnot to be changed without reexamination, so you can imagine my
surprise when | ran into these comments, written into the source code filesfor
Diebold Election Systemsby its programmers:

“Remove SCWinApi module till pass WYLE certification.”*
And because the version sent to Wylefor certification is supposed to be the

version, and after certification the voting machines are supposed to use only the
officialy certified version, you might wonder at thiscomment:

“Merge WYLE branch into the stable branch.”*
Why arewe are removing things before we send them to Wyle, and why are
wemerging theofficialy certified version back into something el se? Just wondering.
| called Diebold to ask, but no one returned my call.

| guessthisstuff isjust “tested.”

Who does ook at the softwar e sour ce code?

By visiting the Election Center Web site, | discovered that alab called Ciber,
Inc. tests voting machine software. Another |ab, called SysTest, isalso authorized
to certify software, but all the major companies seem to be certified by Ciber.
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Who ownsWyleL aboratories?

Wyle Laboratories and Wyle Electronics were once related. At one
point, there also seems to have been a Wyly Laboratories.

PR Newswire 06/26/1995: New Name - Old Name Wyle Electronics
- Wyly Laboratories

Texas billionaires Sam and Charles Wyly were the ninth-biggest con-
tributors to George W. Bush in 2000, and Sam Wyly bankrolled the
dirty tricks that wiped out John McCain’s lead during the South
Carolina primary. I wondered if the Wyly brothers are involved in
Wyle (pronounced Wyly). | found many Wyly companies, and at
least two companies called Wyly E. Coyote, but never found a link
between Texas Bush-pal Wyly brothers and Wyle Laboratories.

I did find a link between Wyle Laboratories and prominent, ultra-
right wing, monied interests. William E. Simon, along with Richard
Mellon Scaife and the Coors family, has been one of the primary
supporters of the Heritage Foundation and its derivatives.

And | did find conflict of interest. You would expect that a company
who certifies our voting machines would not have its owners run-
ning for office. You would also expect that no one who owns the
certification company would be under criminal investigation. You'd
be disappointed.

Shortly after Wyle Laboratories split off from Wyle Electronics in
1994, controlling interest was acquired by William E. Simon & Sons,
a firm owned by a former Secretary of the Treasury, William E.
Simon and his son, Bill Simon, a candidate for governor of California
in 2002, whose firm was convicted of defrauding investors.

Shortly before the election, in August 2002, William E. Simon &
Sons was convicted of fraud and ordered to pay $78 million in
damages. In what is surely record time for our glacial judicial sys-
tem, the conviction was overturned in September 2002. The rea-
son? William E. Simon & Sons had partnered up with someone who
was a criminal and no one could tell who was the guiltiest.?

Recently, Wyle Laboratory shares held by William E. Simon & Sons
were bought out. Now Wyle Laboratories is a wholly owned subsid-
iary of LTS Holdings, Inc., an entity I can find no information about,
controlled by individuals whose names are not available.
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| thought the certification process would involve, say, an expert in voting
putting on awhite lab coat, brushing away the voting machine employees and
independently, painstakingly, testing the accuracy and integrity of the software.
After all, our voting system is at stake. Surely, Ciber holdsthe answer. | decided
to givethem acall but found out that the public isnot allowed to ask Ciber any
questions.

When Wyl€e'sdivision in Huntsville, Alabama, stopped testing voting ma-
chine softwarein 1996, that certification process went to Nichols Research, also
of Huntsville, Alabama. Shawn Southworth tested the voting machine software
for Nichols Research.

But Nichols Research quit doing it and voting software examination went to
PSlInet, of Huntsville, Alabama. Shawn Southworth tested the voting machine
software for PSInet.

PSInet raninto financial difficulties. Voting software certification wastaken
over by Metamore, in Huntsville, Alabama, where Shawn Southworth handled it.

Metamore no longer does software certification for voting machines. Now it
isdone by Ciber, of Huntsville, Alabama. Shawn Southworthisin charge of it.

| called to talk to Shawn Southworth, but his assistant told me that she was
supposed to refer all questions back to The Election Center. The only person at
The Election Center who is authorized to answer questions about certification
proceduresisR. Doug Lewis. | left amessage for Southworth anyway, but he did
not call me back.

| looked up Shawn Southworth on the Web. | found pictures of his motor-
cyclesand | found picturesof him at the beach. Though I’ m sure heiseminently
qualified (but we' re not allowed to ask his credentials), no one has yet convinced
me that Shawn Southworth should be entrusted with the sanctity of the vote-
counting for all of America.

Who selects the certifiers?

TheNASED ITA Technical Sub-Committee of the Voting SystemsBoard is
asmall group of peoplewho select the certification agencies. Thisgroup looksto
R. Doug Lewisof The Election Center astheir |eader.
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What government agency isthe Elec-
tion Center connected with? None: The Elec-
tion Center isaprivate corporation. Who runs
the Election Center? A man named R. Doug
Lewis, who was not el ected by anyone.

What are the credentials of R. Doug
L ewis? With some persistence, | located a
bio for Doug Lewis,®but all it said wasthat
hewas an assistant to the president in the White House (doesn’ t say which presi-
dent); that he ran campaignsfor variousimportant politicians (doesn’ t name any
of them); that he headed the Democratic Party for the states of Texas and Kan-
sas (doesn’t say what years), and that he consulted for the petrochemical indus-
try (doesn’t say what company). With alittle moredigging, | found that he “man-
aged affairs’ for former Texas governor John Connally.

But whoisR. Doug Lewis? Through the Election Center, he organized the
National Association of Secretaries of State (NASS), which isheavily funded by
voting machine vendors; he organized the National Association of State Election
Directors(NASED), heisvery activewith the International Association of Clerks,
Recorders, Election Officialsand Treasurers (IACREOT), and he set up thetraining
programs for election officials. When election officials want to know if these
voting machines can betrusted, they ask: R. Doug Lewis.

I’'msureR. Doug Lewisisaterrific guy (thefeeling apparently isn’t mutual;
he hangs up on mewhen | call him). But what | do want to know isthis: What
specific credentialsqualify himfor the critical work of overseeing the security of
voting systemsin the United States? Who appointed him?

“The | TAs do not
and will not respond
to outside inquiries
about the testing
process” 3

The Election Center has specific instructions about this. Here they are:

“Thel TAsDONOT and WILL NOT respond to outside inquiries about the test-
ing processfor voting systems, nor will they answer questionsrelated to a spe-
cific manufacturer or aspecific voting system. They have neither the staff nor
thetimeto explain the processto the public, the news mediaor jurisdictions. All
suchinquiriesareto bedirected to The Election Center..."3
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So | called The Election Center, and was told the only person who could
answer my questionswas R. Doug Lewis.

Harris: “M. Lewis, | understand that your organiza-
tion is the one that, basically, certifies the cer-
tifiers of the voting nmachines, is that correct?”

Lewi s: “Yes.”

Harris: “Do you have anything in witing that shows
that a line-by-line exam nation of source code was
performed by either Ciber or Wle?”

Lewi s: “No. But that’'s what they do. They go line by
line. They're not trying to rewite it.”

Harris: “Where can | get sonething in witing that
says they look at the code line by line?”

Lewis: “lI don't know where you'd find that.”

Harris: ... “Let me be nore precise. Are you saying

that Wle and Ciber do a |ine-by-line check on the
code, and the way it interacts with the system to
make sure that no one could have put any malicious
code into the voting machine software?”

Lewis: “Oh. That's what you're tal king about. | don't
know if they do a line-by-line check to see if
there’s a problem?”

Harris: “Who can | speak with at Ciber and Wl e?”

Lewis: “l don’t think anyone there could answer your
questions.”

Harris: “Who do you speak with at those |abs?”

Lew s: (nuttered) -"Shawn S....... at Wle.”

Harris: “Okay, who at Ciber?”

Lewi s: “No, Shawn S....... is at Ciber. And the person

at Systest would be Carolyn Coggins —=
Harris: “Who should |I ask for at Wl e?”
Lewis: “Wle tests the hardware.”
Harris: “But they also test the firmmvare, don’t they?”
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Lewis: “Jim Dearman at Wle.”

Harris: “1 couldn't quite catch the name of the person
at Ciber. Did you say Shawn S....... what was t hat
| ast nanme?”’

Lewis: (nuttered)”Shawn Sou.....

Harris: “I"msorry, | couldn’t understand you. What is
t hat name agai n?”

Lewis: (nuttered)”Shawn South.....

Harris: “How do you spell that?”

Lewis: (rmuttered very fast)”Southw. ...

”

Harris: “I’m sorry, you'll have to slow down. How do
you spell that?”

Lewis: (quietly)’”S—eo—td—t—-h—-wfard?]” ( | was never
able to understand him | |ooked it up on the Wb.
The correct spelling of the name i s Shawn Sout hworth).

Harris: “lI have one nobre question: Prior to taking

over The El ection Center, you owned a business that
sol d used conputer parts, which ended up going out
of business. Shortly after that you took over The
El ection Center. Did you have any other experience
at all that qualified you to handle issues |like the
security of national elections?”

Lewis: “Oh, no, no, no. I'mnot going to go there with
you. "
Harris: “l have newspaper articles

publ i shed shortly after your com
puter reselling conmpany went out
of business that refer to you as
an expert in election systens.

Why should we
trust anyone?
Why can’t we just

What el se did you do that quali - verify the
fied you to take over your cur- accuracy_ofthese
machines?

rent position?”
Lewis: “My background is that |
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owned a conputer hardware and software business.
|’ve never claimed to be an expert. That's the
reason we have | aboratories, nationally recognized
| aboratories.”

Lewis sused computer reselling businesswas called Micro Trade Mart, which

appearsin the Texas Franchise tax database thisway:

Micro Trade Mart Inc.

Director: R. Doug Lewis
President: R. Doug Lewis

This corporation is not in good standing as it has not satisfied all
state tax requirements.

Lewisran Micro Trade Mart from 1986 through June 1993. | pulled the
corporate documentsfor The Election Center, aVirginiacorporation, and found
that it was originally started by agroup of individualsin Washington, D.C., but |
could not find their names. L ewis became Executive Director of The Election
Center in 1994.

| don’t know why R. Doug L ewis, after holding the position of “ Assistant to
the President in the White House,”* spent eight years selling used computers.

All I really want to know is: What qualifies him to certify voting machine
certifiers, and why must everyone, including the media, talk only to R. Doug
Lewiswhen they want to find out how our voting machines are tested?

And now for the rudest question of all: Why should we trust anyone?
Why can’t wejust verify the accuracy of these machines, using avoter-verified
paper trail and arobust audit procedure?

* *k %k % %

Professor David Dill, of the computer science department at Stanford Uni-
versity, tried to get answers about source code certification aswell. According to
an e-mail he sent me, Dr. Dill has also become concerned that there seemsto be
no eyes-on examination of the code.

Asfar asl| cantell, voting machine softwareis never actually examined by
anyone. Not in the only truly meaningful way: by examining the source codeitsel f
lineby line.
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Chapter 5 footnotes

1 —Source codefiles for Diebold Election Systems, cvs.tar, Accutouch directory, VoterCard.cpp,v

2 —The San Francisco Chronicle, 6 August 2002: “...Though Republican candidate for governor Bill
Simoninsists he knew nothing of hisformer investment partner’scriminal background, aninvestigation
ordered by Simon’s accounting firm reveal ed four years ago that the man was a convicted drug deal er.
... Even aquick Internet search would have shown that Paul Edward Hindelang's 1982 conviction for
smuggling 500,000 pounds of marijuana into the country had been splashed over the front pages of
Florida newspapers...and court records show that William E. Simon and Sons...and their partners, as
well ashisattorneysand accounting firm, spent nearly $1 millionin so-called duediligenceresearch on
Hindelang and othersinvolved.

3 — NASED Web site, NASED General Overview for Getting a Voting System Qualified. http://
www.nased.org/ita_process.htm

4 —University of Virginia Center for Governmental Studies National Symposium, professional creden-
tialsof R. Doug Lewis.
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6
Following the Money Trail:
Who owns these companies?

ElectionsIn America — Assume Crooks Are In Control
By Lynn Landes

“Only a few companies dominate the market for computer
voting machines. Alarmingly, under U.S. federal law, no back-
ground checks are required on these companies or their em-
ployees. Felons and foreigners can, and do, own computer
voting machine companies.

Voting machine companies demand that clients sign ‘propri-
etary’ contracts to protect their trade secrets, which prohib-
its a thorough inspection of voting machines by outsiders.
And, unbelievably, it appears that most election officials don’t
require paper ballots to back up or audit electronic election
results. So far, lawsuits to allow complete access to inspect
voting machines, or to require paper ballots so that recounts
are possible...have failed.

As far as we know, some guy from Russia could be controlling
the outcome of computerized elections in the United States.”
* ok ok k&
This is the article that triggered my interest in voting machines. How
hard can it be to find out who owns these companies?

It turns out that tracing ownership is very nearly impossible. As soon as
you scrape the mud off the window to look at who's in there programming the
voting machines, they pull the shades down. Talk about privatization.
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Cast of Companies and Characters

Election Systems & Software (ES&S)

Former names:

American Information Systems (AIS) (Changed name to Election
Systems & Software in 1997)

Business Records Corp. (BRC) (Acquired by American Information
Systems in 1997)

Data Mark Systems (Changed name to American Information Sys-
tems in 1984)

Founders: Bob Urosevich, Todd Urosevich, Jim Lane

Current, former key people:

Directors, President/CEQOs: Bob Urosevich, Chuck Hagel, William F.
Welsh 11, Aldo Tesi.

Vice Presidents: Tom Eschberger, Todd Urosevich, Jim Lane
Chief Financial Officers: S. Michael Rasmussen, Thomas O’Brien,
Mike Limas

Diebold Election Systems

Former names:

Global Election Systems (Acquired by Diebold Jan. 2002)
I-Mark Systems (Acquired by Global Election Systems in 1997)

Current, former key people:

President/CEOs: Bob Urosevich, Howard Van Pelt
Vice Presidents: Larry Ensminger
Chief Financial Officers: S. Michael Rasmussen

Sequoia Voting Systems

Former names:

Sequoia Pacific

Business Records Corp. (acquired product line and software in
1997. ES&S was prohibited by antitrust regulations from purchasing
BRC in its entirety, so the BRC acquisition was split up between
ES&S and Sequoia.)

e Currently a division of: De La Rue (England)

Current, former key people:

President/CEOs: Peter Cosgrove, Tracey Graham
Vice Presidents: Kathryn Ferguson, Mike Frontera
Regional manager: Phil Foster
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Advanced Voting Systems
Former names:
Shoup Voting Systems

Current, former key people:

President/CEOs: Ransom Shoup, Howard Van Pelt
Vice President, CFO: Larry Ensminger

VoteHere

Founder: Jim Adler

Directors include:

Robert Gates — Former CIA Director, dean of the Bush School of
Government and Public Service at Texas A&M University.

Admiral Bill Owens — Defense Policy Board, SAIC.

Ralph Munro — Former Secretary of State for the state of Washing-
ton; his protegé, Sam Reed, is current Secretary of State

Election.com

Former names:

Votation.com

Controlling ownership: Osan Ltd., a holding company owned by a
group of Saudi investors based in the Cayman Islands. Recently sold
to Accenture.

Hart Intercivic
Chairman/CEO: David Hart
CFO: Ted Simmonds

The Good Guy List:

Avante (Produces paper trail, good accuracy, good disclosure)
CEO, Founder: Kevin Chung

Accupoll (Produces paper trail, needs certification in some states)
CEO, co-founder: Dennis Vadura
President, co-founder: Frank Wiebe
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Chuck Hagel
Poster Boy for Voting Machine Vested I nterests

He stunned them with his upsets. Nebraska Republican Chuck Hagel came
from behind twice during his run for the U.S. Senate in 1996. Hagel, a clean-
cut, crinkly-eyed, earnest-looking millionaire, had achieved an upset win in
the primary against Republican Attorney General Don Stenberg, despite the
fact that he was not well-known in the state. According to CNN's All Palitics,
“Hagel hoped he could make lightening strike twice” — and he did: Hagel
then defeated popular Democratic Gov. Ben Nelson, who had led in the polls
since the opening gun.

The Washington Post called Hagel’'s 1996 win “the maor Republican
upset in the November election.” Hagel swept all three congressional dis-
tricts, becoming the first Republican to win a U.S. Senate seat in Nebraska
in 24 years. “He won counties up and down the politically diverse Platte
River Valley and topped it off with victories in Omaha and Lincoln,” re-
ported the Hastings Tribune. 2

What the mediadidn’t report is that Hagel’s job, until two weeks before
he announced his run for the senate, was running the voting machine com-
pany whose machines would count his votes. Chuck Hagel had been chair-
man of American Information Systems (“AlS,” now called ES& S) since July
1992.3 He also took on the position of CEO when co-founder Bob Urosevich
left in November 1993.4

Hagel owned stock in AIS Investors Inc., a group of investors in the
voting machine company. While Hagel was running AlS, the company was
building and programming the machines that would later count his votes. In
March, 1995, Hagel stepped down as chairman of AIS; on March 31, he
announced his bid for U.S. Senate.

When Hagel won what Business Week described as a “landslide upset,”
reporters might have written about the strange business of an upstart senator
who ran hisown voting machine company. They didn’t because they didn’t know
about it: On Hagel’'s required personal disclosure documents, he omitted.
When asked to describe every position he had held, paid or unpaid, he
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mentioned hiswork asabanker, and even listed

hisvolunteer positionswith the Mid-America We never learned
chapter of the American Red Cross. What he about conflict of
never did disclosewasthat he' d been chairman interest with voting
of hisown voting machine company.® machines, because

Six years later, when asked about his Hagel failed to disclose
ownership in ES&S by Lincoln’s Channel 8 his positions with the
TV News, Hagel said he had sold that stock. company that counted
If so, the stock he says he sold was never listed his votes.

as one that he’d owned. Nowhere does he

mention owning stock inAlSInvestors, Inc. and

nowhere does he mention the salary he earned from American Information
Systems.

Thisisnot agray area. Thisislying. Hagel’sfailureto disclose histiesto the
company whose machines counted his votes was not brought to the attention of
the public, and thiswasamaterial omission: Reporters surely would haveinquired
about it asthey researched stories about hisamazing upset victories.

It istherefore understandable that we didn’t know about conflicts of interest
and voting machine ownership back in 1996, and perhaps we would never have
chosen to herd every precinct in America toward unauditable voting, had we
known. Certainly, we would have queried ES& S about itstiesto Hagel before
allowing 56 percent of the U.S. to count votes on its machines.

In October 2002, | discovered Hagel’s connection with ES& S. | found that
not only had he not disclosed hisinvolvement through hisrequired filings, but he
still had undisclosed ownership of ES& Sthrough its parent company, the M cCarthy
Group.

The McCarthy Group isrun by Hagel’s campaign finance director, Michael
R. McCarthy, who isalso adirector of ES&S. Hagel hid histiesto ES& S by
cdling his investment of upto $5million inthe ES& S parent company an “ excepted
investment fund.” This is important because senators are required to list the
underlying assetsfor companiesthey invest in, unlessthe company is“excepted.”
To be“excepted,” the McCarthy Group must be publicly traded (it isnot), and
very widely traded (it isnot).
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Hagel continued to own astake of up to $5
millioninthe ES& S parent company but, for six
years, he has characterized it as an “excepted  « Why is Hagel allowed
investment” and hasnever mentioneditsownership ;4 aven get close to a
of the company that counts hisvotes. voting machine other

Charlie Matulka, Hagel’sopponentin2002  than to cast his own
for the U.S. Senate seat, finally got fed up. He  yote? This is an outra-
called a press conference in the rotunda of the  geous example of con-
Nebraska Capitol Building on October 23, 2002. flicted interest.”

“Why would someone who owns a voting

machine company want to run for office?” Email from
Matulka asked. “It’s like the fox guarding the news department staff
henhouse.” member, ABC-TV

. . affiliate, in Lousiana
Matulkawroteto Senate Ethics Committee

director Victor Baird in October 2002 to request

aninvestigationinto Hagel’sownership in and nondisclosure of ES& S. Baird wrote
back, in aletter dated November 18, 2002, “ Your complaint lacks merit and no
further action isappropriate with respect to the matter, which is hereby dismissed.”

Neither Baird nor Hagel ever answered Matulka's questions, but when Hagel
won by alandslide hisWeb site did boast that he had beaten Matulka by one of
thewidest marginsever.

While Hagel’ s staff boasted, Matulkadug hisheelsin and asked for arecount.
Hefigured he' dlost, but asked how much he' d need to pay to audit the machine
counts. It wasthe principle of thething, he said. Matulkareceived areply from
the Nebraska Secretary of Statetelling him that Nebraskahasno provisioninthe
law that allows alosing candidate to verify voting machine counts by comparing
machinetallies with paper ballot counts.

In January 2003, Hagel's campaign finance director, Michael McCarthy (also
an owner of ES& S), finally admitted that Hagel had ownership tiesto the voting
machine company. Hagel had lied, ignored, and then tried to kill the story, and
when the story wasfinally told, his staff tried to claim there was no conflict of
interest.

“[Hagel’s Chief of Staff Lou Ann] Linehan said there’s nothing irregular
about a person who used to run avoting-machine firm running for office. ‘ Maybe
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if you' re not from Nebraskaand you' re not familiar with the whol e situation you
would have questions,” she says. ‘ But doesit ook questionableif there'sasenator
who is a farmer and now he votes on ag issues? Everybody comes from
somewhere.’”

Two points, Ms. Linehan: A senator who isafarmer, if hefollowsthelaw,
disclosesthat heisafarmer on his FEC documents. Then, if hevotesoddly ona
farm bill, people scrutinize hisrelationship with farming. Second, the farmer’s
own cows aren’'t counting hisvotes. Anyonewith an 1.Q. bigger than acornhusk
knowsthereal reason Hagel hid hisinvolvement with American Information Sys-
tems on his disclosure statements.

Chuck Hagel and the Senate Ethics Committee

In October 2002, when | discovered Hagel’ s history with voting machines, |
compiled aset of public documentsincluding photocopies of theomissionsin his
personal disclosure statements, obscure newspaper articlesthat documented who
did what and when, and corporate recordsfor ES& S. | faxed the photocopiesto
3,000 editors with ashort synopsis of the significance of thisstory. At thetime,
Hagel was running for office, and the HAVA act, which mandates purchase of
machineslikethose made by ES& S, wasin itsfinal stages of consideration.

No onetouched the story.

HAVA was signed by President Bush at the end of October, and Hagel was
reelected in November.

In January, | learned that Hagel might be planning arun for the presidency
in 2008. An article printed in The Hotline quoted a prominent GOPer saying “ It
means Chuck’srunning for president in 2008.” The article says Hagel’s Chief of
Staff, LouAnn Linehan replied: “1t’s abundantly clear that many people think
that’sapossibility for Senator Hagel.”®

Enter one Victor Baird, counsel for the Senate Ethics Committee. | found
his name in Senator Hagel’s disclosure documents, in letters repeatedly re-
questing clarification on certain unexplained investments.

| began with a nonconfrontational question. “What is meant by “widely
traded” in the context of an “excepted investment fund?’ Baird said that it
generally refersto very diversified mutual funds.
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| asked Baird why there were no records of
Hagel’s ties to the voting machine company in
his disclosure documents. Was he aware of this? Hagel has never been
Had he requested clarification from Hagel? | called upon to answer
knew | had struck anerve. Baird wassilent for a for material omissions
long time, and then said quietly, “If you want to about his relationship
look into this, you'll need to comein and get hold to the voting machine
of the documents.” manufacturer.

Something in his tone of voice made me
uncomfortable. | did not get the impression that
Baird was defending Hagel.

I rummaged through my media database and chose arespected Washington,
D.C., publication called The Hill, where| spoke with reporter Alexander Bolton.
Hewasintrigued, and over the next two weekswe spoke several times. | provided
source material and he painstakingly investigated the story.

Unfortunately, when Bolton went to the Senate Public Documents Room to
retrieve originals of Hagel’s 1995 and 1996 documents, he wastold they had been
destroyed.

“They said anything over five yearsold isdestroyed by law, and they pulled
out thelaw,” said Bolton.

But therecords aren’t quite gone. Hagel’ s staff told Bolton they had obtained
the documents from Senate Ethics Committee files. | located copies of the
documents at Open Secrets— aWeb site where they keep arepository for FEC
disclosures.

Bolton found out that in 1997, Baird had asked Hagel to clarify the nature of
hisinvestment in McCarthy Group. Hagel had written “none” next to “type of
investment” for McCarthy Group. In response to Baird's |etter, Hagel filed an
amendment characterizing the M cCarthy Group asan “ Excepted Investment Fund,”
adesignation for widely held, publicly available mutual funds.

According to Bolton, Baird said that the M cCarthy Group did not appear to
qualify asan “excepted investment fund.”” Then Baird resigned.

Here'swhat happened: Baird met with reporter Alex Bolton, told him that
Hagel appeared to have mischaracterized hisinvestment in the voting company
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parent firm, and then Hagel’ s staff met with Baird. Thistook place on Friday, Jan.
25, 2003. Hagel’ s staff met with Baird again on Monday, Jan. 27. Bolton camein
for onefinal interview Monday afternoon, just prior to submitting hisstory to The
Hill for Tuesday’sdeadline.

Baird had just resigned, it was explained, and Baird’s replacement, Robert
Walker, met with Bolton instead, urging anew, looser interpretation of Hagel's
disclosures— an interpretation that did not mesh with other expert opinions, nor
even with our own common sense.

Where was Victor Baird? Could he be interviewed at home? Not really.
Bolton wastold that he still worked for the Senate Ethics Committee, just notina
position that could talk to the press.

In anutshell:

» Hagel omitted mentioning that he received a salary from American Infor-
mation Systems in his 1995 disclosure document”.

* He omitted mentioning that he held the position of Chairman in his 1995
documents. He also omitted his CEO position; the instructions say to go
back two years, that position was in 1994.

» He omitted mentioning that he held stock in AlS Investors Inc. in his 1995
and 1996 documents, which list stocks held and any transfers or sales.

» He apparently transferred his investment into ES& S' parent company, the
McCarthy Group, and he disclosed investments of up to $5 million in that.
However, he omitted the required itemization of McCarthy Group’s under-
lying assets. When asked what kind of investment it was, he just wrote
“none.”

* When asked by Baird to clarify what the M cCarthy Group was, he decided to
call it an “excepted investment fund,” the only category that allows senatorsto
omit listing the underlying assets of what they own.

* When Baird failed to go along with Hagel’s odd description of the McCarthy
Group as an “excepted” fund, Baird suddenly was replaced by anew Ethics
Committee director who did support Hagel’ sinterpretations.

*In July 2003, in response to questions from the Seattle Times, Hagel produced a document that he claims
showed he disclosed his position. If so, he till did not disclose the salary he received, or the stock that he held
in the “interim” statement, a statement which does not appear to be available in any public recowrds.
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Hagel has never been called upon to answer for material omissions about
ownershipinAlSInvestorsinc., nor for hisomissions about the positions he held
with the company.

Could there have been another reason for Baird’s resignation?

Perhaps. Baird had announced in December 2002 that he intended to resign
at the end of February 2003.2But for some reason he changed his mind and | eft
the position he had held for 16 yearsamonth early and in the middle of the day.

Pressure to kill the story

When | spoke with Bolton the day he broke the Hagel story, he told me that
something happened that had never occurred in all histime covering Washington
politics: Someone tried to muscle him out of running astory. Jan Baran, perhaps
the most powerful Republican lawyer in Washington, D.C., and LouAnn Linehan,
Senator Chuck Hagel’s Chief of Staff, walked into The Hill and tried to pressure
Boltoninto killing hisstory. Herefused. “ Then softenit,” they insisted. Here-
fused.

Boltonisan example of what istill healthy about the consolidated and often
conflicted U.S. press. Lincoln’s Channel 8 TV News is another example — it
was the only news outlet that reported on Matulka's all egations that Hagel had
undisclosed ties with the voting machine company scheduled to count their votes.

The 3,000 editorswho ignored faxed photocopies of Hagel’ svoting machine
involvement, and especially the Nebraska presswho had seen the documents and
had every reason to cover the story but chose not to inform anyone about the
issue, are an example of what iswrong with the media nowadays. Thisis not,
ultimately, a story about one man named Hagel. It is a story about a rush to
unauditable computerized voting using machi nes manufactured by people who
sometimes have vested interests.

Hagel for president?

Hagel’s aspirationsto higher office have been known to insidersfor some
time. He was on the short list, along with Dick Cheney, for the vice president

position on the George W. Bush ticket in 2000.
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Here’s what Dick Cheney had to say
when he learned that Hagel was also being
considered for the vice presidential slot:
“Senator Chuck Hagel representsthe quality,
character and experience that America is
searching for in national leadership.”

According to an AP wire report, Sen.
Chuck Hagel thinks he's capable of being an
effective president and saysheisn’t afraid of
the scrutiny that comes with aWhite House
bid.

“Do | want to be president?’ Hagel com-

“Qur citizens may be de-
ceived for awhile, and
have been deceived; but as
long asthe presses can be
protected, we may trust to
them for light.”

—Thomas Jefferson to
Archibald Suart. 1799

mented, “ That’saquestion that you have to spend sometimewith...I’ m probably

inaposition aswell asanybody — with my background, where I’ ve been, things

that I’ ve gotten accomplished.” °

* k k k %

Whether or not Hagel isin aposition to run for president, the company he

managed is certainly in aposition to count most of the votes. According to the

ES& SWeb site, its machines count 56 percent of the votesinthe U.S.
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Chapter 6 footnotes

1 — Excerpted from article at Common Dreams, 16 Sept. 2002, “Electionsin America: Assume Crooks
Arein Control” by Lynn Landes

2 — The Washington Post, 13 January 1997; “Brothersin Arms...”_CNN AllPalitics, 5 Nov 1996;
Hagel scores big upset for Republicans. Business Week, 10 July 2000; “Chuck Hagel...landslide
upset.” Hastings Tribune, 6 November 1996, “Hagel savors upset win” http://www.cnweb.com/
tribune/old/nov96/nov6/nov6_hagel .html

3 —The Omaha World-Herald, 21 April 1992; “Omaha Firm Taps North Platte Native”

4 —The Omaha World-Herald: 3 June 1994;.” Welsh Named Top Executive...” Hagel took over as
interim CEO from Bob Urosevich in November 1993. William F. Welsh |11 took the CEO position
from Hagel in June 1994. Hagel remained as Chairman.

5 — United States Senate Public Financial Disclosurefor New Employee and Candidate Reports:
Chuck Hagel, 1995. Hagel resigned his chairmanship of American Information Systems on March
15, 1995 and announced his candidacy for the U.S. Senate on March 31, 1995.

6 — The Hotline, 3 January 2003; “White House: Hagel cares about the U.S. and yes, all mankind.”
7 —The Hill, 29 January 2003; “Hagel's ethics i ssues pose disclosure issue”
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The first public look — ever —into a secret voting system

Author and historian Thom Hartmann writes:*

“You’d think in an open democracy that the government —
answerable to all its citizens rather than a handful of corpo-
rate officers and stockholders — would program, repair, and
control the voting machines. You’d think the computers that
handle our cherished ballots would be open and their soft-
ware and programming available for public scrutiny...

You’'d be wrong.

If America still is a democratic republic, then We, The People
still own our government. And the way our ownership and
management of our common government (and its assets) is
asserted is through the vote...

Many citizens believe, however, that turning the program-
ming and maintenance of voting over to private, for-profit
corporations, answerable only to their owners, officers, and

stockholders, puts democracy itself at peril.”

* % * % %

Historianswill remind us of aconcept called “the public commons.” Public
ownership and public funding of thingsthat are essential to everyone meanswe
get public scrutiny and asay in how thingsare run.

When you privatize athing like the vote, strange things happen.
For example, you can’t ask any questions.

Jim March, aCaliforniaRepublican, filed apublic recordsrequest? inAlameda
County, California, to ask about the voting machinesthey had entrusted with his
vote. The county'sreply?:
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“Please be advised that the county will not provide the infor-
mation you requested...The County will not allow access or
disclose any information regarding the Diebold election sys-
tem as any information relating to that system is exempted
from the PRA (Public Records Act)...The system provided by
Diebold Election Systems Inc. (“DESI”) is a proprietary sys-
tem that is recognized as such in the contract between the
County and DESI...

...The County contends that the official information privilege
in section 1040 of the Evidence Code is applicable because
the information requested was acquired by the County in
confidence and the County is required to maintain its confi-
dentiality. Any copying or disclosing of such information would
violate the license agreements...”

When | called ES& Sto ask the names of its owners, the company simply
declined to take my call.

When former Boca Raton, Florida, mayor Emil Danciu requested that Dr.
RebeccaMercuri, perhaps the best-known expert on electronic voting in America,
be allowed to examine the inner workings of Palm Beach County’s Sequoiama-
chines, the judge denied the request, ruling that neither Mercuri nor anyone else
would be allowed to see the code to render an opinion.*

When best-selling author William Rivers Pitt interviewed Dr. David Dill, a
professor of computer science at Stanford University, about his experience with
voting machines, Pitt got an earful about secrecy:®

Dr. Dill says that when he started asking questions, he got answers that
made no sense. “It isfrustrating because claims are made about these systems,
how they are designed, how they work, that, frankly, | don’t believe,” saysDill.
“In some cases, | don’t believe it because the claimsthey are making areimpos-
sible. I amlimited in my ability to refute these impossible claims because all the
dataishidden behind aveil of secrecy.”

When members of the CaliforniaTask Force on Electronic Voting tried to
find out how the machines were tested, Wyle and Ciber (the primary “Indepen-
dent Testing Authorities” — 1 TASs) declined to answer.
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“We wanted to know what these ITAs
do," said Dill. “ Soweinvited them to speak
to us...They refused to come visit us. They
were also too busy to join usin aphone con-
ference. Finaly, out of frustration, | wrote up
ten or fifteen questions and sent it to them
viathe Secretary of State’soffice. They didn’t
feel like answering those questions, either.”

“1f you go to their Web

pages, it says, 'If you'd like

to know something about

us, please go to hell' in the
nicest possible way.”

— Dr. David Dill

Sanford Univ.

If the ITAs won't answer questions,

what about the manufacturers? “What testing do the manufacturers do?’ asks

Dill. *“If you go to their web pages, it says, 'If you' d like to know something about

us, please go to hell' in the nicest possible way.”

* %k %k % %

You can’'t examine amachine or even look at amanual. David Allen, one of
the many computer techswho hel ped coach me through the writing of thisbook,
al so happensto be my publisher.

“These things are so secret we're supposed to just guess whether we can
trust them,” he said. “We' ve got to get our hands on atechnical manual some-
how.”

| promised him, somewhat doubtfully, that I’ d try calling some programmers
toseeif | could find oneto cooperate. | was most interested in ES& S— at that
time, | hadn’t done much work at all on Diebold Election Systems. | entered
“ @essvote.com” into the Google search engine, looking for e-mailswhich might
givemenames| could contact, and found afew dozen employees who work for
EKS.

| felt cowardly about calling them. What would | say? “Hey, let me see a
manual?’ So | stalled by convincing myself that | should find as many names as
possible. | got somefrom Sequoia. Then | entered “Global Election Systems” and
found some old documentswith e-mailsendingin “gesn.com.”

On page 15 of Google, looking for anything with “gesn” init, | found aWeb
page. (You can still find this page at www.archive.org for GESN.com. The FTP
link still appears.)
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Noun or verb?

|
H rob-georgia. zip

What do you do when you find 40,000 secret files on an unprotected file
transfer site on the Internet? Probably just look and go away. But what if you
have pledged allegiance to the United States, and to the republic for which it
stands?

What if you knew that the devil went down to Georgiaon Nov. 5, 2002, and
handed that state an el ection with six upsets, tossing triple-amputee war veteran
Max Cleland out of the U.S. senatein favor of a candidate who ran ads calling
Cleland unpatriotic? Suppose you knew that in Georgia, thefirst Republican gov-
ernor in 134 years had been elected despite being behind in every poll, and that
African American candidates fared poorly evenin their own districts? Knowing
this, supposeyou saw afilecalled “rob-georgia,” looked inside, and found in-
structionsto replace the Georgiavoting program files with something unknown.

| don’t know about you, but I’ m a52-year old grandmaand | never expected
to have to make achoicelikethis. | wanted someone elseto take care of it. We
need investigators like Woodward and Bernstein, | thought, so | called the
Washington Post. Of course, Carl Bernstein isn’t there any more, but | left a
spicy message on Bob Woodward'svoicemail. Never heard from anyone. | learned
that Washington Post reporter Dan Keating was doing a story on voting ma-
chines, so | called him.

“So, will you call Diebold and find out what ‘rob-georgia is?’ | asked.

“No.”

“Why not?’

“Because | don’t think ‘rob-georgia could possibly mean rob Georgia,” he
said.
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| left asomewhat more agitated message on Bob Woodward’ s voicemail and
submitted my experienceto aWeb site called Media Whores Online.

Thesefilesmight contain evidence. Thesefilesmight go away. | called people
in various places around the world and urged them to go look at rob-georgia. |
thought long and hard. And then | downloaded thefiles, all 40,000 of them. It took
44 hours nonstop. | gave them to someone | trust, who put them in asafe deposit
box, and therethey sit to thisday.

Why intheworld would an ATM manufacturer like Diebold leave sensitive
fileshanging out there on an unprotected I nternet site? | made afew phonecalls,
which confirmed that Diebold knew the site was unprotected, and found out that
the site had been therefor years. (See appendix for interviewswith Guy Lancaster,
Josh Gardner and Kerry Martin.)

| kept asking if anyone knew who Rob was. Everyone told metherewasno
employee named Rob in Georgia.

Perhapsrob wasaverb?

“rob-georgia’ isazip filewith whole bunch morefilesinsideit. It seemsto be
some sort of a program modification, whichisagreat way to slip any damn thing
you want into a voting machine without anybody noticing. Here’s what | saw
when| clicked it:

= rob-georgia. zip
[C)Place the conkents in the Gems Folder
[T Replace what is in the Gems Folder with these
[C)Run this program-Install To=C-Winnk-System3z
E:I Instructions. txk
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Why did they replace voting machine stuff? Did they replace voting machine
files? Googling around with various“ Georgia, voting machine, Diebold” search
words, here’swhat popped out:

16 Sep 2002 Memo from Chris Riggall (press secretary for
Georgia Secretary of State Cathy Cox): “Diebold program-
mers developed a patch which was applied to the units de-
ployed in Hall and Marion counties, and we were pleased
that not one freeze was reported among the tens of thou-
sands of votes cast there. Unfortunately, we simply did not
have the time to apply the patch to the demo units, but that
is now occurring to all units in all counties and the last incre-
ment of shipments from Diebold had this fix loaded before
leaving the factory.”®

A program modification was needed because the touch screenswere freez-
ing up, crashing the machines. Makes sense. The problem must be abig oneto
justify modifying the progam on all 22,000 voting machinesin Georgia. But wait a
minute—

“Before being considered for acquisition in Georgia,” states the Media
Backgrounder put out by the Georgia Secretary of State Press Office, 7 “...soft-
ware is examined for reliability and hardware is subjected to a variety of
‘torture tests.” The state testing examines both hardware and software for
accuracy and reliability, and mock elections are conducted on the equip-
ment, witnessed by county election officials.” The document namesWyle L abo-
ratories and Ciber, Inc., citing their “ extensive experience in NASA-rel ated test-
ing.”

So how did these NA SA-testing | albbs miss something so obviousthat all 22,000
voting machines had to have aprogram modification to keep them from crashing?

“Itis Diebold Election Systems, Inc. policy that the only acceptable |evel
of conformanceis Zero Defects,”® Diebold wroteto certifier Wyle Laboratories
initslatest touch-screen certification documents. Okay, we all know that ‘ zero
defects' isone of those termsthat sounds good and doesn’ t happen. But we ought
to at least hold Diebold to this: " The manufacturing test location, test date, and
inspector initials will be recorded on a label on every voting machine.”
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Whoseinitials, fromthefactory,
are on the Georgia machines?
Anyone's? 1. Hardware testing: Wyle Labs

InitsRFPsoliciting purchaseby 2. Software testing: Ciber Inc.

thestate of Georgia, Dieboldsubmit- 3. Every machine tested at
ted thefollowinginits“ Schedulefor Diebold factories

Deployment”: © 4. Rigorous testing on arrival at

“Prior to our GEMS[J hard- the Georgia warehouse
ware installation at each Georgia 5. Testing when delivered to
county, the hardware will be each of Georgia’s 159 coun-
staged in McKinney, Texas for ties
software integration and testing.”

Aspart of theinstallation process, Diebold promised that all software and
drivers(small programswhich "drive" specific pieces of hardware such as print-
ers, touch-screens, modems) would be loaded prior to being shipped to Georgia.
and according to the Georgia Secretary of State MediaBackgrounder:

“Before leaving the factory, each touch screen terminal receives a diag-
nostic test.”

If they “ staged the hardware” and did software integration and testing and
loaded everything and then tested each voting machine before shipping it to Geor-
gia, why did every one of the machines need modifications, in order not to crash,
after they reached Georgia?

The machines were shipped to Georgiain June 2002. And oncethey arrived,
we aretold, there was moretesting:

“Upon arrival at Diebold’s central warehouse in Atlanta, each unit was
put through a diagnostic sequence to test a variety of functions, including
the card reader, serial port, printer, the internal clock and the calibration of
the touch screen itself. These tests were audited by experts from Kennesaw
Sate University’s Center for Election Systems.” This statement, on Georgia
Secretary of State letterhead, remains posted on the state's Web site as of the
writing of thisbook.
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“After shipment to each of Georgia’s 159 counties, county acceptance
testing (which consists of the same types of diagnostic procedures) was per-
formed by KSU staff on each voting terminal.”

Was thistesting rigorous? Yes, rigorous, they promised. According to the
MediaBackgrounder: “ Georgia’s multi-tiered el ection equipment testing pro-
gram, among the most rigorous in the nation.”

Could someone take a moment to do the math with me? If thistesting is
“rigorous,” might we expect them to invest, say, 10 minutes per machine?

Thetesting described by Diebold and Secretary of State documents adds up
to every touch screen unit being tested three times before it getsto the renowned
“logic and accuracy” test.

22,000 machines x 10 minutes = 220,000 minutes
220,000 minutes x 3 times = 660,000 minutes.
Divide by 60 minutes = 11,000 hours.

Divide by 40-hour work week = 275 work weeks, or 68
months

68 months divided by 12 = 5.7 years
Amount of time available for acceptance testing: 4 months
NOW ADD PEOPLE:

68 months divided by 4 = 17 people working 40 hours per
week for 4 months doing nothing but rigorous testing.

Doyou believethey did all thetesting they claim to have done? Call mea
skeptic. | want to see the payroll records on that.

What does all that modifying at thelast minute do to security? Wait — don’t
program modifications need to be recertified? How many people had to get ac-
cess to these machinesto do this? Wasthislegal ?

And what exactly wasin rob-georgia.zip?

With so many unanswered questions, we decided to ask the public officials
responsiblefor voting systemsin the state of Georgia about these program
modifications.
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Feb. 11 2003: Interview with Michagl Barnes, Assistant Director of Electionsfor
the state of Georgia: '’

Harris: “l want to ask you about the program update that
was done on all the machines shortly before the election.”

Barnes: “All right.”

Harris: “Was that patch certified?”
Barnes: “Yes.”

Harris: “By whom?”

Barnes: “Before we put anything on our equipment we run
through state certification labs, and then, in addition to that,
we forwarded the patch to Wyle labs in Huntsville ... Wyle
said it did not affect the certification elements. So it did not
need to be certified.”

Harris: “Where’s the written report from Wyle on that? Can
I have a copy?”

Barnes: “I'd have to look for it | don’t know if there was ever
a written report by Wyle. It might have been by phone. Also,
in Georgia we test independently at Kennesaw University —
a state university.”

Harris: “Can | see that report?”

Barnes: “You'd have to talk to Dr. Williams, and he’s out of
town. He’s in Lincoln. Dr. Williams is on the National Associa-
tion of State Election Directors (NASED) certification, and |
think he’s also at Kennesaw University. He does the certifica-
tion for the State of Georgia.”

Harris: “Was this new patch tested with a Logic and Accu-
racy test, or was it tested by looking at the code line by line?”

Barnes: “Logic and Accuracy, and also they verify that our
version is identical and also any software is tested through
Ciber and Wyle.”

Harris: “But Wyle decided not to test the patch, you say.
Was this patch put on all the machines or just some of the
machines?”
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Barnes: “All the machines.”

Harris: “So every machine in Georgia got this program up-
date.”

Barnes: “Yes, every one of the machines used on election
day in November. If it had been sent out to counties prior
already, Diebold and their technicians went out and manu-
ally touched every machine. Some of the machines were still
at the manufacturer, they did the patches on those.”

Harris: “How long did it take to do patches on — what was
it, around 22,000 machines?”

Barnes: “It took about a month to go back out and touch the
systems.”

Harris: “Can you tell me about the procedure used to install
the patches?”

Barnes: “The actual installation was a matter of putting in a
new memory card. [memory card: like a floppy disk, but
shaped like a credit card. Sometimes called PCMCIA card.] It
took about one and a half minutes to boot up... [discussion
of slots and memory cards]. They take the PCMCIA card, in-
stall it, and in the booting-up process the upgrade is installed.”

Harris: “Where did the actual cards come from?”

Barnes: “Diebold gave a physical card — one card that acti-
vates each machine. There were about 20 teams of techni-
cians. They line the machines up, install the card, turn on,
boot up, take that card out, move on, then test the machine.”

Harris: “Were people driving around the state putting the
patches on the machines?”

Barnes: “Yes.”

Harris: “What comment do you have on the unprotected FTP
site?”

Barnes: “That FTP site did not affect us in any way shape or
form because we did not do any file transferring from it. None
of the servers ever connected so no one could have trans-
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ferred files from it. No files were transferred relating to state
elections.”

Harris: “How do you know that no one pulled files from the
FTP site?”

Barnes: “One voting machine calls the servers and uploads
the info. We don’t allow the counties to hook up their servers
to a network line.”

Harris: “l notice that one of the things the network builder
put on the [county] machines was a modem.”

Barnes: “The only time you use the modem is on election
night. That is the only time the unit was used, was election
night when they plug it into the phone...[details on prepara-
tion of vote databases]”

Harris: “Having the screens freeze up is a pretty severe er-
ror — how did 5% of the machines get out of the factory with
that? How did they get through Wyle testing labs?”

Barnes: “All | know is that the machines were repaired.”

Harris: “How do you know that the software in the machines
is what was certified at the labs?”

Barnes: “There is a build date and a version number that
you can verify. Kennesaw University did an extensive audit
of the signature feature — Dr. Williams and his team went
out and tested every machine afterwards to make sure noth-
ing was installed on them that shouldn’t have been.”

Harris: “They tested every one of 22,000 machines?”

Barnes: “They did a random sampling.”

Feb. 12 2003: Interview with Dr. Britain Williams, Kennesaw Election Center,
an organi zation funded by the Georgia Secretary of State.*!

Harris: “l have questions regarding your certification of the
machines used in Georgia during the last election.”

Dr. Williams: “For the state of Georgia — | don’t do certifica-
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tion. The law gives the Secretary of State the authority to
say what systems are certified and what are not. What | do
is an evaluation of the system...[details on certification]”

Harris: “What was your involvement in certifying the pro-
gram patch that was put on? Did you actually certify the patch,
or did you determine that it was not necessary?”

Dr. Williams: “Part of our testing program is when these
machines are delivered, we look at the machines and see
that they comply. And in the process of doing that — repre-
sentatives of Kennesaw University did this — we found about
4-5 percent of the machines were rejected, not all because
of screen freezes, but that was one of the problems.”

Harris: “It was the screen freezes that caused them to issue
a program patch?”

Dr. Williams: “Yes. The vendor [Diebold] created a patch
addressing the screen freezing. It made it better but didn’t
completely alleviate the problem.”

Harris: “Did you do a line-by-line examination of the original
source code?”

Dr. Williams: “For the original — no. We don’t look at the
source code anyway; that’'s something done by the federal
ITAS.”

Harris: “Did you do a line-by-line examination of the patch?”

Dr. Williams: “The patch was to the operating system, not
to the program per se.”

Harris: “It only changed Windows files? Do you know that it
didn’t change anything in the other program? Did you exam-
ine that?”

Dr. Williams: “We were assured by the vendor that the patch
did not impact any of the things that we had previously tested
on the machine.”

Harris: “Did anyone look at what was contained in the re-
placement files?”
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Dr. Williams: “We don’t look at source code on the operat-
ing system anyway. On our level we don’t look at the source
code; that’'s the federal certification labs that do that.”

Harris: “Did you issue a written report to the Secretary of
State indicating that it was not necessary to look at the
patch?”

Dr. Williams: “It was informal — not a report — we were in
the heat of trying to get an election off the ground. A lot was
done by e-mails.”

Harris: “What month did you install that program patch?”

Dr. Williams: “When we took delivery, we were seeing that
the patch was on there.”

Harris: “I have a memo from the Secretary of State’s office
that is dated in August [Sept. 16, actually], and it says that
due to a problem with the screens freezing, a patch was go-
ing to be put on all the machines in Georgia. It references a
Rebecca Mercuri report..[Dr. Williams discusses Dr. Mercuri]”

Harris: “...Apparently, someone had already taken delivery
on these machines and they had already been shipped out
around the state before the patch was applied, is that right?”

Dr. Williams: “The patches were done while we were doing
acceptance testing. One of the things we looked for during
acceptance testing was to make sure the patch was put in.”

Harris: “But as | understand it, a team of people went around
the state putting these patches on.”

Dr. Williams: “By the time they put the patches in, the ma-
jority of the machines had been delivered. Actually, it was
going on at the same time. When they started putting the
patches in around the state, we tested the machines where
they did that [put the patches in] at the factory.”

Harris: “When | spoke with Michael Barnes, he said that you
tested all the machines, or a random sampling of the ma-
chines, after the patch was put on.”

Dr. Williams: “We had five or six teams of people with a test
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script that they ran on each machine —”
Harris: “The test script did what?”

Dr. Williams: “The test script was generic. It was in two parts.
One part tested the functionality of the machine. It was a
hardware diagnostic; it primarily tested that the printer
worked, that the serial port worked, that the card reader
worked, tested the date and time in the machine, and to an
extent checked calibration of the machine. Then if it passed
all of those, it tested the election. We loaded a small sample
election in, the same as the one used during certification test-
ing, and we ran a pattern of votes on there.”

Harris: “You mean a Logic and Accuracy test?”

Dr. Williams: “Yes. A little miniature election. If the machine
passed, we wrote it up and sent the report back to the of-
fice. If it failed — if it froze up or there were other failures,
and there were some of those, like the card reader was bro-
ken or the case was broken — then we didn’t pass it.”

Harris: “Can you tell me about the digital signature?” [A digi-
tal signature is used to show that no changes in the soft-
ware were done.]

Dr. Williams: “That’s part of the test that involves looking at
the software — putting the patch on wouldn’t change the
digital signature.”

Harris: “But if you put in a program patch, wouldn’t that show
that a change has been made?”

Dr. Williams: “No, because the patch was only in the Win-
dows portion — there was no digital signature check on the
operating system...”

[discussion of how a digital signature works]

Dr. Williams: “They write the source code and the source
code is submitted to the federal lab. When it passes the lab
they freeze the source code; at that point it's archived. Any
change after that is subject to retesting.”

Harris: “What was the security around the creation of the
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cards used to implement the patch?”

Dr. Williams: “That’s a real good question. Like | say, we
were in the heat of the election. Some of the things we did,
we probably compromised security a little bit. Let me empha-
size, we’'ve gone back since the election and done extensive
testing on all this.”

Harris: “Based on your knowledge of what that patch did,
would it have been needed for all the machines of same make,
model and program? Including machines sold to Maryland and
Kansas that were built and shipped around the same time?”

Dr. Williams: “Yeah, but now the key phrase is with the ‘same
system.” Maryland ran a similar version with a different ver-
sion of Windows and did not have this problem.”

Harris: “So the program was certified by the federal labs
even when it ran on different versions of the operating sys-
tem?”

Dr. Williams: “Yes, they don’t go into the operating system.”

Harris: “There was an unprotected FTP site which contained
software and hardware specifications, some source code and
lots of files. One file on that site was called “rob-georgia”
and this file contained files with instructions to ‘replace GEMS
files with these' and ‘replace Windows files with these and
run program.' Does this concern you?”

Dr. Williams: “I'm not familiar with that FTP site.”

Harris: “Is there a utility which reports the signature? Who
checks this, and how close to Election Day?”

Dr. Williams “We do that when we do acceptance testing.
That would be before election testing.”

Harris: “What way would there be to make sure nothing had
changed between the time that you took delivery and the
election?”

Dr. Williams: “Well there wouldn’t — there’s no way that
you can be absolutely sure that nothing has changed.”

Harris: “Wouldn’t it help to check that digital signature, or
checksum, or whatever, right before the election?”
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Dr. Williams: “Well, that is outside of the scope of what some
of the people there can do. I can’t think of any way anyone
could come in and replace those files before the election —”

Harris: “Since no one at the state level looks at the source
code, if the federal lab doesn’t examine the source code line
by line, we have a problem, wouldn’t you agree?”

Dr. Williams: “Yes. But wait a minute — | feel you are going
to write a conspiracy article.”

Harris: “What I'm looking at is the security of the system
itself — specifically, what procedures are in place to make
sure an insider cannot insert malicious code into the sys-
tem.”

Dr. Williams: “There are external procedures involved that
prevent that.”

Harris: “This is exactly what I want to know. If you know
what procedures would prevent that, could you explain them
to me?”

Dr. Williams “We have the source code. How can they pre-
vent us from reviewing it? | have copies of source code that
I've certified.”

Harris: “But you said you do not examine the source code.”

Dr. Williams: “Yes, but the ITA did it. The ITA, when they
finish certifying the system, | get it from the ITA — someone
would have to tamper with the source code before it goes to
the ITA and the ITA would have to not catch it.”

Of course, they just told usthat the I TA never examined the program modi-

fications made to 22,000 machinesin Georgia.

Let'sconsider afew points here:

1. Tiny programs can be added to any program modification. The file
“Setup.exe” launches many of these, some of which are”.dll” files, which stands
for “dynamiclink libary.” These are small filesthat hideinside executable pro-
grams and can launch various functions (whatever the programmer tellsthem to
do.) They can be set up to delay their launch until atriggering event occurs. There
isnothing wrong with .dll files, but there is something very wrong with putting

new.dll filesinto avoting machineif no one has examined them.
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Other files, such as“nk.bin,” also contain executablesthat can literally re-
write the way the system works. The nk.bin fileis sort of like amini-Windows
operating system. If aprogrammer from Diebold modifiesthe nk.binfile and these
modified files are put on the voting machine without being examined, thetruthis,
we have no ideawhat that machineisdoing.

Also, any time you do a program modification, you can introduce a small
trojan horse or virusthat can corrupt the el ection.

(Hey! What’sthis?)

E[ I3 ClockFix, zip
M. bin BIM File 7/16/2002 3:48 PM

ClockFix. zip

2. Therob-georgia.zip folder includesafile called “ setup.exe” that was never
examined by certifiers. It contains many .dll files. The “clockfix” zip fileisan
nk.binfile. Someone should have looked at these.

3. Windows operating system: In order to use“COTS” software (Commer-
cia Off The Shelf) without having certifiersexamineit, the commercial software
must be used “asis’, with no modifications. If the patches that Barnes and Will-
iamsreferred to were Windows patches, the moment Diebold modified them they
became subject to certification. They did not come from Microsoft. They came
directly from Diebold. Therefore, they were not “asis, off the shelf.” Someone
should have looked at these, too.

4. Therob-georgia.zip file containstwo foldersfull of filesthat are not for
Windows. GEM Sisnot part of the Windows operating system. You don’t need to
be acomputer scientist to seethis: Just look at the file names, which instruct the
user to alter the GEM S program. Someone should have looked at these.

5. According to Dr. Williams, no one at the state level looked at these modi-
fications, and according to Michael Barnes, no one at the national level looked at
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them, either. In fact, no one has any idea what was on those Georgia voting

machineson Nov. 5, 2002.

Georgiacertified anillegal election. Now what?

* *k % % %

Asword spread about voting machine files found on an open FTP site, it
became afavorite topic of conversation on internet discussion forums...

“This could make Watergate ook like a game of tiddlywinks... Get a
good seat. This could be quite along ride!”

— Truthl sAll

Best disinfectant for secret vote-counting: Sunlight

Public examination of thosefilesisthe best thing that could have happened.
It’sthe only way we can engage in an informed debate about voting machines.

Trust us: Here is the official
statement from Diebold, issued
by fax on Feb. 19, 2003:%4

“The old Global Election Systems
site has been taken down
because it contained old, out-of-
date material.”

The facts: According to
whois.sc, the site was actually
owned by Diebold, and this
“old” site had been taken down
only days earlier, and some of
its “old” files were date-
stamped just three weeks
before Diebold issued this
statement.

I’m glad we got a look inside, but
what we found was shocking. What you
are about to read should divest you once
andfor all of theideathat we can “trust”
secret voting systems created by corpo-
rations.

The Diebold FTP site contained com-
puter files for systems marketed by
Diebold Election Systemsand, beforethat,
Global Election Systems. Thesevoting sys-
temswereused inreal elections.

There is no reason to believe that
other manufacturers, such as ES& S and
Sequoia, are any better than Diebold —
infact, one of the founders of theoriginal
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ES& S system, Bob Urosevich, also oversaw ) ) .
development of the original software now used rob-georgia.zip?

by Diebold Election Systems. Anonymous FTP access?
LOL, unbelievable! Thisis

Because voting systems (except beyond ridiculous, these
AccuPol '3, which is open source) are kept people couldn’t be trusted

secret, | am focusing on Dieboldinthe n_ext to Secure your granny’s
several chaptersonly because we can’t find system!”

out anything about the other vendors' systems. — quimby

We do know that, according to internal
memos from Diebold employees, ES& Swas said to have a patent lawsuit pending
against Diebold predecessor Global Election Systemsat onetime'®. That isnot
surprising, because ES& S founder Bob Urosevich brought technology over to
Global Election Systems. If apatent lawsuit wasfiled, that would indicate that
some part of the system was alleged to beidentical. Also, Chapter 2 shows that
Diebold, Sequoiaand ES& S have all miscounted el ections many times.

A word about “open sour ce”

Very reputable programs, such as the Linux operating system, have been
devel oped through “open source,” letting the whole world examine the system
and suggest improvements. Some advocates confuse what happened with Diebold’s
unprotected FTP sitewith open source. What Diebold did, though, isquite differ-
ent.

If you never obtain public feedback to improve your software, what you have
ishorrific security, not an open source system. Hundreds of people have by now
examined the Dieboldfiles, but it’sstill not open source because no one hasthe
slightest ideawhat Diebold has doneto correct the flaws, if anything.

If the Diebold system had allowed everyone with expertise in security, en-
cryption, hacking and database design to critique the software during devel op-
ment and then showed how it corrected the flaws, that would be open source.
Such aprocedurewould no doubt arrive at avery simple and secure program with
avoter-verified paper ballot to back it up. Australiahas devel oped an open source
voting program, and so hasAccuPoll.
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Instead, Diebold allowed only asmall handful of programmersto look at its
software. Then they put all the software (along with passwords and encryption
keys) on an open Web site and left it there for several years, where crackers
could download it, and peopleinterested in el ections could find out about it, but
respectable experts and citizens groupswere not told of its existence or allowed
to examine anything.

I’m glad the files became available, but putting that kind of material on an
unprotected Web site was “amajor security stuff-up by anyone'sreckoning.” 2
That’show Thomas C. Greene, of The Register, describeswhat Diebold did, and
he'sright. Diebold’s entire secret election system was available to any hacker
with alaptop.

Did leaving these files on an unprotected Web site jeopar dize elections?

Yes. If your elections officialstell you they still trust the system, givethem a
copy of thisbook. They were never made aware of therisks. Your congressperson
may be equally unaware. In fact, well-meaning, election supervisors and con-
gressmen generally know diddly about C++ programming, Microsoft Windows
code or remote-access security. Even if they looked at the source code (which
they are prohibited from doing), they
don’t have the expertise to evaluateiit.

Trust us: “There’s so many
checks and balances in this They trust the system because they

process.” — Linda H. Lamone think that someone else is minding the
store — secretaries of state, for ex-
Maryland State ample, or state election directors. But
Elections Board™ | nona of that makes any differenceif the
innards of your voting system, including
The facts: Poll-worker training the passwords, IPinformation and mo-
won’t compensate for insecure dem configurations have been available
or flawed computer programs. to crackersfor six years.

Asyou' Il see, our certification sys-
temisfundamentally broken. The systemissecret, relieson afew croniesandis
accountable to no one. Worse, the certifiershave clearly given apassing gradeto
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software so flawed that it miscounts, loses votes
and invites people to comein the back door to

makeillicit changesto anything they want. But “Are you serious?
even thisinadequate certification system would Please tell me you're
be better than what we discoveredisreally hap- not serious here?”
pening:

Diebold hasbeen using softwaredirectly off — DEMActivist

itsFTPsite, without submitting it for certification

aal.

What a cracker could dowith thefileson the FTP site

If you want to tamper with an election through el ectronic voting machines,

you want to play with:

Ballot configur ation — Switch the position of candidates. A votefor one
candidate goesto the other. Thiswould be useful in precinctsthat favor one party

or candidate over another.

Voterecording— Record votes el ectronically for the wrong candidate, or

stuff the electronic ballot box.

Votetallying— Incorrectly add up the votes, or substitute abogusvotetally
for thereal one, or changethevotetally whileit isbeing counted.

T Ballotstation 4-3June11.pdf

'@ prtrainirgg, pdf

T GEMS Users Guide 1-17-15. pdf
gemsmanualdzo0z, pdf

‘fl:uu Found ik, doc
@UsingVCPrngrammer.dac
@BallntImageDataStructure.xls

£ BALLOTS.LOG

Se-:ure-Tech Smnart Card Reader 3T-20IF, pdf
.ﬁ.c-:u'-.-'cute-'-.-'ersicunl 94HardwareGuideRevision .2
.ﬁ.ccu'-.-'cute-TS Users Guide 4,1, pdf
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You' d want to find out as much as you could about procedures. No problem
— theWeb site contained the Ball ot Station user manual, the Poll Worker Train-
ing Guide and at | east two versions of the GEM S User Manual, along with the
Voter Card Programming manual and hardware configuration manuals for the
AccuVote touch screen system.

The“Technical Data Package” for the new AccuVote TSx system contains
details on procedures and security measures (take with agrain of salt).

* *k % % %

It would be helpful to play with electionsin the comfort of your own home.
Not a problem — full installation versions of almost all of the Diebold voting

programswere on the Web site.

« BallotStation.exe (voterecording and precinct tallying, found inthe BS

folders)

* GEM S.exe (county-level tallying of all the precincts, found inthe GEM S

folders)

* VCProgrammer.exe (programsto sign in and validate voter cards)

Just about every version of the Diebold programs ever certified (and hun-
dredsthat were never certified) were available.

P.u:u:u'-.-'u:ute-TS Isers Guide 4,1, pdf

'@M-TSX Power Supply-Prinker
'@icS_getting_started.de
'@ic3_|anguage_referenu:e.|:u:|F
'@iESJ:ungrammers_guide.de
'@icSl_release_nDtes.de

T 1cMOA0-0130 5.pdf
'@ImgCapRep.de
'@IndustrialGrade.ﬁ.T.ﬁ._l .0.pdf
'@LHNDiagram.de
TL0150%1061 1. pdf
'@wireless ethernet PCMCIA
T Tauch Screen E77225-000.pdf
E] WRemokeTables, bxt

'@.ﬁ.ccuh‘ute-TSx 2,02 Fyskem Overview, pdf
'@.ﬁ.ccuh‘ute-TSx 2,03 3yskem Functionality Description, pdf
'@.ﬁ.ccuh‘ute-TSx 2,04 Syskem Hardware Specifications, pdf
'@.ﬁ.ccuh‘ute-TSx 2,05 Software Design and Specification, pdf
'@.ﬁ.ccuh‘ute-TSx 2,06 Syskem Jecurity Specifications, pdf
'@.ﬁ.ccuh‘ute-TSx 2,07 Syskem Test and Yerification Specificati
'@.ﬁ.ccuh‘ute-TSx 2,08 Syskem Operations Procedures, pdf
'@.ﬁ.ccuh‘ute-TSx 2,09 Syskem Maintenance Procedures, pdf
'@.ﬁ.ccuh‘ute-TSx 2,10 Personnel Deployment and Training Re
'@.ﬁ.ccuh‘ute-TSx 2,11 Configuration Management Plan, pdf
'@.ﬁ.ccuh‘ute-TSx 2,12 Quality Assurance Program,pdf
ﬂ.ﬁ.EEUVDtE-TSX 2,13 gyskem Change Mokes, pdf
'@.ﬁ.ccuh‘ute-TSx Hardware Guide Rev 1.0,pdf
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You' d want to know how to usethe programs,

“You cannot build an so besides having all the installation and user
idiot-proof voting system manuals, all the*readme” fileswereavailabletoo.
becauseidiotsare so

It might be helpful also to know what kind of
testing the voting system goesthrough, especialy
the details on the highly touted “ L ogic and Accu-
racy” testing doneright before and after the elec-
tion. After all, you' d want to make sure that what-
ever you do doesn’t get caught. Not only testing procedures, but testing samples
and instructions on how to do the testing were also provided on the Diebold FTP
site.

ingenious.”

— ctdonath2

You' d want to see sometypical ballot configurations— or, better yet, get the
datafilescreated for actual elections. That way you’ d know the positioning of the
candidates on the ballot, and you could even get the candidate |.D. number used
by the computersto assign votes. You could do test runsusing real election files.

Onthe FTPsitewerefilesdesignated for countiesin California, Maryland,
Arizona, Kentucky, Colorado, Texas, Georgia, North Carolina, Kansasand Vir-
ginia. Somefiles, like onefor San Luis Obispo County, California, were date-
stamped on an election day (curiously, five hours before the polls closed).

The Diebold easy password method:

(27 %110700-pimageneral zip password = pima
(3 norfolk. election. zip password = norfolk
(7 docs.zip password = voter
(7 chrisBielis zip password = bellisc
@Wvle.zip password = wyle99
(27 Juank..zip password = juan

Guessing passwordsiseasy. Many files are named for Diebold employees,
and many passwords are just employee names.
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The supervisor password for voting
machines at the polling placewas*1111.”
When | saw thisinthemanual, it reminded
me of buying a new briefcase. It comes
with a"default" combination, but of course
you change the combination as soon asyou
start using the briefcase.

For some reason, Diebold's voting
machineswereless secure than your brief-
case. That’s because programmers hard-

] [

" of I_'r,un'::l |

1. Insert the Manager card into the card
reader.

2 Enter the password 1,1,1,1,and touch "OK",

% Remove card when instrucled.

4 When the screen below appears, prass the

“End Election” button,

wired the password into the source code. That way, no one could change the
password and anyone inside the polling place (the janitor, acrooked politician)
could pretend to be asupervisor by entering "1111".

In case you need afancy password, thefilescalled “ passwd” might comein
handy. | don’t know if anyone found a use for the Diebold programmer pass-

words, but these were sitting there.

passwd

ken:Cx4JrE40dushk
uy: APHmbSWVeBSWQ6
Lri:GubsAUFSTLIOQA0
whitman:EnSetwk/DYCTH
nel:f137xcsCrmxET
mike:ZX50EayCP1CxI.
tomg: hdskreZaF iugg
hill:6bFseyII9RxVY
guest icZmsUIvisgeyo

passwd-

ken:Cxd4JrE4Qduehk
tri:UEGHh. UaiLEQk
dritry:dyNCEELJMDVDT
whitman: gdPfNA=Gd94o6
kponti:h/tlxLFSaVUVE
denisel:b/t1xLFSaVUVE
ataa:bh/t1xLFS5aVUVE
Joszh: EHwPOhASi=3JE

At the county election supervisor’s office, the results from all the polling
places are tabulated using aprogram called GEM S and the password wasin the

user manual.

The election supervisor can change“ GEM SUSER,” but later 1’1l show you
how even aten year-old could changeit right back.
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Endiar your wser logon nams and pessaord (0. GEMEUSER).
Al hes poenl Windows will slar
The password for the

Serting System Date and Tims GEMS program is

“GEMSUSER”
lnhrl'l'l'lm starts, o the boftom righd comer of thae soreen is tha systam

SAUCAFY _DATR INIT (CSmarcCardEmullg)

Supervisor access at the polling place m_ByhccLevel = '0';

is granted by the password 1111. m_ID = _T("D1234567890") ;
Instead of allowing supervisors to m_EE‘-’Elg = 1:

ce . . m Lewvel = =1z
control the password, it is written into m Levels = -1

the source code and printed in the m_PREEy = =17

manuals. m_PIN = T(["1111™):
m_Type = VOTER_CHED:
FFYPRAFX_DATA INIT

== ADMIN_CARD)) I
st = WC_MNOACCESS:
} elae |
CWoterInfo writeWoterInfo:
wriceWoterInfo.m CacrdType = WVOTER CARD:
writeWoterInfo.m Version = WCI YERSTON1;
writeWoterInfo.m ElectionKey -_pUI:u_Ed.Infu-;\-m ElectionId:
writeWorterInfo.m VCencer = EUCEHCEE[HUCEEEIHED—:\I& Ylenterid) »
wriceWoterInfo.m DLVersion = pWardInfo->m DL¥ersion:
writeWorterInfo.m Reportunit = CD:lEl:E:I.I:L'.[IJUEE.EU.IHII:I—:-m_PEEI::I.nI:l:IU.]:
writeWorterInfo.m Baseunit = CBaseunit (pWCardInfo->m_Portionld) »
writeWorterInfo.m CouncerGroup = CCounterGroup (pW¥CardInfo=>m GrouplId) ;
writeWorerInfo.m Weroupl = CUG-I:I:ILLI:][uUEElI:I:lIntl:I—:-m_'l.l'E-El:luulll:l]:
wriceVoterInfo.m VoroupZ = CVWGroup [p¥CardInfo->m WGroupzId) :
scrcpy (wriceVocer Info.m PIN, "1111%):
scrcpy (wriceVocer Info.m_Description, "*):
wriceVorerInfo.m Flagsl = (UCHAR) [ (pVCardInfo-»>m Flags & O0x07) |
NEWTYPE_CARD) »
wriceVoterInfo.m FlagsZz = (USHORT) (pVCardInfo-»m Flags »» 4);
wricteVoterInfo.m VocerSN = p¥CardInrfo-»m VoterId:

if [m_CardReader.Write [wriceVoterInfo) != SHC_OK)
st = VC_FAILEDWRITE;
elae
st = VC_OKAY;
i
i
if (m CardReadec.IsOoeniil {
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Perhaps we should run some elections.

A cracker who wantsto pretend he isthe county elections supervisor might
start by installing one of the GEM S vote-tallying programs on his home computer.
GEMSison the central computer at the county elections office. Thisisthe soft-
warethat createsthe ballots before the election, and it al so tabul ates the incoming
votes from the polling place when the polls close. The same GEM S program
handles both touch screens and optical -scan machines.

If you were to select any of the many vote databases tagged to cities or
counties, you could practice tampering with elections using real softwareand real
vote databases.

Any computer that has Windows seemsto work, but meticul ous peoplewould
follow theinstructionsleft on the FTP site and put the GEM S program on aDell
PC withWindows NT 2k installed.

So many versions of the GEM S program, so little time. A good version to
start with would be GEM S 1.17.17 — according to NASED documents posted on
the Internet by The Election Center, that wasthe officially certified version of
GEM Sduring the general electionin November 2002.

A folder called “PimaUpgrade” might beagood choicefor ahacker livingin
Tucson, and the new 1.18 series was also available. An even newer program,

I'E__dmreum:lzz:u'rﬂr echon.zip I cointies GA.2
(5 slarmedalciprimarydat shass. sip |t-:hr-.sr.nc-t_-'-=h:tnn.:|:i
(£ sdarvonidan el whiction § 102, [ Bor chester {English)®. o
lF—_.F'““"'-" [Erghsh)2. 3 (1] Cior chester Screnn Shots, 5o
(2 filegarry Scroen Shoks.2p (I3 Do chasster Audio, zip
(2 Abegarryfesdio. 2o [F3 dorcrester-Fimed. 20
(S cobb-corrected-100102-backp. B0 ([D) mipasn.op
|F_C:vhbi:a.rl.'_-'n:=n:u zip |"."_—,_,.|‘"_| 18, 5
{2 monbgomery_85_ttyies, ip [0 P albegyanastic 1 0-02pinaryish 1 302 ver | chanages. 2
(2 Montgmer ol 2ip [E=3final - abesgany 5 10-02 primary B-13-02 ver 130
(BB rosf ok election. zip [E3) Final - besgany 5-10-02 prmary.zip
IIF—_DH'IT":M'-'""::'I' (5 Final morkgemery B-10-02 primary 514-02 Yerl 5ip
({5 ofrica-slpssn.zp (150 Florida balot station 4=3 certification general.zip
(T2 oy el allegares rsrdared datshases, s |'F_ ForsthColCo-2,.2p
Emn;adn.:ﬂ (1Z) ForsythCokic_Cathi.zp

P . e T e il 5 i £ .
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version 1.19, was put on the FTP site on January 26, 2003, just three days before
it wastaken down.

Faking your own touch screen machine

Suppose you wanted to simulate an actual touch screen voting machine. You
need to activate those with a smart card, and the average desktop computer isn’t
set up for that. Put theword “votercard” into atext search on the Diebold files,
and thispopsupinafilecaled “votercard.cpp,v’

vi-10-19:1.5
wi-10-13:1.5
bl-1-3—wotercard-hack:1.5.0.4
w3i-10-17:1.5
vi-10-16:1.5

=r2_1M_1E«1 C

Well...what the heck isthisfile? What kind of fileisa“cpp?’

The suffix “cpp” standsfor “ C++,” and thesefiles are source code. “ Source
code” containsthe commands given to the computer that tell it how to executethe
program. Many people are surprised to learn that source code files consist of
English-like programming commands that people can read. After software engi-
neerswritethe program, inthiscasein C++ language, it isthen compiled to make
it machine-readable.

Thecvs.tar filethat Diebold left on itsWeb

) )| oS, bar
site was a source code “tree” for the program ;I

used to cast votes on touch screens, The tree ' — HEEHYEEe
contains more than program commands; it in- [ ¥aotercard
cludesthe history of Diebold’s software devel- j Vaotercard.cpp, v

opment process, going back all theway back to
Bob Urosevich’sorigina company, I-Mark Systems, through Global Election Sys-
tems, and including 2002 programming under Diebold Election Systems.

TheVotercard.cpp,v, fileisfound in adirectory called Votercard, inacvs.tar
directory called AccuVote.
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Now, if I"'m acracker and | get the “Votercard.cpp,v” file off the Diebold
Web site, and I’ m running acomputer that really isn’t avoting machine but want
tofigureout how it works, hereit is: aneat little program that can cancel out the
card reader entirely. Diebold handed me the road map and helped mefind it by
naming it “votercard-hack.” Any moderately skilled programmer will know how
to pasteit into the latest touch screen source code, recompile, install, and start
playing around.

“Votercard-hack” takesyou straight to the source code commands you need:

L eaving other people's pants unzipped

It's bad enough when you leave your own sensitive stuff on the Web. But
Diebold exposed other people'sconfidential information, also. Diebold | eft 15,900
of Microsoft’s proprietary Windows CE source code filesonits public web site,
ready to assemblelike aset of legos.

The Microsoft Windows CE Platform Builder isaset of development tools
for building aWindows CE operating system into customized gadgets. You are
supposed to have alicenseto useit, and, according to Bill Cullinan of Venturcom
Inc., aWaltham, M assachussetts-based Windows CE distributor and devel oper,
thekitiscertainly not free.

“The Platform Builder development kit for the new Windows CE .net runs
about $995,” hetold me. “ Earlier, the cost was up over $2,000.”

2 appendix f - accepkance tesk specifications. do ECCTESLE:{E
@2 appendix & kpd supervisor test procedure.htm  [C5) Appendix E Testing Procedures

2 appendix bS - sample test plan,doc | ForsythTEST. zip

@2 appendix b4 - sample test procedure, doc (E7 ciber BRC Results Impaort, zip

2 appendix b3 - test incident report, doc EPenn certification docs.zip

@2 appendix b2 - test log, doc (£7] secretary of state kesting- Final.zip
@2 appendix bl - test skandards, doc Ewyle.zip

| PixEZ-testwark, zip kesth.frm

kestc.Frm
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Any cracker in theworld could access
the pricey Microsoft developer’s platforms
through the Diebold FTP site.

“Supid or evil?”
Though many companies
maintain FTP sites, not
many | am aware of store
source code and customer
filesin plain sight.

— Atraides

Despite anaticethat says, “ You may not
copy the [Hewlett Packard] Software onto
any public network,” copies of the Hewlett
Packard softwarewere onthepublic FTP site
hosted by Diebold.

A document marked “ Intel Confidential”
pertaining to microprocessor development for personal PCswason the FTP site,
along with the Merlin PPC Sourcekit for personal PCsand the Intel Cotulladevel -
opment kit, and board support packages for Microsoft Windows CE .NET and
PocketPC 2002.

So, Diebold expects usto trust them with our vote, yet they are quite cavalier
with other people'sintellectual property and, aswewill seein the next section,
with people's personal information.

Parked on the Diebold FTP site: Private info on 310,000 Texans

Johnny May, perhapsthe nation’sleading expert on identity theft, has sober-
ing information for you about the Internet and your security. I dentity thieves can
work anonymously from anywherein theworld and, armed with your social secu-
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rity number and afew other details, can quiteliterally ruinyour life. And all they
need isyour name, address and birthday to get your Social Security number.®

Thefilesonthe FTP site were ahodge-podge. During the writing of this
chapter, | tried to take amore completeinventory.

Tucked into onefolder, buried about three-deep in the directories, wasa
filethat contained personal information for 310,000 Texans.

People have aright to privacy, even in the Internet age. Any woman who
has an abusive ex-boyfriend will tell you that she doesn't want her apartment
number published on an open web site. Child custody cases can get nasty.
Thieveswho find adatabase like the oneleft in the open by Diebold may try to
sl theinformation.

Inthisfilewerebirthdays. First, middle and last names. Street addresses.
Apartment numbers. School districts. Political affiliations. Voting habits. Yes, |
assumethey will say it was some kind of voter registration file, but it doesn’t
look quite precisely like one. Each kind of information (name, zip code, etc.) is
calleda“field.” Thisfilehad 167 fields, which included datafrom about three
dozen elections, logged in over aperiod of several years by many different
people. Ninety-five thousand people from Plano arein thisfile, and acouple
hundred thousand more from Richardson, McKinney, Wylie, Dallas and sur-
rounding aress.

Because of thisfilel know that Bob L. of PlanoisaRepublican and likesto
do early voting, and that he and hiswife are the same age. But does Bob know
that Diebold hung hisundies out thewindow for all to see?

Yes, | know. Someonewill explainto methat you can buy voter registra-
tion filesfor anominal fee. But that doesn’t mean you can buy those lists and
stick them on the Internet (and what was Diebold doing with thisinformation

anyway?).
And doesBob Urosevich, the President of Diebold Election Systems, know
that hiswife and daughter had their private information on that web site too?
And what do Diebold and the other guardians of our vote have to say
about this?
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“We protect the Bill of Rights, the Constitution and the
Declaration of Independence. We protect the Hope
Diamond. Now, we protect the most sacred treasure we
have, our secret ballot.”'’

— Diebold CEO Wally O’Dell

“For 144 years, Diebold has been synonymouswith security, and we take
security very seriously in all of our products and services.”

— Diebold web site

“Sometimes our customers use the FTP site to transfer their

own files. It has been up quite some years. People go there

from counties, cities, sometimes there is stuff there for state

certification boards, federal certification, a lot of test material
gets passed around.”'®

— Guy Lancaster

Diebold contractor, 2/03

...the current group of computer ‘wizards” who are so shrilly attacking ... are

no longer behaving like constructive criticsbut rather asirresponsible alarmists
and it’'s getting a little old.

— DanBurk

Registrar of Voters

Washoe County, NV

(from Diebold web site)

“They’re talking about what they could do if they had access to
the [computer program] code...But they’'re not going to get ac-
cess to that code. Even if they did, we’d detect it.” 1°

— Dr. Britain Williams
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“Our ongoing investigation has found no merit to the
insinuations of security breaches in our election solutions.” 2°

Joe Richardson
Diebold spokesman
Feb 2003

Harris: (follow up question) “So if there were 20,000 files
including hardware, software specs, testing protocols, source
code, you do not feel that is a security breach?”

Richardson: [shuffling papers] “Our ongoing investigation has
found no merit to the insinuations of security breaches in our
election solutions.”?2°

“ The scientists are undermining people’s confidencein democracy,” Townsend
said. “ None of the critics is giving any credence to the extensive system of
checks and balances that we employ internally.”

Mischelle Townsend
Regidtrar of Voters
Riversde County, CA
Associated Press8/17/03

"It is all fine and well to upload results over the internet, but

we don’t exactly have a lot of experience in internet security

in this company, and government computers are crackers
favorite targets."

Barry Herron

Diebold Regional Manager

Diebold internal E-mail - 2/3/99
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Chapter 7 footnotes

1-"If You Want To Win An Election, Just Control The Voting Machines’ by
Thom Hartmann: http://www.commondreams.org/views03/0131-01.htm. Thom
Hartmann is the author of Unequal Protection: The Rise of Corporate Domi-
nance and the Theft of Human Rights (www.unequal protection.com)

2 — PUBLIC RECORD ACT REQUEST: Responding Agency: Alameda
County Registrar of Voters filed by Jim March on July 29, 2003. http://
www.equal ccw.com/voteprar.html

3 - PUBLIC RECORD ACT REPLY: Responding Agency: Alameda County
Registrar of Voters filed Aug. 8, 2003. http://www.equalccw.com/
alamedafollowup.pdf

4 — The Palm Beach Post: 17 Sept. 2002; “Reno consults electronic voting
foe”

5 — Unpublished interview of three experts on electronic voting, by William
Rivers Pitt, author of The Greatest Sedition is Silence. Excerpted on Demo-
cratic Underground Aug. 1, 2003. Pitt also wrote War in Iraq and Our Flag
Too: The Paradox of Patriotism.

6 — The Risks Digest, Vol. 22: Issue 25. Monday 23 September 2002: Memo
from Chris Riggal, press secretary for Cathy Cox, Georgia Secretary of State.

7 — Georgia Secretary of State Press Office; Media Backgrounder: Multi-
level Equipment Testing Program Designed to Assure Accuracy & Reli-
ability of Touch Screen Voting System

8 — Diebold AccuTouch Technical Data Package TSx, final certification; Ap-
pendix D: Quality Control Manual and Appendix E: Testing Procedures,
submitted to Wyle Laboratories for certification in Jan. 2003.

9 — RFP Sec 3.28, “Schedule for Deployment,”# submitted by Diebold Elec-
tion Systems to the state of Georgiain March 2002.

10 — Feb. 11 2002: Interview of Michael Barnes, Assistant Director of Elec-
tionsfor the state of Georgia, by Bev Harris. Full unabridged interview can be
found inthelibrary at www.blackboxvoting.org

11 — Feb. 12 2002: Interview of Dr. Britain Williams, NASED certfication
board, official voting machine certifier for the states of Georgia, Maryland
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and Virginia, by Bev Harris. Full unabridged interview can be found in the
library at www.blackboxvoting.org

12 — The Register, February 2003, republished Aug. 2 2003; “ Computer ballot
outfit perverts Senate race, theorist says’” by Thomas C. Greene. http://
www.theregister.co.uk/content/55/29247.html and (read also) http://
www.theregister.co.uk/content/35/29262.html.

13 — AccuPoll voting system: http://www.accupoll.com/Products/Topl10/
index.html; “Non-proprietary hardware and open source software significantly
reduce both initial acquisition and ongoing maintenance costs.”

13a—Diebold internal Email, 4 April, 1999. From lan Piper to Talbot Iredale.

14 — The Baltimore City Paper, 19 February 2003; “Ballot Check: Computer-
ized Voting Comes Under Fire in Georgia and California’ by Van Smith, and
Salon.com, 20 February 2003; “Hacking Democracy” http://www.salon.com/
tech/feature/2003/02/20/voting_machines/

15 — The Baltimore Sun, 25 July 2003; “New Study Says Maryland’s Voting
Machines Are Vulnerable to Hackers

16 — The Guide to Identity Theft Prevention, by Johnny May, CPP.Statistics
on identity theft are available from the Federal Trade Commission Identity
Theft Data Clearinghouse: “Figures and Trends on I dentity Theft in Texas” http:/
/www.consumer.gov/idtheft/statemap/texas.pdf (2001) and http://
www.consumer.gov/sentinel/pubs/Topl0Fraud 2002.pdf (2002).

17 — Cleveland Plain Dealer, May 2002, interview with Wally O'Dell. Sent
out as a company press release in Sept. 2003.

18 — Interview with Guy Lancaster, 4 Feb 2003; According to Lancaster’s
web site, he was in charge of the site for Global Election Systems; Lancaster
has a small computer consulting firm and was under contract to Global Elec-
tion Systems. When Diebold bought Global in Jan. 2002, they transferred re-
sponsibilities for the site to afull time Diebold employee, but kept Lancaster
on under a new contract.

19 — Washington Post, 28 March 2003; “New Voting SystemsAssailed; Com-
puter Experts Cite Fraud Potential ”

20 — Interview with Joe Richardson, Diebold spokesman by Bev Harris, Feb
2003.
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8
Who's Minding the Store?
A freepress? Public officials? Anyone?

“Our citizens may be deceived for awhile, and have been
deceived; but as long as the presses can be protected, we
may trust to them for light.”?

—Thomas Jefferson to Archibald Stuart. 1799.

* k k Kk %

Has the free press been reined in by corporate interests? Certainly not, |
would havetold you ayear ago. You just have to make sure that you give them
something newsworthy. Journalists are seekers of the truth, abalanced truth —
thisl still believe.

Managing editors understand that our government will become corrupt with-
out critics, and that an honest and fearless pressisthe only method availableto
our citizenry to get at the truth — ayear ago, | believed that they had such an
understanding. But having seen the reluctance of some of our most important
editorsto consider issues of vested interests and el ectronic voting security, | have
to say that mainstream press support for investigative reporting now barely hasa
pulse.

Moreinsidiousthan failureto cover important stories as soon asthey come
out isthis: Some members of the press now usetheir own failureto cover anissue
asjustification that the issue must therefore not have merit. “If what you say is
true, why hasn't it been in the New York Times?’

Well | don’t know. You'll haveto ask the New York Times — in the mean-
time, | haveataperecording I’ d likeyou to take alook at, adocument you should
see, someinternal memos that someone should examine.
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“The press [is] the only tocsin of a nation. [When it] is
completely silenced ... all means of a general effort [are] taken
away.”?

—Thomas Jefferson to Thomas Cooper, November 29, 1802

Our pressisfar from*“completely silenced,” but itsvoicein matters of great
importance has become, at the very least, muffled.

Investigative reporter Greg Palast did an important investigation into the
illegal purge of over 50,000 citizens, who were not felons, from the Floridavoter
roles.® If your name was Bob Andersen of Miami, and Robert Anderson of Dal-
laswas convicted of afelony, and you are black, there was anasty likelihood that
you would not be allowed to votein Florida.

Explosive stuff. Proven stuff. Stuff that should be onthe CNN news crawler,
especially since these wronged voters, even after the case was proven, did not
get their right to vote back in November 2002. Documented, confessed-to, photo-
copied factsthat were validated in a court of law, but unfortunately, facts that
were not covered at all by most news outlets.

One reason: Early on, some reporters called the office of Governor Jeb
Bush and asked whether Florida had purged voters whose rights had been re-
stored in other states, and Jeb’s office told them it wasn’t so. That wasalie, and
documents proved it to bealie, and an important part of the news story was, in
fact, the uttering of that lie, but here’'swhat happened: Reporters decided not to
report the story at all, justifying their decision not to cover it by pointing tothelie,
without checking to seeif it wasthetruth. After all, it was a statement from the
office of the governor.

That isnot what our founding fathers had in mind when they envisioned the
critical rolethat afree press must play to protect democracy. “No government
ought to be without censors,” said Thomas Jefferson, “and where the pressis
free, nooneever will...it would be undignified and criminal to pamper the former
[the government] and persecute the latter [itscritics].”*

But in today’s media age, a Nebraska senator can have hisvotes counted
by acompany that he chaired and still partially owns, but even while heisactively
running for office, the Nebraska presswill not inform Nebraskacitizens of his
conflict of interest (the lone exception: Lincoln TV Channel 8 News).
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Atlanta Jour nal-Constitution reporter Jim Gallo-

Thisishuge.. way told me hefelt that it was moreimportant to write
Whyisitina about a state flag controversy than to inform Georgia
NEWZEALAND \qtersthat anillegal program modification had been made
paper? to 22,000 voting machinesright before an el ection.®
— Sagan

CNN, Fox News, MSNBC, ABC, CBSand NBC
were unableto tear themsel ves away from promising us
weapons of mass destruction in Iraq (astory that turned out to be false) in order
to spend 30 seconds asking a single question about the integrity of our voting
system, even after a Stanford computer science professor and more than one
thousand computer security expertsinsisted that it could not be trusted.

When Diebold, with machinesin 37 states, | eft its voting system out on the
Web for six years (freefor the hacking), not asingle editor from the Wall Sreet
Journal or USA Today or Newsweek magazine bothered to assign anyone to
look at thefiles so they could form an opinion asto theimportance of this security
gaffe.

It wasn’t because they didn’t know. In my mediadatabase | have 451,000
editorsand producers, and | have sent over 100,000 bulletinsdirectly to the appro-
priate editors and producers, in which | offered documents, cited sources and
listed phone numbers of many expertsto call. Everyone got the material — inves-
tigative, political, government, high tech, national newsjournalists— many have
been receiving regular updates since October 2002. Not only has most of the
press done apoor job (or at least adelayed one) of informing American citizens
about thisissue; most reporters have not even looked at the documentsto assess
the credibility of thisstory.

So much for the mainstream news media minding the store. If you want to
know wherethefree pressisnowadays, hereitis:

Alastair Thompson was areporter for many years before starting his
Internet news site, Scoop Media (www.scoop.co.nz) — which waslaunched
out of agarden shed in Wellington, New Zealand and immediately won the New
Zealand Internet Awardsfor “Best OnlineWriting” and “Best Content.” Yeah,

I know: It’s just New Zealand, and only the Internet.

Thompson didn’t wait for the New York Times. He broke the story of the
Diebold security problemson February 10, 2003,%just 18 days after the FTPWeb
158



site was discovered. Thompson covered the
“rob-georgia’ story, about last-minute program
modifications on 22,000 Georgia voting ma-

“Does Palast have
this?” Conason?

chines, on February 13.” New Zealand's Scoop Begala? Jimmy

Media has consistently outpaced the U.S. me- Breslin? Hunter

diaonthevoting story, and ended up becoming Thompson?

part of the story itself when it published a The Duke of Earl?

worldwidelink toall 40,000 Diebold fileson July Hell, I’'m ready to send

8,2003.° out adistress signal to
the Thunderbirds!

Since the story broke, some good work
has been done. Van Smith of The Baltimore
City Paper published adetailed statistical analy-
sisof anomaliesin the November 2002 Georgiaelection,® even though he was
working for alocal paper in Baltimore, because he realized it was important.
Maryland was planning to buy the same machines.

Salon.com has been writing about concernswith el ectronic voting for some
time now, and Salon’stech writer, Farhad Manjoo,*® haswritten several accurate
and groundbreaking investigative stories.

Rachel Konrad of The A.P. has been covering thisissue since an odd deci-
sionin SantaClara County, California. Under great pressurefrom Silicon Valley
computer experts, Santa Claraofficialsopted, grudgingly, for a“pilot project” in
thefuture, aimed at just afew voters.* The county had been offered an option for
voter-verified paper ballots by all of the major vendors at no extra charge, but
they turned it down.

WiredNews.com has been tenacious about investigating and reporting this
story and broke the story about the Diebold memosthat you’ |l learn more about
later.'?

Julie Carr-Smyth of the Cleveland Plain Dealer wrote an astonishing re-
port on voting machine vested interests; she discovered avisit by Diebold CEO
Wally O'Dell, amember of the George W. Bush “ Pioneersand Rangers,” to Bush’s
ranch in Crawford, Texas — followed days later, by aletter in which O’ Dell
promised to “ deliver thevotes” for Bushin 2004.1

ErikaD. Smith of the Akron Beacon Journal obtained asurprising revelation
from Diebold’s Mark Radke, who admitted that the new Diebold T Sx machines,
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tobesoldinlate 2003, will substitute wirel ess communication of votesfor land-
line modems. Radke all but admitted the system could be hacked when he made
this startling (and cavalier) admission: “But even if that burst of election data
were intercepted, all the hacker would get are unofficial results.”** (Um, Mr.
Radke? Hacking can put datain aswell astake dataout.)

If you want to find the free press nowadays, |ook to these folks, who prove
we do have one, though it may not be quite where you’ ve been looking for it. And
if you really want to locate the free press, don apair of hip boots and get one of
those caver’shatswith alight on it, wade into the Internet, shove the crud aside
and you'll find some of the best investigative reporting ever.

Given the abundance of leads, the wealth of information on thistopic, and its
importance, thisissue haslargely beenignored. | sthe paucity of news coverage
because reporters have just now |learned of the vulnerabilities of electronic vot-
ing?Isit because electronic voting isnew?

Not exactly. Thefirst major article about el ectronic voting appeared in The
New Yorker fifteen years ago, by investigative reporter Ronnie Dugger.*>He
wrote of many of the same concernsyou are reading about in thisbook — but no
one paid much attention.

Though not covered in the mainstream press until late 2003, word of the
Diebold FTPsite spread through the Internet as soon as New Zealand’s Scoop
Media broke the newsin February. And this, you see, iswhy true freedom of the
pressissoimportant: It informsthe citizenry, and galvanizes usto engagein the
scrutiny that isour duty. Thank goodnessfor the Internet, for without it this story
would never have been fully exposed.

Despiteavirtual blackout by major mediaoutletsfor nearly ayear, ordinary
people, like you, many of whom had never done
Thisisan outrage, any activismin their lives, made decisions to get
will thenational press  involvedinthisissue.
ever do what a 4th
estate is supposed to
do? Dowelivein a

free country or not? Effortsmade by just ahandful of peoplehave
—Annagull  gotten usto this point, where problemswith voting

Who's minding the store: | guess WE are



machines are at last reaching public con-
sciousness. Drs. Rebecca Mercuri and Peter
Neumann have put forth truly Herculean ef-
forts, toiling nearly in the dark for fourteen
years, while newspapers often chose to print
press rel eases about how much “fun” itisto chan_ge theworld._
vote on machines instead of examining the Ndeed,it'stheonlything
more difficult subject matter brought to light that ever does.

by these computer scientists. — Margaret Mead

When news of the 22,000 illicit patches

broke loose, asmall contingent of Georgians decided to do something about
it. I’'mgoing to refer to them simply as*“ Georgiaactivists” because recently
they asked me not to call them out by name. Those who have been following
thisissue closely will know who these individuals are; their efforts have been
nothing short of heroic. But citizensin Georgia soon discovered that asking
questions about our voting systemisliketrying to walk up the down escal a-
tor.

Never doubt that a small
group of thoughtful,
committed citizens can

How many patches were donein Georgia?

When | began taking inventory of the Diebold FTP site, | found another
folder called “ Georgia062802.zip,” which appeared to be a patch targeted for
Georgiadated June 28, 2002. Another file, called “clockfix” modified Diebold's
specialized Windows CE operating system in some undefined way.

Here's the thing about software patches: When you change software to
correct a problem, the procedure is to assign a bug
number. You test it. You document everything. You

“Timetocall outthe append anew number to the end of therelease. Then

geek militia.. it hasto be approved. Writing up afix, sticking it on
Forget the militia, the Internet, and then running around putting it on vot-
dcal | OUteie Wh0||e ing machinesisnot how it’sdone.
amn geek army!” . -
— AdamESmith One of the Georgia activists hunted down the

law and fired it of f to me.
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RULES OF OFFICE OF THE SECRETARY OF STATE ELECTION DIVISION
CHAPTER 590-8-1
CERTIFICATION OF VOTING SYSTEMS?¢

590-8-1-.01 Certification of Voting Systems.

11. Any modification to the hardware, firmware, or software of an

®

(i)

iii)

(@iv)

existing system which has completed Qualification,
Certification, or Acceptance testing in accordance with these
Rules will invalidate the State certification unless it can be
shown that the change does not affect the overall flow of
program control or the manner in which the ballots are
interpreted and the vote data are processed, and the change
falls into one or more of the following classifications:

It is made for the purpose of correcting a defect, and test
documentation is provided which verifies that the installation of
the hardware change or corrected code does not result in any
consequence other than the elimination of the defect.

It is made for the purpose of enhancing the utility of the system
or adding additional audit or report generating capability.

It is made for the purpose of enabling interaction with other
general purpose or approved equipment or computer programs
and databases, and procedural and test documentation is
provided which verifies that such interaction does not involve or
adversely affect vote counting and data storage.

It is made for the purpose of enabling operation on a different
processor or of utilizing additional or different peripheral
devices, and the software is unaltered in structure and function.

Georgiacitizenshave aright to beincensed. The state didn’t bother to check

what their voting system was doing when it counted their votesin the 2002 Geor-
giageneral election. Thiswasaviolation of the law, and Georgiataxpayers now
realizethat their votes may have been thrown out the window.

Suggestion: Why not contact the Carter Center? Thisorganization, under the

auspices of former President Jimmy Carter, seeks to prevent and resolve con-
flicts, protect freedom and enhance democracy. One of the Georgia activists
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jumped on this, but the Carter Center told her that, ac-
cording to its charter, it can only monitor elections out-

_ ) Yal!ll | never
side the United States. liked
A Georgiacomputer programmer contacted Lieu- democracy
tenant Governor Mark Taylor’s office, which told her to anyway!
send information, so she did, handing over agenerous Choose my
explanation about what was wrong with this picture, in- leaders for me!
cluding the unprotected FTPWeb site, rob-georgia, the — Skewthat*

Georgialaw and the peopledriving al over the state ad-
ministering unexamined program modificationsbefore the
election. But after that e-mail, they quit taking her calls.

Georgiaactivists began calling onlocal and state representatives, trying to
get them to listen to theissueswith electronic voting machines. They found that
legislators were not enthusiastic about discussing computer security issues and
usually werewilling to give up no more than three minutesin the hallway, be-
tween sessions, to listen to concerns.

Now herewe have an election chock-full of statistical anomalies, with who
knowswho uploading (or replacing) files on an open web site, and instructionsto
replace the voting program with something el se, right before an election. Citizens
were upset, but officialswould not respond to them.

| spoke with Ben Betz, from Peoplefor the American Way, about the Geor-
giasituation; hewasreferred to me by one of the activists. His group decided not
to pursuetheissue.

Georgiaactivists made several attempts
to meet with Secretary of State Cathy Cox but
were allowed to speak with only with Assis-
tant Director of Elections, Michael Barnes, who
was less than helpful. They met with Tom
Murphy, aformer Speaker of the Housein the
Georgialegislature. “He knowswhereall the
bones are buried,” confided a self-appointed
hel per named ChrisHagin.

“Istherean attorney in
thisgroup?’ Wouldit be
feasable to have a class
action lawsuit on behalf
of Georgia voters?
Perhaps a violation of
civil rightssuit?
— MrHinkyDink*

* Internet culture allows people to dish out political opinions under “screen names.” The screen
names, as well as the comments, can be entertaining.
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Tom Murphy called upon Cox to meet with the activists, but she didn’t;
instead, Barnestold them (on March 6) that Cox would be booked up “until July.”

What about the American Civil Liberties Union? Activists met withACLU
attorney C. Cooper Knowles, but he told them he couldn’t take on electronic
voting machines because he had fought against the punch cards. ACL U attorney
Laughlin McDonald, director of the Voting Rights Project, apparently couldn’t see
how a case could be formed, saying “Where's the harm?” (“Harm” is alegal
requirement needed for some types of lawsuits.)

Concern among citizens continued to grow. In New York, author Mark Crispin
Miller asked what he could do to help. One of Miller’s contacts, DenisWright,
livesin Georgiaand began joining the agitation to have someone — anyone —
look intoirregularitieswith Georgia'svoting system.

Wright filed aformal request to produce Georgiadocuments, which yielded
this odd response to his simple query about the certification documents— you
know, the onesthat prove that we should just trust our votesto their secrecy:

From: Denis Wright
To: Kara Sinkule
Sent: Wednesday, March 19, 2003 9:33 AM

Hi Kara. Hope you are doing well.

I need some more help, please. | am hoping that | can get hard
copies of the following documents, per the Freedom of Information
Act:

1. According to state law, any changes in the voting machine
software (GEMS and Windows) require documentation in
writing. | would like to get copies of any such documentation.

2. A copy of the actual certification letter from the lab (certifying
the version of the software which was used on election day) as
well as any related memos, letters, etc...

* k k k %

From: "Tatum, Clifford" <ctatum@sos.state.ga.us>
Date: Tue Mar 25, 2003 11:39:40 AM US/Eastern
Subject: Open Records Request
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Dear Mr. Wright:

Our office has received your request under the Georgia Open Records
Act, O.C.G.A. § 50-18-70 regarding electronic voting information...

In response to your first category, we have determined that no
records exist regarding a change to software used by the voting
system.

In response to your second category, we have determined that no
records exist in the Secretary of State’s office regarding a
certification letter from the lab certifying the version of software
used on Election Day. Please be advised that any records of this
type may have been submitted to the Georgia Technology Authority
(GTA) in response to the Request for Proposal that was issued by GTA.
Accordingly, a request for this type of information should be submitted
to Gary Powell with GTA for response. By copy of this letter, | am
advising Mr. Powell of your potential request...

Sincerely,

Clifford D. Tatum
Assistant Director of Legal Affairs
Election Division

What have we lear ned so far?

Uncertified program modifications present aseriousrisk to el ection security.
Georgiarequirescertification and reportsfor program modifications

* Rules of Office of the Secretary of State Election Division Chapter 590-8-
1, Certification of Voting Systems, 11'¢

Diebold knew Georgiarequired recertification for modifications
* Diebold internal document: “ Certification Requirement Summary” '
Officialsadmit modificationswer e madeto Geor giavoting machines

* Assistant Director of Elections Michael Barnes

* ChrisRiggall, Press Secretary for Cathy Cox

» KaraSinkule, Press Secretary for Cathy Cox

* Dr. Brit Williams, NASED Voting Systems Board Technical Committee
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Officialsadmit that Geor gia program modificationswer e not certified

* Michael Barnes
 Dr. Britain Williams

Officialsadmit thereisno documentation for the program modifications
* Clifford Tatum?®

Then, one official reverses himself and claims uncertified patches are
impossiblein Georgia

* Dr. Britain Williams: In response to my discussion of the Georgia program
modifications on the BlackBoxVoting.com web site, Dr. Williamswrites:

“This comment [“A patch to the underlying operation system -
Windows - can slip through without scrutiny.”] assumes that the
State of Georgia allows changes and/or upgrades to the Microsoft
operating system. This is not the case.

“ ...This specific version of the operating system and the election
software undergoes ITA* testing and State Certification (sic) testing.
The State Certification is for this specific version of the Microsoft
operating system and the Diebold election system. After State
Certification any change to either the Microsoft operating system
or the Diebold election system voids the State Certification.

“If a change to either the Microsoft operating system or the Diebold
election system becomes desirable or necessary, this change voids
the State Certification. The revised system then must then go back
through the entire ITA Qualification and State Certification.”®

Next, two officials say ho one downloaded anything from the FTP site
* Michael Barnes:

“That FTP site did not affect us in any way shape or form because
we did not do any file transferring from it. None of the servers
ever connected so no one could have transferred files from it. No
files were transferred relating to state elections.”?°

 Dr. Britain Williams

“This [the Diebold FTP site] would have had absolutely no effect
on the election system as implemented in Georgia. The State does

*ITA: Independent Testing Authority
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not obtain its election system code from an FTP site or even from
Diebold...The ITA, not the vendor and certainly not an open FTP
site, provides the KSU [Kennesaw State University] Election
Center with the source code, the object code, and various related
files. 719

Then, Diebold officialsdecided that modifications wer e not done at all

* Salon.com: Joseph Richardson, a spokesman for Diebold, denied that a
patch had been applied to the Georgiamachines: “We have analyzed that situation
and have no indication of that happening at all,” he said.*

* Interview with Joseph Richardson:#

Harris: “Did you say, when interviewed by Salon.com, in reference to
whether patches were put on machines in Georgia, “We have
analyzed that situation and have no indication of that happening
at all.”

Richardson: “Well, that is what | said at the time, however, we have
continued to investigate the matter and ... (very, very long pause)
Yes that is what | said to Salon.com.”

Harris: “Do you stand by that now?”
Richardson: “We have continued to look into the matter.”

Harris: “As you have continued to investigate this, do you have any
new information as to whether patches were put on in Georgia?”

Richardson: “No.”

Harris: “Has anyone thought to just call them up and ask? The
Secretary of State’s office?”

Richardson: “l can’t say.”

Harris: “What was the rob-georgia file? Who is responsible for it?”
Richardson: “I’'m not privy to that information.”

Harris: “Who would be able to answer that question?”

Richardson: “I can’t tell you.”

After this not very helpful exchange, | found myself back to my original
guestion: Who or what is "rob-georgia?"
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And then...

Date: Thu, 13 Mar 2003
From: "Rob Behler"

Hi Bev;

I read your recent article about Diebold
Elections systems. Just wanted to let you
know that | am the Rob in Georgia that they
claimed they didn?t [sic] know about.

Thanks,

Rob Behler

And again, blessed are the whistle blowers.
They may save this democracy yet.
— concerned citizen
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9
Noun and Verb?

‘rJ] \ rob-georgia.zip

So, what or who isrob-georgia?

When you interview voting system officials, you spend twice as much time
following up on their dodgy answers as you do asking the questionsin thefirst
place. Flip back to page 165, Chapter 8 and take alook at Joe Richardson, who |
believe you might also find in Webster’s Dictionary defining the word “ stone-
wall.” Compare him with Rob’s straight-talking interview.

Meet Rob Behler:

Harris: “What was your position with Diebold in Georgia?”

Rob: “l was a server technician and then Product Deployment
Manager for the Georgia project.”

Harris: “What was the FTP site for?”

Rob: “One of the problems we had was an issue with the GEMS
database. They had to do an update to it, so they just post the
update to the Web site.”

Harris: “What was rob-georgia?”

Rob: “I believe what that file was for, | did a — well, there were a ton
of holes with the programs on those machines. When they all
came into the warehouse, | did a quality check, this was
something | did on a Saturday. | found that 25 percent of the
machines on the floor would fail KSU testing —”
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Harris: “What is KSU testing?”

Rob: “Kennesaw State University. We knew basically what they would
be testing and the trick was to make sure the machines would
pass the testing. So | went and checked a pallet and found it was
bad. And | checked another, and another, and | knew we had a
problem...

“I'd come in on a Saturday, | had two of my sons with me, and I
thought, I'm going to just look, and it was bad.

“Then first thing Monday morning | raised the question, | said,
‘Hey guys, we’'ve got a problem — there’'s 20-25% of the machines
that are palletized that are failing...”

How quirky. How did thisbatch differ from what was certified by the | TA labs
and signed off on by Diebold quaity control ?Wasthisjust afluke, or abreakdownin
thewhol e certification and testing system?

Harris: “What kind of problems were you seeing?”

Rob: “..One of the things we had wrong was the date wasn't sticking in
the Windows CE. The real time clock would go to check the time on
the motherboard, and it would have an invalid year in it, like 1974 or
something...

“They had to do an update in [Windows] CE to fix all those dates. So
the way we did that in the warehouse was, they would post
whatever the update was on the FTP site. James [Rellinger] would go
get the file and put it on the [memory] cards. Because you load
everything through the PCMCIA cards. You boot it up using the card
and it loads the new software...

“l went over to Dekalb [County]. We updated 1,800 machines in
basically a day and a half. | still remember ol’ Rusty, down at the
warehouse, we ended up touching every single machine off the pallet,
booting ‘em up, update it, we had a couple hundred machines done
when in comes a new update over the phone.

Harris: “You mean you used a modem or they called you on the phone?”

Rob: “No. A phone call. They'd say ‘Oh, no, no, the way we had you do,
that’s not going to work, here’s another thing to do. Okay, we just did
a few hundred machines, now we gotta do it this way...”
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Rob and | discussed how patches were downloaded. For some reason, the
techsweretold to usetheir own laptopsto download filesfrom the Diebold FTP
Web site.

According to Rob, hewasinstructed by Diebold not to discuss anything with
Georgia’ svoting machine examiner (Dr. Brit Williams) or other state officials.
Thiswas awkward because Dr. Williamswasworking alongside Rob at times,
and when Dr. Williams asked questions, Rob made the mistake of answering. This
infuriated Diebold managers. We' Il get to the shouting and lying in aminute, but
for now, back to downloading those program modifications:

Rob: “They used my laptop. It was not secure, either. They just used
the laptop to repro the cards. Diebold never gave us anything
[any laptops] with a PCMCIA slot, then they’d tell us, ‘Go
download this,” so we’'d have to get out our own laptop to do it.”

Harris: “Who instructed you about the FTP site? Was it a Diebold
employee?”

Rob: “It was Diebold.”

Harris: “Was it the people in Ohio or the people in Texas?”

Rob: “The people in McKinney [Texas].”

Harris: “Who were some of the Diebold people? Do you remember
any names?”

Rob: “lan. I remember one of the guys, lan, | can’t remember his last
name. One of the main guys we dealt with was a guy named lan.
He was actually involved in the design of the motherboard. He
was very much involved in trying to figure out how to fix the
problems. So they sent us upgrades, but then after we did it KSU,
still failed a ton of machines.”

(lan Piper was a stockholder in the company acquired by Diebold, Global
Election Systems. The staff directory lists him as Manufacturing Manager, Re-
search & Development division for Diebold Election Systems.)

Harris: “As | understand it, they send the system to Wyle labs for
certification and also to Ciber to test the software. But from what
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you are describing, | can’'t understand how the machines got
through what they are telling us is ‘rigorous testing.’”

Rob: “From what | understand, they ended up figuring out that the
cards that we were loading, that fix that Diebold provided for us,
well they were never tested, they just said, ‘Oh here’s the
problem, go ahead and fix it.""

Harris: “So what is your opinion about the certification testing?”

Rob: “No, it’s not just that. NOBODY even tested it! When | found that
out — | mean, you can’t not test a fix — | worked for a billing
company, and if I'd put a fix on that wasn’t tested I'd have gotten
fired! You have to make sure whatever fix you did didn’t break
something else. But they didn’'t even test the fixes before they told
us to install them."

But Dr. Brit Williamstold usthisisnot possible. “ After state certification any
changeto either the Microsoft operating system or the Diebold el ection system
voidsthe state certification,” Williamsassures us. “ The revised system then must
then go back through the entire ITA Qualification and State Certification.”*t And
remember, before being shipped to Georgia, these machines go through testing.
Rigoroustesting.

Rob: “Look, we’re doing this and 50-60 percent of the machines are
still freezing up! Turn it on, get one result. Turn it off and next time
you turn it on you get a different result. Six times, you’d get six
different results.”

Harris: “Can you give me an example of different results?”

Rob: “Meaning the machine does something wrong different each time
you boot it up. One time and it would freeze on you, next time it
would load the GEMS program but have a completely different type
of error, like there’d be a gray box sitting in the middle of it, or you
couldn’t use a field.”

Harris: “Was this all due to the clock?”

Rob: “l don’'t know for sure. They [the machines] were not originally
doing it. Then they fixed the real time clock, and it was supposed
to make it work normal. It fixed the clock problem — the clock
problem had caused it to come up and not show the battery at
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one point...I mean, you don’t have the machine plugged in, you boot
it up, and it starts, and says it ‘has no battery.” That’s like saying,
‘this morning | got out of bed and | stood up and | had no brain.””

A memo from Talbot Iredale dated July 2, 2002, confirms the clock
problem. “ The new WinCE 3.00 release is now on the FTP site,” it says. The
memo directsthe user to get afile called WCE300-020702.zip and saysthat the
purpose of installing thismodificationisto “fix problem with getting and setting
persistent Real Time Clock values,” among other things. Iredaleinstructsthe user
to “Copy both the fboot.nb0 and the nk.bin filesto aPCM CIA card and insert it
into the bottom slot and then power the unit on,” adding that this process will
modify both the bootloader and the WinCE image.

fhoot.nbo

nik. bin

WCES00-020702, zip

“WinCE image” isatermisused to describe the specialized Windows oper-
ating system developed by Diebold for use with itstouch screen system. It refers
to an operating system, not apicture or an “image” in thetraditional sense.

Not only wasthis modification to Diebold’s customized version of Windows
CE not certified, but Iredale also indicates at one point that he wants to avoid
letting Wyle (the certifier for the touch screen firmware) look at Diebold’s special
Windows source codeat all. Inamemo dated April 15, 2002, Talbot writes: “We
do not want to get Wyle reviewing and certifying the operating systems. There-
fore can we keep to aminimum the references to the WnCE 3.0 operating sys-
tem.”

Whatever was on the special Windows system cooked up by Iredale and
othersat Diebold, it didn’t seem to work very well:
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Rob: “And then when we loaded the software to fix that, the
machines were still acting ridiculous!

“l was saying, ‘This is not good! We need some people that know
what this stuff is supposed to do, from McKinney, NOW! These
machines, nobody knows what they’'re doing but Diebold, you
need some people to fix them that know what’s going on. They
finally brought in guys, they ended up bringing in about 4
people..."

You' d think that with such troubles, someone might follow standard com-
pany procedure and write up a*“bug report.”

“All bugs ever reported have bug numbers,” wrote Ken Clark in amemo
dated Jan. 10, 2003, pointing out that thewhole collection can befoundin“Bugzilla.”
So | went looking for Bugzillareportsfrom Georgia. My goodness. They weren't
there!

Bugzillareport numbers 1150-2150 correspond with June—October 2002,
but although hundreds of these bug numbers are mentioned in memos and rel ease
notes, | only found 75 Bugzillareportsfor thistime period, and none from Geor-
gia. Strange. | waslooking forward to reading the explanations about how com-
puters can get up in the morning and announce that they have no brain. Ahal
Here’'samemo about missing Bugzillafiles: It'sdated 8 Jul 2002, from principal
engineer Ken Clark:

Subject: bugzilla down, we are working on it. “We suffered a rather
catastrophic failure of the Bugzilladatabase,” he writes. He warnsthat recovery
of thebugzillareports“will beugly” and addsthat “therewill be alarge number of
missing bugs.”

Inafollow-up noteon July 16, Clark says, “ Some bugswere irrecoverably
lost and they will haveto bere-found and re-submitted, but overall the losswas
relatively minor.”

To understand the significance of these two e-mails, you must realize that
among programmers, system backups are areligion. People arefired for not per-
forming adaily backup. Some programming shops back up every shift! Because
backupsare critically important, expensive automated tape systems are employed
to minimize any dataloss. By our estimation, almost athousand bug reports are
missing, including all the Georgiabugs.
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Rob: “When the machines came in, they came to us first. They were in
the warehouse. We assembled them. They’d come in a box with a
touchscreen, and another box with the booth. We assembled the
machine and we ran it though a series of tests. We’d check the
power cord, boot up the machine, check the printer, bar-code it,
update Windows CE, then send it on to Brit. He did the KSU

testing. The L&A [Logic & Accuracy] was done at the county level,
right before the election.”

Harris: “So..the L&A was not done at acceptance testing?”
Rob: “It got so there wasn’t time. They did it before the election.”

Now, supposedly, thisL& A testing procedureiskind of a“ mock election”,
which you do by entering practice votes. | pictured people pushing the touch
screen and wondered how many test votes you push before your finger getsre-
aly tired. Not that many, apparently:

Rob: “The L&A testing — You would just enter, like, one vote and —
you just choose one — you don’t need to be specific on which one.

| see. Onevote. But then | found out that some of their L& A test involvesno
touchingat all:

6.1. Test Count
e performing a manual Logic and Accuracy Test

« performing an automated Logic and Accuracy Test

TEST BALLOTS
Count Test Options
Count Test I Mot Lsing Voter Card | r-'lanuaIL&.ﬂ.Tﬁt|

L&A Test Options

Automatic L&A | Cast One Ballot Per Precinet ™ Using Retation |
Done

Figure 6-2: Test Ballots Screen
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Ballot Station Users Guide: “ The automatic L&A test, on the other hand,
allows a pre-determined combination of ballots to be automatically selected
and marked, according to the voting options selected.”

Rob: “l worked there from mid-June to mid-July. The whole time they
were upgrading the software and doing some sort of fix to it...”

“You've gotta go take care of this JS [junk shit] equipment, | told
them. Finally, | raised it as high as you go, | raised it to Bob
Urosevich, he’s the head of it. [Urosevich is President of Diebold
Election Systems]. | told him personally, ‘This is bad, | don’t see us
putting an election on with these machines!

“That’s where they finally assembled the teams. They got some
big ol’ vans, we loaded up as many people as could fit in."

Question: Who paid for the vans? Diebold?
Who paid for the people piling into the vans?

Because now I’ m having a hard time understanding why Diebold says it
“had noindication” that these patcheswere done at all. Perhaps Diebold spokes-
men can check with their own accounts payable department and then provide us
with thorough, honest, and forthright answers about the Georgia program modifi-
cations.

If aprivate company, like Diebold, assertsitsright to secret control of the
public voting process, isit too much to ask for such acompany to answer ques-
tions? I’m sure | am not the only onewho findsthis behavior intolerable.

Rob: ...“And then you know, ironically, later on right before | exited,
they were scrambling for a date, they were trying to get us, the
teams, into Fulton County to do Fulton County’s 1,900 machines.

“They were in the most horrific spot. The place they warehoused
them was like 1,900 machines in a little office space, there was no
way we could get at them. The machines are like 58 pounds, and
they had to bring them in, unstack them off the pallet, restack on
the pallet. Talk about labor, talk about wasted money! It's like a
warehouse and offices off Interstate 75, in Atlanta, I'm talking to
this guy, he’s a great guy, he’s from Fulton County. Him and | were
scheduling this, figuring it out how to get to these machines and
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er of WiredNews, “denied that Rob ever mentioned patches to him
and said, to his knowledge, no uncertified patches were applied to
the machines. He said he would be very concerned if this
happened.”?

He should be concerned, because if Rob’s story is correct, Diebold may
haveviolated federal regulations. Patching systems after they’ ve been certified
opensthe possibility for malicious code to be installed into the voting system,
altering theresults— which isprecisely why it isagainst the law. Theresults of
any election that used patched Diebold systems might be called into question.

The scenario that Dr. Williams has been reporting to state officialsjust does
not correspond with what we arelearning from Rob. Williamswrites:

“Overall security of any computer-based system is obtained by a
combination of three factors working in concert with each other:

“First, the computer system must provide audit data that is sufficient
to track the sequence of events that occur on the system and to the
extent possible, identify the person(s) that initiated the events.”

But in the next chapter we will blow up the audit procedure.

“Next, there must be in place well defined and strictly enforced
policies and procedures that control who has access to the system,
the circumstances under which they can access the system, and the
functions that they are allowed to perform on the system.”

I must have missed the section of the operating manual that describes people
piling into vans and driving around updating voting programswith uncertified
patches, using cards they made on their own laptops.

“Finally, there must be in place physical security; fences, doors,
locks, etc.; that control and limit access to the system.”

Well, at least they have our voting machines under lock and key.

Back to the interview:

Rob: “They were actually swapping parts out of these machines that
were on site. They’d cannibalize a machine with a bad printer or
whatever, they’d grab the screen off of that to put on another
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machine with a failing screen, they’d retest it. They were not just
breaking them down, they were taking pieces off and putting it
back together.

“Even the machines that are updated, that had the right release
of the software, exactly like the company wanted it, you'd boot it
up and all kinds of crazy things would happen. That led to my
belief that when voting took place, there would be problems.”

Harris: “Do you remember what release number it was?

Rob: “Release — | don't remember the number because what they did
was it was always the date...

“The date was..let me see..June 28. No, the last one, the date
that was supposed to be on there was July 5. There was about
three updates, the CE software, the date that would come up
would be the last. After that they came up with another fix, that’s
the August one at that point.

The more you examinethis*electronic patch” thing, the more out of control
it looks. From the memos, it appears there were so many patches that the gar-
ment might have changed color altogether:

Date: Thu, 13 Jun 2002

Subject: WIinCE 3.00 June 7th Release

From: “Talbot Iredale”

“The new WIinCE 3.00 and bootloader are on the ftp site. The file is
WCE300-020607.zip...

L )
(o= _ H WCE300-020705, 2ip
’_’J Georgial6zanz !I’ 5 500 1

Documents and Settings —
) ? ChangeLng.rtF

lﬂéeDrry ktMalrtil'l fhoot,nbad
esktop rik. bin

[Cimeargia
[hReplace what is in the Gems folder with these
[ Run this pragram ko the C-Program Files-'Winnk-Syskem32 direckory

These files were found on the Diebold FTP site in January, 2003.
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Date: Tue, 2 Jul 2002

Subject: WIinCE 3.00 July 2, 2002 Release

From: “Talbot Iredale”

“The new WInCE 3.00 release is now on the ftp site. The file is
WCE300-020702.zip...”

Date: Thu, 4 Jul 2002

Subject: WIinCE 3.00 July 04, 2002 Release

From: “Talbot Iredale”

The new WInCE 3.00 release is now on the ftp site. The file is
WCE300-020704.zip

Date: Fri, 5 Jul 2002

Subject: WCE 300 - July 05, 2002 Release

From: “Talbot Iredale”

“...This is fixed in the July 05, 2000 (sic) release which is now on the
ftp site.”

Date: Thu, 8 Aug 2002

Subject: WCE 300 - Aug 08, 2002 Release

From: “Talbot Iredale”

“The WCE300-020802 release is on the ftp site.”

Date: Wed, 9 Oct 2002

Subject: AV-TS R6 Bootloader and WinCE version numbers

From: “lan S. Piper”

“...another method for determining the version number of the install
files, prior to installation, is to view the creation date of the file on the
flash memory card and compare it to the list below. (Unless you trust
that someone has labeled the flash card correctly.) ...I've created a
list of the file creation dates, and their versions...

Bootloader (filename “fboot.nb0”)
Mar. 14th, 2001 Rev 1.00
Jan. 28th, 2002 Rev 1.01
Jun. 7th, 2002 Rev 1.02

Windows CE Image (filename “nk.bin™)
May 25th, 2001 WinCE 2.12
Jan. 28th, 2002 WinCE 3.0
Jun 7th, 2002 WinCE 3.0
Jul. 2nd, 2002 WinCE 3.0
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Jul. 5th, 2002 WinCE 3.0
Aug. 8th, 2002 WinCE 3.0

He adds, “ Someone with the Ball otStation install file archives can createa
list of BS[Ballot Station software] versionsif they want to bother.”

Therewere more patches— the“ clockfix.zip” patchisalittle addition dated
July 7, 2002. According amemo dated Aug. 6, 2002, Kansas may have caught a
few bugsfrom Georgia:

Tuesday, August 06, 2002
Steve,

“It was believed that only units built for Georgia would be affected.
However, Lesley had 38 units shipped to Johnson County around the
same time, so she was affected as well. There should be no others
(famous last words)...”

Thetechswere stitching new updates into the voting machinesright up to
Nov. 5, 2002 — Election Day and, apparently, even after the election:

..Rob: “...This is an example we did: We would plug it in, boot it 3
times, unplug it, boot it three more times. | wrote a sheet on this.

“This guy came in from McKinney, he was about the second in
command. He’s a good friend of Bob Urosevich. About second to
Bob, at least now, he got a promotion. Greg? Something like that.
He flew in and | went to Dekalb County and | tested and together
we went through, and we wrote down every single error, and he
booted them himself, and was looking at the results and seeing
how sporadic they were. and we found out of the machines we
tested, about 75% of the machines had different sporadic things.

The date on this file is Nov 11, 2002 — just six ]
days after the general election. The file it appears H’ ATL-TSRepair.zip
to be “repairing” corresponds with the database ] &7 KB

used to count the touch screen (TS) votes in

GEMS. i) ATL-TSRepair.mdb

It is passworded and I have not opened it; and
therefore I don’t know what kind of repair it is
making.
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This document was found in a file from the Diebold FTP site. As you can see, any
change to the software required recertification.

He was working with me and we were writing them down, we
literally wrote everything down.”

“ — Greg Loe is his name. [Greg Loe, Controller] I drove him out
there. Brit [Dr. Britain Williams] was there, KSU was doing their
testing. They were bombing these machines out left and right.”

“I'm telling him, ‘They’re all like this.” At this time | was working
150 hours in 2 weeks. | was there all the time with these
machines, that’s the reality of it. The techs were working overtime
trying to fix them. We couldn’'t get enough from the factory
because so many were bad. You'd get a shipment of 300, but 75
were bad; they couldn’'t put them out fast enough to replace all
the defects...

Harris: “lI understand they did a big demonstration during the
summer, with the machines.”
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Rob: “lI was there when they told me | needed 1,100 machines for a
demo. | thought, ‘The trick is coming up with 1,100 machines that
actually work.”

Harris: “Do you know who was writing the fixes?”

Rob: “He had a weird name. He came out of Canada...— That’s it!
Talbot Iredale, [he] would actually fix it and say, ‘Oh, here’s the
problem,” and stick it on the FTP site. We’d grab it, stick it on the
card and make a bunch of copies and use it.”

“...They produced it and got it to us in 24-48 hours. If I'd known
they hadn’t tested it, | simply wouldn’t have installed it! My
background tells me that’'s a no-no...

Let’s revisit the concept of locks, keys, fences and warehouse security

Harris: “How secure were the machines, from what you saw?”

Rob: “I'll tell you something else — we didn’t have badges. People
could just walk right in and get to the machines.”

Harris: “Do you think anybody could have tampered with a machine, if
they wanted to?”

Rob: “Well, when we did the quality control check, we’d open it up.
They have a little box for the printer. We would find the key still in
the printer. Someone could literally take that. We found cards left
in the machine. [Voter cards activate the vote; memory cards store
the votes.] | wondered what would happen if the wrong person
got it...”

Harris: “Were there any protections to keep you from duplicating
memory cards, or to have them serial numbered or whatever?”

Rob: “The memory cards, you can just duplicate them. You have to
have the proper info on the card for the machine to boot up, but
you can just make copies of the cards.”

If what Rob is describing sounds pretty slipshod to you, you're not alone. In
a September 2003 letter by amember of the Georgia Elections Board to Cathy
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Cox (Secretary of State), welearn that voting machine security israther
lacking.

" A missing DRE (touch-screen voting machine) for the State Board of Elec-
tionsistantamount to amissing ATM for abank,” J. Randolph Evansstatesin his
letter. He then goes on to report that voting machines have been found in hall-
ways, stairwells, and trunks of cars.®

* k k k %

Now every good fiasco hasalittle shoutin’ and lyin’. Thisone hasit all —
officepalitics, regular politicsand peopl e scrambling to protect the company check-
book.

Harris: “When | asked Diebold if there was anyone named Rob in
Georgia, they said no. Did they know about you?”

Rob: “They knew me and they knew me well. | met Bob Urosevich
[President of Diebold Election Systems] a couple different times,
and lan, and then Greg Loe, he got promoted, he was basically
Bob’s right-hand man...”

“You know one of the main things that really just made me so
upset, they were just, like, ‘This Brit guy, don’t even speak to him,
it’'s a political game, you’'ve gotta play the politics.” Well, he walks
in and says, ‘What are you guys doing?’

“l said, ‘We’re putting in an update.” He said, ‘Will it change what
it does?’ We said, ‘Just do your normal test, we're supposed to get
the machines ready for you.

“He tells someone at the office and they freaked out. They were
like, ‘What the heck are you doing???’

“l wasn’'t supposed to talk to him at all, | guess. The guy had a
flannel shirt on, he was kicking it and he was very genuine and
open and there we are in the same room together, but because |
actually spoke to him | got reprimanded. They said, ‘If they ask
you any question, you gotta say, ‘Talk to Norma, to one of us..."”

Harris: “What did you say to him, anyway?”
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Rob: “He [Williams] said he wanted to talk to me, so I met him in this
little side office and [he] asked me what was going on. | basically
said | was updating the machines, doing a quality check making
sure the machines are the same, making sure they had the the
right release of Windows.

“Essentially, when | got back there was a meeting called.
Urosevich was in it with a conference call. I went in, la-dee-dah,
thinking I'd been doing a great job and it caught me by surprise. It
just totally blew me away that they would be so incensed, and
just absolutely angry about something so frivolous as the basic
information | gave Dr. Williams. I've never been told to shut up so
many times by so many people.”

Harris: “You mean, ‘shut up in this meeting,” or ‘shut up’ by not talking
to other people?”

Rob: “I'll tell you exactly, I'll give you a quote — this came from
Urosevich: He said, ‘We don't need you airing our dirty laundry!”

“It was during that meeting the details came to light for me about
patches and certifying them. | wasn’t aware of that before. There
was this big discussion about what needed to be certified. In the
course of trying to determine whether they needed to be certified,
they were saying, ‘What do we tell Kennesaw State?’ Everybody
went around and gave opinions except for James Rellinger, who
didn't know. Wes [Krivanek], Norma [Lyons], Darrell [Graves], Bob
[Urosevich] on the phone, each gave opinions on how it should be
spun as to what we were trying to do. During the course of the
conversation | said, ‘Can't we just tell them? What's wrong with
that?’”

“[they said], ‘No no you can't do that, it may be a certification
issue!” We were sitting around tables with Urosevich on speaker
phone, trying to decide whether to tell the truth, half the truth, or
a complete lie."

Georgiahad just ordered up $53.9 million in voting machines, and theink on the
check wasn't quite dry.

“If they started erring in mass quantities, Kennesaw State’sgoingtoraisea
red flag, the secretary of state’sgoing to raiseared flag and Diebold wouldn’t get
paid,” Behler told Kim Zetter of WiredNews. “| understand if a company has
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information they need to keep under tight lip. But when you sit around discussing
lying to aclient in order to make sureyou’ re getting paid . . . it'san ethicsissue.”
Rob: “The rumor around the office was that Diebold lost maybe $10

million on the Georgia thing. I mean, they only sold the machines
for what, $2,000 or $2,500, and then you have to build them and
then you’re paying people $30 an hour and you are out touching
22,000 machines four times — there’s no way they didn’t lose
money on this deal...

“The gist of the conversation was, you screw around with this and
they might decide not to pay us."

How credibleis Rob Behler?

Dr. Brit Williamstold WiredNews that Behler was adisgruntled employee
who wasfired from the project by Diebold and Automated Business Systems and
Services.

Rob’s personnel records discredit this assertion.

“*Hewas rel eased because his part of the project was completed,’ [ABSS
vice president for the southwest region Terrence] Thomastold WiredNews, ex-
plaining that there was no performance issue with Behler'swork.

James Rellinger, aDiebold contractor who worked with Rob, also rejects
Williams interpretation of events. Rellinger told WiredNews that both Diebold and
ABSS seemed happy with Rob’swork.

But there are additional reasons to believe Rob:

* | spoke with Rob in March 2003. He had no way of knowing which files
were sitting on the Diebold FTP sitein January 2003 since he had not worked for
the company in months— yet in hisinterview, he mentions specific electronic
patch files, and | was able to find the files he mentioned among those on the
Diebold web site. The file dates matched exactly, and theinformation in the ac-
companying rel ease notes supports Rob’s story. (This, by theway, directly con-
tradicts Diebold's claimsthat these fileswere not used in an actual election.)

* Rob could not know that internal memos from Diebold would surface. He
recalled that people with the names “ Talbot Iredale” and “lan” were involved
with the fixes. Now we know that memoswritten by Talbot Iredale and lan Piper
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reveal patchesjust likethose reported by Rob. These 2002 memos, which were
revealed in August 2003, contain 13-character passwordsfor the matching files
ontheDiebold FTP site— fileswhich had never been opened because they were
locked with complex passwords. The passwords in the memos open the patch
filesfound on the FTP sitein January 2003.

* | interviewed Rob in March 2003; Kim Zetter from WiredNewsinterviewed
him in September 2003; | interviewed him again in October. He never evaded
questions and his answers stayed consistent over this six-month period.

* Rob wastold to download information to hislaptop. He has saved several
files. He has the notes taken while demonstrating problemsto Greg L oe and has
provided a copy of his notes (and a videotaped deposition) to alawyer who is
working on acase with Georgiaactivists.

Rob: “...1 went into this Diebold thing with no real knowledge of the

voting industry. When 1| left, I not only had a complete grasp, but I
had a complete disrespect for these machines.

“And with the folks in the office who were so — you know, ‘I'm the
political person, you have to know how the system works’ — they
were so much more concerned about their own self-importance,
they were losing track of do the machines count the vote properly!

“Because that’s what the people in Georgia need.

“And I'm one of them.”

Robjeopardized hisemployment future by stepping forward totell uswhat really
happened in Georgia. He hasnever asked for anything. Thisisespecially impressive
when you learn about amethod that citizenslike Rob can useto enrich themselves
(albeit at the expense of the publicinterest).

In casesin which agovernment agency has spent taxpayer money based on
fraudulent claims, thefirgt citizensto fileaQui Tamlawsuit collect asmuch as 30% of
the money mispent by theagency inquestion — inthiscase, for Georgia, nearly $54
million. Thecatch? The case must befiled under seal. No congressiona investigation,
no public disclosure, just asecret filing that may or may not get unseal ed.

But citizens need to know the details about these voting machines. There
are bills pending in Congress and states considering purchase as of thiswriting.
Secreting the evidence away, so that afew citizens can line their pockets with
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millions (and sidestep liability in the process, whileleaving honest citizens, like
Rob, hanging out the window), just seemswrong.

| told Rob about Qui Tam, and suggested that he consult someone for guid-
ance to decide whether to pursue this path. He did. He consulted the Bible. He
looked up what the Proverbs have to say, and shared their wisdom with me.

“I’m not interested in it,” he decided. Now, Rob Behler isaman who is
raising seven children with little material wealth. He could probably use 30 per-
cent of $54 million. Instead, he has chosen to protect the security of your vote by
telling thetruth, publicly. In Rob Behler we meet the kind of quiet, patriotic citizen
that makes us proud to be Americans.

Rob-Georgia: Epilogue

ﬂ \ rob-georgia. zip

Harris: Do you remember the date when you got this job back in
June?

Rob: Yes. June 24.

Hmmm.

Harris: Are you sure it was June 247
Rob: Yes. June 24 to July 29.

Date on the rob-georgia files: June 4.
Twenty days before Rob was hired.

Back to Square One. Who or what is "rob-georgia?"
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Chapter 9 footnotes

1-"Security inthe GeorgiaVoting System,” April 23, 2003, by Britain J. Williams, Ph. D.
2 —WiredNews.com, 13 Oct. 2003; “Did E-Vote Firm Patch Election?’
3—Georgia Vine Val. I, Issue 18, 25 Sept. 2003.

Aug 18, 2003:
2004 Presidential election was offered for sale on E-Bay.
Asking bid: $99,999,999.99
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10
Gently now...Carefully...Take the Lid Off and —
Eeeceew!

Thischapter will be delving into unavoidably technical areas. Thispresentsa
challengeto thereader if, like me, you don't have acomputer background. Evenif
you don't understand the specifics of the flaws uncovered, the gist of the problem
isapparent. You will see our evolution from curiosity, to concern, to alarm aswe
unravel thevoting system.

| certainly am not a programmer and, aside from looking at filenames, |
wasn’'t much help in analyzing what wasin thefiles. But by June 2003, Diebold
voting files had begun to pop up in various places, and we learned that citi-
zens all over the world are deeply interested in how their votes are counted.

Spontaneously, people began analyzing the voting system files, discuss-
ing them, and doing a little surreptitious comparison of their findings. Hey,
comeover here, look at this... We're trying to find out how our voteis counted!

“This is dangerous,” someone explained, to everyone's surprise. “Bad
things could happen. Very bad things.”

Can someone please explain to me how our “democracy” turned into
something where ordinary citizens can get arrested just for looking at how
their votes are counted? No, I’m not asking you to explain the “Digital Mil-
lennium Copyright Act” (DMCA),* whichin Internet circlesisalmost as con-
troversial as the Patriot Act. The DMCA was designed to clamp down on
music swapping, but somehow it morphed into atool that can eliminate free
speech without due process and may punish copyright violations with jail
time.

Some people say the DM CA might be used against any citizen who studies
the software that counts hisvotes. What | want to know isthis: How can we call
ourselves a democracy if we are so afraid of the consequences that we don’t
dareto inspect our own vote-counting system? No, don’t take this opportunity to
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describethe DM CA law to me, or explain the history of how this cameto be —
what I’m looking for isan explanation of how scaring peoplewho simply want to
make sure their votes are counted properly can possibly be the right approach to
arobust democracy.

Apparently, this peeking at how we count votesis dangerous and (possibly)
forbidden — but no one seemsto know for sure. Lawyers confessto uncertainty
asto whether looking at vote-counting files found on an open Web site can be
permitted.

For several months, | considered thisissue. As of thewriting of thisbook,
I’ ve not yet been ableto get a straight answer out of anyone. Hereiswhat | came
to believe, after much thought: | think that examining our voting machine soft-
wareisnot only alegitimate activity, but it isalso our civic duty. For queasier
souls, | offer these statementsin defense of thisendeavor:

1) Thesefileswere publicly available.

2) Examining them is in the public interest.

3) Our objective is study and review, not copying and selling voting systems.
4) In a democracy, vote-counting should not be secret in the first place.

The Internet is alive with message boards, chat rooms and forums. People
go to these Web sites to meet and converse with each other, using whatever
name they choose so that they can feel free to express any opinion they like.
One such forum is DemocraticUnderground.com (DU), a rapid-fire political
discussion board with more than 30,000 participants. Because thiskind of venue
providesafeeling of safety and anonymity, citizens have been able to muster up
the courage to examine our voting system.

| perused more than 5,000 comments about voting systemsfrom DU, and |
think you'll agree that the excerptsfrom the 75 posts that follow show aremark-
able picture of democracy in action.

“l haven’'t seen the Diebold machines or how they operate,
but in my precinct, we have a numbered ballot we fill out that
is scanned into a machine. In case of a questionable result,
the numbered paper ballots can be used to verify results by

* |n order to protect the innocent from the guilty, we have changed all the screen names.
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a hand count. The Diebold machines should have something
similar."
— “Cleaver”*

Three months ater, “Cleaver” got arude awakening. Helearned that he has
indeed been voting on Diebold machines and that a security breach was discov-
ered right in hishome county.

A lively discussiontook place when programmers began looking at the source
codeitself:

“What could this thing possibly be doing to need so much
source code? | have built systems ten times more complex than
any imaginable voting machine in 1/100th the source code
space. Sometimes when programmers don’t know what they
are doing this is the result — lots of cut and pasted functions
that are almost the same, tons of obsolete but not removed
code ... Ugh.”

— “Romeo”

“ Given that professional programming is complex by its nature
and professional programmers are often messy tastel ess people by
‘normal’ social standards, I’d be surprised if it didn’t ook like
this. In fact, while the sample in question is small, it looks like at
least half of the source isvisual C++ generated from templates by
click&drag, by virtue of its unpleasant-to-type words.

“Once the compiler gets hold of it, chops logicals and
optimizes loops, you' Il never know how crappy the source
looked anyway. Believe it or not, there are actually contests
(such astheinfamous* obfuscated C contest’ ) to write the most
convoluted and inscrutable programs possible.”

— “mortal”

“l don’t think it's likely that you can prove anything with the source
code. You won't find a function called “double_GOP_Votes” that does
fake counting ... nevertheless, we could very well find backdoors,
which aren’t that uncommon, that would allow tampering.”

— “BettaWatchYerVote”
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Some participants argued about the discussion process itself...

“The thought struck me after reading the third or fourth message
that this dialogue should not be on a public forum.”
— “ErgoWeAre”

“Why not? This is the very underpinning of democracy we’re
discussing here. If there was ever a need-to-know issue for the
general public, this is it.”

— “mortal”

Others suggested the most efficient waysto hunt for vote fraud:

“ Have any empirical tests been done? Meaning, generate a
large amount of output with the code, and analyze that output,
looking for anything the least bit funny, then going back and
then focusing on those funny results to ook for foul play.”
—“Ovaltina”

“Ok, so you’ve got your haystack and you’re looking for
the needle ... Here’s how I'd approach this problem:

“...I'd begin by doing a bit of analysis on how the system is
structured. Isolate the important data types (that voter info
one is a good example) that someone might be interested in
modifying...

“After that, I'd go a few levels deeper with the functions that
are doing the data modifications (look at the functions that

are called by those functions.) I'd begin to chart out the “life
of a vote” in the system...

“...[I’d look for] code that does not appear to do what it’s
comments say it’s supposed to do; code that is completely
undocumented; any code that seems to be manipulating
memory in “weird” or unnecessary ways. God help you
because this is in C++.”

— “Bibbidi-Bobbidi-Boo”

One participant began to explore new legal issues...

“Discussion cannot be considered illegal under the DMCA.
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“By making this third party code available freely, Diebold
was violating the DMCA. If you would like, | could compile
a quick list of third party companies and the files they are
responsible for. Just those company names alone could
provide you with multiple avenues of research...It’s
unfortunate that Diebold allowed Microsoft source code to be
publically available on one of their FTP servers.”
— “Clark Kent”

User manual s began to surface, answering many questions about how to
operate the systems but sometimes raising new areas of inquiry.

“Look at this sentence: When you have finished entering
the totals for a precinct, all Check values must be zero in
order for you to proceed to the next precinct. If necessary,
you can make up the difference by putting the number in
the Check tally in the Times Blank field if theraceis a
Vote For One race. If not, you may have to perform some
additional calculations to make the Check value equal
zero.”

— “Jolio”

“I'm a technical writer, and even *I* can’t figure out if that
says what we think it says or not. Enter that one in the
STC’s “Worst Manual of the Year” contest. ”

— “Crapper Dan!”

Astime went on, a note of concern entered some comments:

“Why are they entering manual votes? If we have optical
scanners reading absentee and touch screens reading polling
votes (and the touch screens also read the challenge votes) —
what is the purpose of manual entry?”

— “Jolio”

“My guess the optical scan machines may not be integrated
into the same computer system as they are using to run the
GEMS software. so (i am guessing) the data has to be
entered manually. Even [if] the optical scan machines WERE
on the same computer, it might be necessary to enter the
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data manually if there is no standard protocol for
transferring the data from the “optical scan” app to the
GEMS software. Another possibility is write-in votes or
provisional ballots.”

— “K3Park”

“Write-ins, provisionals handled on the touch screen and
most systems with touch screens are integrated with
optical scan systems, but not all. That could be the reason
for it, but if so...what security measures should it have, at
a minimum? Because, manual entry might have a
legitimate purpose for entering absentee votes, yet provide
a back-door for tampering also.”

— “Jolio”

“Unfortunately, a key piece is missing, manualentry.cpp —
It’s documented, but is not there.”
— “Clark Kent”

“That’s right... The code for GEMS Server is the key and it
ain’'t here. Look, there's the code for the soon-to-be-
hundreds-of-thousands of touch screen stations, and then
there's the code for the servers.”

— “Rummage”

“The system has a history of ‘space’ problems:

= Fixed problem with Accumulator not working with large elections
(out of space).

* Fix problem with removing system.bin and AVTSError.txt files
when removing old election files to make more room on the
storage device.

= Add checking for minimum storage space free before allowing a
ballot to be cast.”

— “Lucille Goldman”

“They have had one hell of a time with standard

magnetic card readers. Programmer frustration

comments are rampant in this series of modules.”
— “ BlueMac”
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“It took ‘em three years to log manual entries ... sheesh!
* Fix problem with wrong time being stored in the audit log.
= Add log entry for posting of manual results”
— “Lucille Goldman”

“| see the section on manual entry. Not a word in it on who is
allowed to do it — presumably, must be someone with admin
privileges, but | note this manual also has a section for remote
access to the database (why does any election supervisor need
to remote access their computer for voting program tasks?)

“ And uh —wouldn’t you say that a key event to log [in the
audit] after launching the election would be to log the closing
of the election? Not a peep, they just go on and open another
election.”

—*“Jolio”

“You call that an audit log? Everybody’s [logged in as] ‘admin.’””
— “Lucille Goldman”

“More damning ... is that there doesn’t seem to be a document
detailing policies and procedures for security both at the user/
institutional level and the hardware/software level. There
needs to be a document detailing who is entitled to do what
with the system.”

— “Topper”

“The thing that disturbs me is the comment saying ‘add this
after it get backs from certification’ (or however it’'s worded).
While it’'s not necessarily nefarious doings — it could be they
modified a function, and the mod was crashing, so they
didn’t want to insert the update it was ‘stable’ — the note
does imply that there may be a non-certified build in use.”

— “OutofTouch”

Of course, anonymous participants on an Internet message board are of
no help at al if you want to document problems in a forma way. We know
very little about these people’s expertise or their credentials.

Among the advantages of this informal review format was the percep-
tion of protected freedom of speech, moderated to remove obviously disrup-
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tiveor libel ous posts. The DU voting system discussions contained much postul at-
ing, backtracking, debating and sometimes plain old ignorance.

Internet forums differ from each other in character. The crowd at Demo-
cratic Underground includes many intellectuals, who like to step in to
straighten out misinformation, and sometimes get quite fussy about insisting on
sourcesfor information posted. Even providing asource doesn’t always suffice; a
debate sometimesfollows about the credibility of that source.

Thispublic*open-sourceinvestigation” had many drawbacks, but it did at-
tract intellectual talent and ultimately led to thefirst formal evaluations of the
software outside the voting industry itself. One of the contributors explains how
he came to be concerned about the Diebold software:

“I'm the poor schmuck who configures brand new, untested, computer
systems designed by teams of highly educated hardware engineers and
loads brand new untested software designed by highly educated teams
of software engineers and then performs the ‘debug’ to make them
work together. The systems rarely, if ever, work the first time. It's
been my job to be the final arbiter of the finger pointing battles
between the two engineering groups who each claim the others
product is at fault.

“In short, | have to know enough about the hardware and the
software to conclusively prove where the problem lies and then justify
pulling overworked engineers off their new assignments to go back and
fix something that was considered a ‘done deal’ under a closed out
budget. Not an easy job.”

“...In order to survive, programmers tend to be extremely logical
thinkers. They exhibit that logical thinking in the way they write their
comments into the source code. Each section of code produced by a ‘good’
programmer has a ‘plain english’ explanation of what that section does. You
might call it a ‘professional courtesy’ to other programmers who have to
work with their code downstream. It’s [looking at the comments] a shortcut
that quickly lets you know where to focus your attention rather than study
every line of code to find what you’re looking for. That same logical attitude
also drives them to ‘ask questions’ in their comments when they’re asked
to do something that’s ‘illogical’ or perhaps they don’t understand!

“When you find comments [in the source code] that say things like
[paraphrased to take the heat off of list moderators]:
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‘this is baloney, you don’t have to do this, this function is already
built in to XXXXXXX, just use the XXXXXX command’

or

‘the (insert critical flag here) flag is broken so | did this and that to
get around it’

and even things like

‘I don’t know why you want me to do this, it will let this and that
happen....unless that’s what you want to happen then I guess it’'s OK’!

“Comments of this type naturally lead a good programmer looking
for problems to investigate what is going on in those routines.

Election systems are ‘mission critical’ in keeping the full force and
power of the United States from falling into the wrong hands. The kind of
crap in this code would make it, IMHO, unfit for even checking my e-
mail.”

— “GoodyTwoShoes”

Another contributor, known here under the screen name “Rummage,”
studied computer science under aNobel laureate at Carnegie-Mellon Univer-
sity. Inreal life and under his normal name, he designs databases for critical
applications in the medical field.

“So far, that's the story of the last few days... From databases
with no foreign keys (read no referential integrity), unprotected
transmission code, ample opportunity for buffer overruns right
to PCMCIA slots for wireless modems. Not so much nefarious
code as a system with so much opportunity for hacking/fraud
as to invite cheating. ”

“...as for structure and understanding the DB [database], there
are no relationships and the Primary keys are not defined as
Access Primary keys. This will make reconstructing the schema
a little harder. |1 don’t think a DBA [database analyst] designed
this.

“No referential integrity — no autonumber primary keys... Bad
for maintaining a reliable database — good for adding and

deleting data at will.”
— “Rummage”
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Withthelnternet, you never really know whom you arededling with; afellow who
joinsasinglesforum may think he’schatting up abuxom blonde named Ingafrom Den-
mark while he'sactudly charming a400-pound farmer from lowanamed Ralph. I’ ve
spokento many of the participantsof thevoting machine examinationwho seemed espe-
cialy ingghtful, and they often haveimpressive credentials, but to most of theworld they
areanonymousso you can't really know. Theseinforma forumdiscussonsaremoreakin
to casua conversationinthe cafeteriathan to academic research.

PeopleoutsidetheU.S. arekeenly interested in these voting systems. Companies
likeES& Sand Diebold aremarketing their productsal over theglobe, and somepartici-
pantsin the voting machine discussion confided to methat they areinterested in U.S.
€l ections because choiceswe make directly affect therest of theworld. Hereare com-
mentsfrom aEuropean participant who concurswith* Rummage’ about wesknessesin
the Diebold databasedesign.

“The fact that they’re using Access disallows relationality ... When
using a decent database, SQL Server Sybase etc, for example,

constraints, triggers, stored procedures, packages, relationships,
views, etc are all maintained inside the database — that's where
all the business logic resides in a well crafted modern application.

“With Access, however, you're dealing with basically a toy
database, and since all of the above are missing, it is common to
join tables on the fly using the data connection and SQL code
embedded into the program itself...

“... On another note, in a database system, since the system
that’s updating the database must write the logs, the user in this
contect (sic) must have write capability to the log table. | could be
wrong, but in Access, if you have write capability, you have delete
capability...the security features are very limited.

“Security is not something | would consider claiming to have for
*any* Access-based application since about any user can gain
access fairly easily ... and if you'd ever tried to upsize from Access
you wouldn’t be touting it as a good thing. Data types get
changed, boolean fields don’t translate, etc.

“...Sorry, it's a useful tool for basic tasks but compared to a
proper database, it's a toy. And it certainly shouldn’t be used
in a mission critical voting application.”

— “t_device”
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On forums, people are free to make opinionated, dogmatic and some-
times mistaken statements, just as we do in casual conversation on the
subway or in a bar. The Internet culture uses forums and message boards
to consider perspectives and ideas, but never for a definitive answer. One
reason: It all depends who’s chatting that day.

“Dear ‘t_device’ — Let’s not get into a pissing
match. My upsized applications run very nicely to
this day. Yes, it’s not perfect, but I’ ve used ERwin
for documentation and Access is much easier for
smaller projects. You get the application running,
produce the relational schema and put it on the
server. You may choose to develop on the target
system. | prefer my method. | hope we can treat
each other respectfully.

— " Lucille Goldman”

“l believe we have been civil. If that’s not the case, let me
know. Apparently we have a difference of opinion. That’s
healthy. | have upsized a few Access apps and I've developed in
it, so I'm not speaking off the top of my head ... Anyway, let’s
drop the Access better/worse convo and stick to the voting
application.”

— “t_device”

“Go over to slashdot [Slashdot.org, a forum for
computer people] and try talking about ‘security’ and
‘Access’ in the same breath and see how seriously they
take you over there — they won’t even dignify you
with aresponse, they’ll just laugh at you and spray you
with onomatopoetic responses like this:

slashdot comment:

*choke*

*wheeze*
bwahahahahahahahahahahahah

*gasp*

Wait, these things are already in use?!?
*thud*

...because all programmers know thereisno security in
Access.”
— “abcxyz”
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If you want to know why Accessisa bad idea.... ...just do a
Google search for * Access, vulnerability’ and browsethrough
the 951,000 hitd

—" GoodyTwoShoes’

Now THAT is a legitimate beef re Access... And the lack
of referential integrity (which could have been done, but
wasn't) only fuels my suspicions.

— “Rummage”

Good paint about database audit log tables. ... ... very easy to delete
any entries. Though there should be some sort of audit ID (in any
good database design) that records the sequence of audit log entries
which would indicatethat alog entry had been deleted.

—* gandalf’

Ahh, the audit log. The more peoplelooked at it, the greater their surprise at
the emphasis put on the audit log (by Diebold and its supporters) as a primary
security device.

From Dr. Brit Williams': “Overall security of any computer-based systemis
obtained by acombination of three factors working in concert with each other:
“First, the computer system must provide audit data that is sufficient to track the
sequence of eventsthat occur on the system and,to the extent possible, identify
the person(s) that initiated the events.”?

“Generated entries on the audit |og cannot be terminated or interfered with
by program control or by human intervention.”® Not quite. This statement istaken
from the Diebold document used to sell its system to the state of Georgia, and it
refersto atouch-screen audit trail. The server at the county that tabulates all the
incoming votes (GEMYS) is perhaps amore powerful tampering target, and alter-

ing the critically important GEM Saudit log is quite easy.

“Bev, in what way is it significant that the audit log

can be rewritten? I’'m puzzled by that, because as

several people said (I among them) early on,

physical control of a machine always means you

can overwrite whatever you like. The trick is to

keep the bad guys from gaining physical control.”
— “Mae West”

*Georgia's certification expert from Kennesaw State University.
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“Thesignificanceisthat in lettersfrom certifiersandin
documentation provided to certifiersand to the public, they took
the curious position that the ‘audit log’ was a primary means of
security protection.”

— “BevHarris’

“Hmmm...did they say in what way? Because if they said
it as you implied here (i.e., the existence of an audit file is
enough), that would actually be hilariously funny if it
weren’t so serious. Nerds the world ‘round would be
cleaning their keyboards and monitors after failing to
laugh and swallow at the same time.”

— “Mae West”

Looking at the Microsoft Access database used in the main vote tabula-
tion system at the county led to concerns about its audit log and the integrity
of the GEMS program as a whole. Interest in the GEMS program began to
take on alife of its own on the forums.

“Here's the best part... With GEMS (server) installed on my
computer, | was able to create a user name (“me”) with a
password of my choosing (“ mac”) and assign myself ADMIN
capabilities. This was without ever signing into GEMS....all |
had to do was create a new database and | was in like Flynn.
—“ BlueMac”

Another forum member pointed out that a database maintenance appli-
cation might provide the security that GEMS appears to lack.

“The votes end up in a database whenever there’s a database,
it makes sense that there would be a database maintenance
application. Always preferable to have such an application
controlling data entry, to control access and make sure
everything agrees, catch entry errors, log activity, etc.

“Without this data entry procedure, what would stop someone
from going directly into the database and committing fraud that
way? | think you said before that it's an Access database? So
open up the database with Access and put your phony votes in.
So what I'm saying is the mere ability to edit votes isn’t all
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that menacing to me, because it doesn’t say that there are
no procedures to prevent it from being abused. Maybe
elsewhere in the system, or maybe completely outside the
system. ”

— “Ovaltina”

The GEMS program at the county, which pullsin all the polling place
votes, would not be quite as vulnerable if areport was run directly from the
voting machines themselves before any data was sent to the county tabulator.
Thisreport would have to be run before vote tallies begin and posted publicly
at the polling place, so that chain of custody of the report does not become an
issue. That way, if someone tampered with the central counting (even if they
also tampered with the incoming datafrom the polling place), ared flag would
pop up because numbers wouldn’t match. Another forum member weighed
in:

“1. Full precinct reports are required by California state law as
well as others. The Diebold system better be complying with
requirement ...

“2. There is no other auditing function in life that is similar to
voting. Once the vote is cast, the identity of the owner of that
vote is lost forever! In every other transaction described in
these boards, the owner of the data is tied throughout the
process. That is why banks can correct your account.

“CA Code 19370 States... At the close of polls... at the
precinct...One copy of the statement of return of votes cast for
each machine shall be posted upon the outside wall of the
precinct for all to see. “The return of votes includes each
candidate’s name and their vote totals at the precinct. During
certification of voting machines, the Voting Systems Panels
requires evidence that the procedures of each vendor include
this process... ”

— “DanglingChad”

Well that makes me feel better. If someone tried to hack the GEMS pro-
gram, promptly posted reports at each precinct in California (as long as they
were printed before any upload of data) would make fraud at the central tabu-
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lation stage significantly more difficult, though aclever insider could perhaps get
around this excellent safeguard.

Unfortunately, asyou’ll learn in the next chapter, this procedure apparently
was not followed in the 2003 Californiagubernatorial recall.

Why isit soimportant to have these printouts done before any dataistrans-
mitted to the county? A number of attack points open up whilevote dataistrans-
mitted to the county by modem. Data transmission does not have to be one-way;
the votetallies might be intercepted, with arevised set zapped back into the poll-
ing-place machine during the transmission. Another attack method would be to
intercept the vote datawith a system that masquerades as the county tabulator,
therisk of whichisgreater if the county transmits votes by wireless methods.

According to the Diebold memos, votes are sometimes transmitted with cell
phones, opening up ahost of security problems; interception by aspoofed GEM S
tabulator isjust onerisk factor. Any time remote accessis gained, the possibility
for sending vote datathe wrong direction (i.e., replacing the polling place data)
arises.

[In the AccuVote TSx Technical Data Package] “They also make
reference to the precinct results being ‘reconciled’ with the
results generated by GEMS at the county office. That’s a nice
warm fuzzy, if it’s Gertrude the election worker taking the
printout from the precinct and comparing it with the printout
from the county. Unfortunately, | found this reference in a
section that refers to the specifics of how the results are
modemed in, and it is in a section that specifically deals with
communications and the order in which they are transmitted. If
the ‘reconciliation’ is done while this electronic transfer is
taking place that’s not too warm or fuzzy, is it.”

— “BevHarris”

Using the freedom of the Internet, intelligent, concerned citizens began
to flesh out issues surrounding electronic voting systems for the first time,
using a real system, the Diebold Election System, as their model. | say “for
the first time” because until June 2003, only voting-industry insiders were
allowed to look at the kind of information these citizens were discussing.
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Most of us are given some amount of common sense (as long as sex or
money isn’t involved), and when we meet up in agroup and bring our experi-
ences into the picture, we can make some good, solid decisions. At
DemocraticUnderground.com, people familiar with accounting and bookkeep-
ing began to weigh in, and they sometimestook software engineersto task for
their failure to understand basic accounting principles.

At issuein this conversation were statements by computer scientists that
it was sometimes permissable to design tabulation systems in which totals
could be manually overwritten.

“Each and every vote should exist as a distinct and
unadulterated record of one citizen’s transaction, probably
one or more copies should be generated simultaneously, and
everything should be ‘journalled’ ...

“Since voters are not allowed to recast votes, no possible set
of circumstances can possibly exist to justify changing those
records.

“... Every change, every addition or subtraction to votes, has
absolutely got to be a separate transaction. As a matter of
fact, what reason should ever exist to make a change that
has an intrinsic value of more than one?

“If a fifty vote change has to be made, then you had better
show fifty transactions ... If you need to cancel fifty votes,
then you had better show which fifty votes that you are
cancelling. Damn and double damn. There is absolutely no
technical reason in the world why this cannot be done.

“One vote today is the same as one vote in 1776, which is
the same as one vote in 1876, which is the same as one vote
in 1976, which should be the same as one vote in 2076.

“What is so hard to understand about that for these computer
geeks? ”
— “ItAllAddsUp”

A set of User Manual instructions caught my attention. In the GEMS
User Manual we found a discussion of how touch screens handl e the statistics
for undervotes. That's fine, | suppose, but what was it doing in the instruc-
tions for how to do manual vote entries?
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“If you have an accounting document, and you are entering
the revenues brought in from selling chocolate bars, you
don’t explain, ‘by the way, the correct numbers for the salami
sticks you sold should be calculated like this...

“An entry like that in the chocolate bars accounting
instructions would make me go look at what the heck they
are doing with the salami sticks.

“By definition, doing manual entry means you are using some
form of manual data. It is irrelevant to explain how a touch
screen enters votes in a section describing manual entry for
manual data. Irrelevant, and also inappropriate. You do not
tell people to tinker with the math to make the check sum
add up. This is the second such reference if you'll recall, in
the GEMS manual it talks about doing little “adjustments” to
the math during manual entry to make sure the check sum is
correct.

“...Again, voting is accounting. The procedure they identify is
exactly parallel to telling someone how to fudge an
accounting log.”

— “BevHarris”

“ Accounting practices are double entry, not only because of
mistakes, but also fraud. Two sources are better than one. So
there should be an accounting trail to verify results, especially
when there is a question of accuracy ... It doesn’'t have to be
paper but it should be a traceable source document.”
—*“Cleaver”

Most of all, citizens weighed in with demands for transparency. They
chafed at corporate claimsto privacy for votesthat belong to all of us:

Bottom line: Government has no business hiding behind
proprietary computer code in proprietary voting machines. If
the government wants us to use a humber 2 lead pencil to
mark the ballot, then we damn well better be able to examine
that number 2 lead pencil ourselves. We should be able to buy
a box of those very same, identical, number 2 lead pencils if we
so desire. The paper used for the ballots has got to be paper
that can be examined by any who wish. The boxes where the
ballots are stuffed need to be made of commonly available
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wood, nails, screws, hinges, etc. The boxes need to be able
to be examined for false bottoms, hidden slots, etc.”
— “ItAllAddsUp”

“ States like Georgiahave written provisionsinto their lawsthat
make it impossibleto get amachinein dispute adequately
inspected. The Georgia law stipulates that three people, a
patent attorney and two mechanics, be appointed by law to
look at the computerized machines! This is tantamount to
appointing two blind men and an attack dog to inspect the
machine. If either of the ‘mechanics’ asks about how the
machine works the attorney is there to tell them ‘it’s
proprietary information’, you're not allowed to know!”

— “GoodyTwoShoes’

Every now and then someone still popsup to tell usthat the voting system
topic hasno legs, or that peoplejust don’t care about it. Then explain this: Voting
system discussions at DemocraticUnderground.com became kind of an attrac-
tion. More and more people tuned in, but at the same time, the subject matter
becameincreasingly technical, while the tone of discussions reflected more ur-
gent concerns. Occasionally someone would sigh and raise their hand:

“Can anyone explain what is happening herein
simple language for those of us who are non-
techies? | can’t make heads or tails about what you
may have found here.”

— “SkiBob”

WEell, we' re talking about the computer systems used to count our votes.

“But have you guys found anything? Everybody
seems to be talking in very excited tones using terms
| can’t understand.”

— “SkiBab”

(Sorry). Yes, people were finding things. Many of the things they found
were eventually found also by researchers at Johns Hopkins and Rice universi-
ties,*in areport that ended up in The New York Times. It was the “increasingly
excited tones,” infact, that directly led to the eventsthat produced that report.
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“Attn: BevHarris... look at the cryptographic routines of the
voting system. I've just started to go through this system
and have a few little snide remarks to make...”

“Topper” was concerned about the possible use of afree, open-source cryp-
tography program which isno longer supported.

“The problem with using open source with no support is
getting a timely answer to your question. Ergo, if there is a
security problem during an election, you are stuck with fixing
it—which you may not be able to do yourself in a timely
fashion.”

— “Topper”

“ Actually it’s not so bad. I’'m a programmer and have used
that code before. It isn’t very well documented and the code is
very confusing due to some funky overuse of C++ templates.

“ Some of the encrpytion modules are protected by patents
which makes it less useful for me but it does appear to be
based on an honest attempt to make an open source

cryptography library available to everyone for no charge.

“However, | would have to agree that any kind of election
software encryption should be based on a standard
commercial or government supported encryption solution
rather than someone’s hobby encryption project.”

— “MidniteMunchies’

“I'm not sure any of the encryption is actually used anywhere
... Since you brought it up, | thought I'd see what algorithm
they ended up using. The problem is, I've grepped all over the
files, and | don’t find any header file inclusions from the crypto
library anywhere OTHER than the crypto library. | can’t see
where the other CVS modules call any of this stuff at all.

“BTW: the library, while perfectly fine for free open source stuff
(and I’'m an OpenSSL user myself), is a remarkable mish-mash
of acquired code. The rijndael.cpp is copied and pasted from
the original rijndael.c reference implementation code, there is
code copied and pasted from a textbook (dmac.h), the
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idea.cpp code is again copied and pasted from the reference
implementation idea.c, etc... Not bad for free,
but....(apparently not live code anymore either).

“You know, they COULD have gone with OpenSSL — it’s free,
and supported by far, far more users (and corporate users,
such as Apple and IBM for example). But, then again, it doesn’t
look like they are using any of it anyway...”

— “PoodieToot”
“Mystery solved...but...oh, no... | found what they are actually
doing for encryption. They have their own implementation of

DES in Des.h
“Here’s the bad news...it looks like the DES encryption key is

“I'll leave discovery of aforementioned key as an exercise for
the reader... Good God.......
— “PoodieToot”

trolling through this...

“If you' ve hard coded your key and left it just like the public
implementation, then it would not be that hard for a hacker to
figure out how to get into your system.”

— “Topper”

“It would end up as a static string in the executable file And
you can tear the static strings out of an executable to view
them faster than you can blink your eyes.”

— “PoodieToot”

“In your best 50s announcer voice... ... now
THAT’Sreal data security! (cough, cough)”
— 3 ROmeO”

“These things actually use PCMCIA Cards? Huge potential
security breaches! Think of the new stuff out there. This is
Windows CE based code. Couldn’t the existence of these
drivers open up any one of these machines having a PCMCIA
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based wireless network card installed surreptitiously,
allowing remote access via airwaves?

“They’re using simple PCMCIA ATA disks These things are
basically notepad PC’s and the security is almost non-
existent. How many local governments will be up on the
sophistication required to implement WEP with encryption
and hiding SSID’s for wireless networks? Heck, you wouldn’t
even have to hack the wireless network to get around these
things, all that is necessary is to pop out one hard drive of
results and pop in another with new results preconfigured.”
— “Clark Kent”

“Wireless programming required? Are they nuts? i thought 1'd
been following all the * electronic voting machine” strategies
but that's one | missed. I’'m a techie, 36 years in the business,
some of it with reading punch card votes and optical votes.
Wireless programming capability is just plain nuts. That's a
security hole the size of a 747.

“ That would mean somebody could walk near the voting area
(even outside the building), connect to the voting machines via
wireless network, and make changes to the voting programs
and/or the vote counts”

—“Razmataz’

“l think we’ve found a potential hole where somebody could
alter results remotely with nothing going over any wire.
Somebody needs to seriously wardrive elections sites using
these things.”

— “Clark Kent”

“Ah... That is serious bad news if they are running these
terminals wirelessly and only relying on WEP for security.
That is enough to fail a security audit at any fortune 1000
company.

“On the other hand, wireless can be extremely secure, more
secure in fact that most wired communication if done
properly and with the right equipment and design.

212



“Todoit securely, would requirefairly recent (and proprietary)
technology..certainly not anything that isanywhere near 5 years
old.”

— “RescueRanger”

“You are assuming no encryption. Because this is
wireless does NOT mean no encryption is being
used. WEP anyone? Proprietary encryption perhaps?
But then again it could be none is... ”

— “spock”

“The onusison the local election administrators, though | have
my home wireless network locked down so tight most wardrivers
will take one look at all of my security measures and drive on
down the street to the guy who is advertising an SSID that is the
default on the access point he installed and has never changed the
admin password.

“Even | know that with 128 bit encryption using WEP, no
advertised SSID, and a MAC Address list can still be cracked.
MAC addresses can be spoofed relatively easily and brute force
can break the 128 bit encryption if you’ ve got the processor
power. Even with encryption, it can be cracked. Now tell me how
many of the local election boards you’ ve had experience with are
sophisticated enough to implement WEP, let alone MAC Address
access lists etc. etc. etc.?

“Add to that the fact that there is a ton of code that could hold
back door access and this thing is rife with potential abuse.

“Nope, this doesn’t even compare to the potential for pushing out
chads on hundreds of cards with a pin so they register as double
votes and thus are spoiled ballots. The potential for abuse is
magnitudes above this. If the government does not require an
independent code review by at least three different companies, it's
not doing itsjob.”

— “Clark Kent”

“l trust you are aware... The chances of breaking 128 bit
encryption with a brute force approach could very well take
centuries with just about any computer on the planet?”

— “spock”
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“A 128 bit encrypted file and the encryption level on WEP aretwo
different things. | assureyou, WEPis crackable. A PGPfilewith
128 bit encryptionis, asyou stated, not easily crackable. And when
databasefiles have passwords that are the name of the county
where votes are counted, how secureisthis system?

— “Clark Kent”

“Perhaps this programmer’s comment in the Results
Transfer Dialog file [TransferResultDlg.cpp] will answer that
question for you: ‘Changed the election.dbd file to only
store ascii code not unicode to make it compatible between
windowsNT/95/98 and WiIinCE. The convertion from acsii to
unicode, if required, is done when the data is retrieved
from the database. Note: This does not affect rtf data since
it is always stored in ascii.”

— “BlueMac”

— “Clark Kent”

“Why not? ;o ”
— “spock”™*

“That’s some encryption there! Straight ASCII for backwards
compatibility on operating systems that are obsolete. This
makes a lot of sense for a system we are supposed to trust the
future of the world to.”

— “Clark Kent”

“l believe it is talking about the unencrypted values for
backwards compatibility when being viewed. But then again
that’s another problem with leaked source that may or may not
be final, you can’t be sure.”

— “spock”

“And that's the problem with computer voting systems, isn’t
it... You can’t be sure.”
— “PoodieToot”

* ;0 is a keyboard code meaning “wink”
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“If 1 were the guys doing openssl, I'd be real pissed off right
now. That blows chunks. | guess assigning a public/private key
pair to each networked voting machine is too difficult for the
people entrusted with the lifeblood of democracy?”

— “mortal”

“Seems a Congressional investigation should be next.”
— “SPacific”

But a congressional investigation was not what came next, or even after
next, or even next after next after next. If anything should have a congres-
sional investigation in full view of TV cameras, the voting industry should,
but as of the writing of this book, it hasn’t happened.

What came next was a quiet phone call on a Sunday morning.
* % % % %

Over the course of ayear, | consulted with about two dozen computer techs.
Several are not on Democratic Underground because they are Republicans. |
met one on Free Republic, a conservative forum. Onewas aformer client of
mine. Voting system integrity isatruly nonpartisan subject — Democrats, Re-
publicans, Libertarians, and Greens— everyone but the Charlatan Party, |
guess — all respond the same way when someone says, By the way, we will
no longer be auditing the vote, thank you.

Among my sourcesisacomputer programmer |'ll call “ Cape Cod.”

The best programmers explain thingsin avery concise way. I’ m stubborn
enough that I’ll keep asking until | understand the answer or the other person
starts shouting at me, whichever comesfirst. But highly skilled programmersare
extremely organized thinkers, and it iseasy to follow their explanations. “Cape
Cod” issuch aperson. His explanations of complex computer concepts follow
thissimple, linear fashion: Hereis A, and I’ mgoing to take you to B. Take hold
of A, and walk just this way, and I'll describe the scenery as we go. Now,
here we have arrived at B; did you enjoy it?

“Cape Cod” rarely callsme and has alwaysbeen irritatingly discreet about
his examinations of the Diebold files. When hecalls, hisclipped, East Coast voice
provides no unnecessary words and gives very tidy explanations. He also never
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calls unless he has something to say. He made one efficient, four-minute call to
explain how avoting system might be able to cheat with ‘ zero reports,” for ex-
ample:

“It'squitesimple, really; your goal isto stuff the electronic ballot box while
at the same time generating areport at the beginning of the election which tells
you that zero votes have been cast, proving the ballot box has not been stuffed.

“Here’'swhat you do: You stuff the ballot box by entering two vote total sthat
cancel each other out: ‘ plus 50 for Truman, minus 50 for Dewey.’ You have thus
created aspread of 100 votes between the candidates before the el ection begins
— yet because +50 and -50 sum to zero, you have added no extravoters.

“To makethereport read zero when you start the election, simply instruct
the code to put astring of zeroesinto the ‘ zero report’ if there are any negative
numbersin the ballot-stuffing area, but it must only do thisif there are no other
votesin the system. And by designing adatabase without referential integrity, you
can arrange for the evidence of this ballot-stuffing areato fall off theradar.”

(Did you understand that? | did — and he only had to explain it once.)

One Sunday morning while | was still in my bathrobe, | received one of
“Cape Cod's” rare phone calls.

“Go to your computer. | want to show you something.”

He proceeded to walk me through the process of rigging an election us-
ing areal Diebold program, with aversion used in areal election, with avote
database for Cobb County, Georgia, found on the Diebold Web site.

Quick overview of GEMS: The GEMS voting software collects votes
from the polling places, tabulates them and generates reports. GEMSis used
for both optical scan ballots (where you fill in a dot, or draw a line to your
choice) and touch-screen machines.

After the polls close, poll workers transmit the votes that have been ac-
cumulated to the county office. They do this by modem or by taking out the
memory card (like a disk, but the size and shape of a credit card) and driving
it over to the county office.

At the county office, thereisa*“host computer” (also called the “ server”),
which hasthe GEMS program on it. It receives the incoming votes and stores
them in a vote ledger.
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Bypassing the Supervisor Passwor d

The GEM S User Manual tellsusthat the default password in anew install a-
tionis“GEMSUSER.” If youinstall GEMS, click “new” and make atest el ection,
then close it and open the same file in Microsoft Access, you will find an en-
crypted password in the “ Operator” table. Anyone can copy an encrypted pass-
word from there, go to an election database and pasteit into that using Microsoft
Access. Using thismethod you can open any el ection database with the password
“GEMSUSER.”

You can grant yourself supervisor privileges by making yourself an“admin.”
You can add as many friends as you want. (I added 50 of mine and gave them all
the same password, which was “password.”)

Using thissimpleway to bypass password security, an intruder or aninsider
can enter the GEM S programs. However, you don’t even need a password to go
in the back door.

The GEMS program looks and feels very secure when you work with it.
Running behind the GEMS program is a database using Microsoft Access.
When you open an electionin GEMS, it places an el ection database in afolder
on your computer. Anyone who has Microsoft Access on their computer can
open this election file, simply by double-clicking the file, going in the back
door. This kind of access is not certified or authorized, but it can be done
anyway.

If someone gains accessto GEM S by getting at the computer in the county
office, or by hacking in through the Internet or a phone line, they can get hold
of this election file.

Back to “Cape Cod.”

“Here's what we're going to do,” he said. “We'll go in and run atotals
report, so you can see what the election supervisor sees. Then I’ll show you
something unusual.”

| opened the GEM S program and ran atotals report. Then | ran a detail
report showing theresultsin each polling place.

“Now, open thefilein Microsoft Access.”
“Close out of GEMS?’
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“No, Accessisconfigured for multiple users.”

OK, I didn’t know that. Two people can wander around in the vote database
at the same time without bumping into each other.

Remember that there aretwo programs: the GEM S program, which the elec-
tion supervisor sees, and the Microsoft Access database (the back door) that
storesthe votes, which she cannot see.

When you open the el ection database in Microsoft Access, you will seethat
each candidate has an assigned number. One of thetablestellsyou the number
for each candidate. You can then click atable called CandidateCounter, which
will show you how many votes the candidate has accumulated for each polling
place.

Onthisday, “Cape Cod” showed me another tablein the Cobb County file,
called SumCandidateCounter. Thistable had the sameinformation asthefirst, but
we observed that it had two compl ete sets of the same information. One set was
marked by aflag, the number “-1.”

Noticethat thisgives usthree sets of votes.

“Change some of the votetotalsin SumCandidateCounter.”

| did, choosing votes from the set that did not havethe“-1” flag.

“Now let’srun areport again. Go into GEM S and run the total s report.”

Thetotals report showed my new numbers, proving | could alter the report
by going in the back door and replacing vote total s with my own in the unflagged
votesin the SumCandidateCounter table.

“Now go back and look at that detail report.”

Thedetail report had the original votes, not the ones| changed. It was draw-
ing itsinformation from either the CandidateCounter table or the flagged set in
SumCandidateCounter. In accounting, thisis called having two sets of books. (Or
in this case, three. | never heard what the third set of books does. “ Cape Cod”
caledit the*Lord only knows’ table.)

“Why would it be good to have the detail report show thereal voteswhile
the summary showsthe ones| changed?’

“Thisallowsthe system to pass a spot check.”
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Doesthismodification producean audit trail?
Not if you gointhe back door while the supervisor hasthe el ection open.

Any timeyou open the GEM S program, it will show up inthe GEM S audit
log. But suppose you want to erase yourself?

In the Diebold system, it seems that everyone uses the same name when
they gointo GEMS (they all call themselves“admin”), but | wanted to see whether
| could become someone new, play around in GEM S and then erase myself from
theaudit log.

| created anew user by the name of “Evildoer.” Evildoer performed various
functions, including running reportsto check hisvote-rigging work, but only some
of hisactivities showed up on the audit log. For somereason, afew of hisactivi-
ties omitted themselves from the audit log even before | tampered withit. But |
wanted to erase all evidencethat Evildoer had existed.

I went in the back door by double clicking the GEM S database on acom-
puter with Microsoft Accessloaded onit. | expected the audit log entriesto be
numbered automatically with something | could not edit. That way, if | erased
some Evildoer activities, the numberswould still bethere, marking an activity that
had disappeared. | was surprised to find that | could just type new numbers over
any of the GEM S audit log numbers, and | could al so erase events altogether.

Inevery version of GEMS that | examined, the autonumbering feature
was disabled, allowing anyone to add, change and del ete items from the audit
without leaving atrace. Soon, there was no trace of Evildoer in the audit | og.

Going back into GEM S, | ran an audit report to see if Evildoer had in-
deed disappeared. As Verbal Kint, in the movie The Usual Suspects (1995)
said, "The greatest trick the devil ever pulled was convincing the world he
didn't exist."

Another thing that seemed improper inthe GEM S program isthis: You can
enter negative votes. It isasimple matter to program the software so that it will
never accept anegative number. Why should it?A votetotal that islessthan zero
canonly beillicit.

The entire process — bypassing the password, changing the vote totals,
cleaning up the audit log — took less than 10 minutes.
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During the month of June, | hadn’t seen much of Scoop Media. But Scoop’s
publisher, Alastair Thompson, is never far from a phone when he smells some-
thing breaking.

“Hi, Bev. (New Zealand pronunciation, “Bivv”). Alastair here. (New Zealand
pronunciation “Alasteh”). What'sup?’

“Well, we have a pretty important story. With the GEM S program, using one
of the databases found on the FTP site, wewere abletorigit,” | said.

“Hmm!”

“I"'mwriting it up. I’m not surewhere I’ m taking it, though.”

“You know, | rather thought this might be agood timeto publish thelink,”
said Thompson.

—Come again??? “What link?’

“Ohyou know. Tothefiles.”

“Thefilesfromthe FTP site?’

“It seemslike agood time, don’t you think?1 think we should come out with
your story at the sametime. Get peopletoit, right?’

“Tothelink.”

“Right.”

“Alastair, that set of filesishuge. Do you have the bandwidth?’

“Oh, I think we' Il be all right.They have bandwidth to burn.”

The story went out on Scoop Media on July 8;> Thompson ran one story
about the hackability of GEMS, a ong with another editorial which hetitled “Big-
ger than Watergate!” He has since been roundly criticized for that choice of title,
but remember: Watergate took two yearsto get as "big as Watergate."

Just sixteen days after Thompson posted the article that brought theworld to
the link, The New York Times posted a scathing report on the Diebold voting
system software, by computer security experts from Johns Hopkins and Rice
University who had downloaded the filesfrom Scoop Media. At least one new
story came out in a major media outlet every day for the next two months. In
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September, areport written by Pentagon contractor Scientific Applications|nter-
nationa Corp. (SAIC) was published that detailed 328 security flawsin the Diebold
voting system, 26 of which it deemed “critical.”

Stories have now begun to surface about conflict of interest at the top of the
company and secret |obbying efforts. People are starting to follow the money trail
behind the voting machines.

“Bigger than Watergate.” Hal

Perhaps 50 years from now, someintrepid reporter in afar-flung corner of
theworld will be scoffed at for titling hisarticle“ Bigger than Votergate.”

* k k k %

On July 24, 2003 The New York Times®ran an exclusive story about “ stun-
ning, stunning security flaws” uncovered by four researchers at Johns Hopkins
and Rice universities. The report, titled “ Analysis of an Electronic Voting Sys-
tem” described many of the same findings as those pointed out by the irrever-
ent bunch at Democratic Underground. It was blistering. The Hopkins/Rice
report quoted source code explaining its weaknesses, and delved into Diebold’'s
smart card security and its source code architecture and provided the first
detailed critique of Diebold’s failure to use cryptography correctly. The re-
port also revealed that one of the flaws had been pointed out by voting exam-
inersfive years ago and still had not been corrected.

Diebold Election Systems came out swinging:
* The software was never used in any election!

» Well it was used in some el ections, another Diebold spokesman was re-
ported to have said, by WiredNews reporter L ouise Witt.” | called her to ask how
solid thisquote was. Rock solid, she said, but the quote was pulled aday later in
favor of this: A small part of the software may have been used in some elections.

» The software is old and out of date, Diebold decided. An articlein The
Plain Dealer & pointed out that Diebold was preparing to sell Ohio its new TSx
system, though the company admitted it might not be certified by purchasetime.

Most of the peoplel’ veinterviewed about this say the software cannot have
been rewritten and tested in the short time since July 24 — or even in the 10
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months sincethelast election. The problemsexist in the program itself and patch-
ing them will not produce asound voting system.

Nevertheless we are told by Diebold that the problems:

1) Arefixed

2) Were never aproblem in thefirst place, because the Diebold softwareis sur-
rounded by election procedures and physical security, which have effectively neu-
tralized the problemsall along.

There are weaknesses in the Hopkins/Rice report. Several sections seem to
assume that touch-screen machines are connected to the Internet; nothing I’ ve
seen indicates that is the case. | have seen indications that the GEM S servers
connect to the Internet, and GEM S al so connectsto adigiboard which, in turn,
connects back to touch-screens with amodem when the el ection closes.

Beforethe election, GEM Sloads ballotsinto the touch screens, but every-
thing I’ ve seen indicates that thisis done using touch screens placed in the office
near the GEM S machine, rather than loading the ball ots over the Internet.

The criticism that the Hopkins/Rice report doesn’ t take into account all the
election proceduresis, in many ways, absol utely correct. It doesn’t appear that
the authorsread the user manualsthat go with the software; they apparently did
not interview any election officials, either. Several of the concernsin their report
prove unfounded when you find out more about el ection procedures.

Other areas of the report describe cracksthat would be impractical or could
not affect many votes at atime. The most publicized security flaw in the report
hasto do with making extravoter cards (or reprogramming one so that it can vote
as many times asyou want). These are valid concerns, but checking the number
of voters signed in against the number of votes cast isarequired safeguard in
most states and would quickly reveal such aploy. Thistype of hack would aso be
very difficult to achieve on agrand scale; you would have to make rigged smart
cards and send peopleinto cast extravotes at hundreds of polling placesat once,
which getsinto the crazy conspiracy realm.

The biggest taint applied to the Hopkins/Ricereport isaconflict of interest
onthe part of one of its primary authors, Aviel Rubin.
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Lynn Landes, afreelance reporter, reveal ed that Rubin had been an advi-
sory-board member for VoteHere, a company that claims its software solves
many of the problemsin the Hopking/Rice report.® Rubin also held stock options
in VoteHere; he resigned and gave back his stock options, but not until after
Landes published her article. Rubin told Landes that he had forgotten about this
conflict of interest when he wrote the report.

Three more researchers — Dan Wallach, who is afull professor at Rice
University and Adam Stubblefield and Yoshi Kohno, of Johns Hopkins —
also wrote the report, and none of them appear to have any conflicts of inter-
est. It seems unlikely that all three would help Rubin slant a report just to
help him sell VoteHere software.

The importance of the Hopkins/Rice report:

1) It correctly identifies weaknesses in Diebold’s software devel opment
process. The code is cobbled together to fix and patch. The correct way to
produce quality softwareisto first develop a precise schema (structure) that
says what the software must do; the development process must test against
thisschemato seethat it performsflawlessly. Instead, Diebold’s software engi-
neers seem to make it up asthey go, and thisis evident both in the source code
andintheir internal memos.

2) Itidentifiesvery real security flawsthat can jeopardize vote data, espe-
cialy during transmission to the county tabul ator.

3) The Hopkins/Rice report pushed media coverage into the mainstream.
And because, when you areresearching this story, you can’t even sneeze without
finding something new, coverage of theintegrity of our voting system will con-
tinue to gather momentum. Thelongest leap forward in asingle day was dueto
the Hopkins/Ricereport.

4) Thereport triggered another evaluation, thistime by the SAIC.

SAlICreport

InAugust 2003, the governor of Maryland, which had recently placed a$55
million order for Diebold touch-screen machines, ordered an evaluation by Scien-
tific Applications | nternational Corp.* There are concernswith thisreport aswell
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— though thereport is 200 pages|ong, two-thirds of it wasredacted. In the small
part that was made public, more sections were redacted, including everything
about GEM S except ageneral statement that it was unsatisfactory.

If Rubinissaidto have aconflict of interest, then SAIC hasawhopper: The
vice chairman of the SAIC, Admiral Bill Owens, isthe chairman of VoteHere.
Likethe Rubin report, the SAIC report identifies many areasthat VoteHere claims
to havethe solution for.

The SAIC report validatesimportant findingsin the Hopkins/Rice report and
identifies many new areas of concern. Becauseit isheavily redacted, we don’t
know the detailson all of theflawsit found, and many are specificto Maryland.
Still, these wordsreverberate since Diebold's softwareis still being used in elec-
tions:

The system, as implemented in policy, procedure, and technology, is at
high risk of compromise. Application of the listed mitigations will reduce the
risk to the system. Any computerized voting system implemented using the
present set of policies and procedures would require these same mitigations.

or to put it more succinctly. “328 security flaws, 26 deemed critical.”
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Chapter 10 footnotes

1 - Digital Millenium Copyright Act of 1998 http://www.loc.gov/copyright/legislation/dmca. pdf
2-"Security inthe GeorgiaVoting System,” April 23, 2003, by Britain J. Williams, Ph. D.
3 — Georgia RFP Sales Proposal for Diebold Election Systems: Phase I, Tech Proposal.

4— Analysis of an Electronic Voting System, Johns Hopkins Information Security Institute
Technical Report TR-2003-19, July 23, 2003. http://avirubin.com/vote/

5— Scoop Media, 8 Jul 2003; “ Sludge Report #154: Bigger than Watergate”
http://www.scoop.co.nz/mason/stories/HL 0307/S00064.htm

6 — New York Times 24 July, 2003; "Computer Voting |s Open to Easy Fraud, Experts Say" http://
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7 — WiredNews.com 4 August, 2003; "More Calls to Vet Voting Machines" http://www.wired.com/
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8— Cleveland Plain Dealer 14 August, 2003; "Voting machines under review in Columbus" http://
www.ohiocitizen.org/moneypolitics/2003/voting.htm

9— EcoTalk.org 18 August, 2003; "Voting Machine Fiasco: SAIC, VoteHere and Diebold" http://
www.ecotalk.org/VoteHereSAIC.htm

10— "Risk Assessment Report Diebold AccuVote-TS Voting System and Processes' 2 September,
2003; Science Applications International Corp.
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11
Election Procedures and Physical Security
These solve all the problems. (Really?)

San Diego County and the states of Maryland, Arizonaand Ohio planned to
buy new voting machines, and Diebold planned to sell the machinesto them. All
told, these contracts were worth over aquarter of abillion dollars. By August
2003, thefollowing information was availabl e to purchasing agents who represent
thetaxpayers:

* 40,000 Diebold voting system fileswereleft on an unsecured Web site.

* 22,000 uncertified | ast-minute program modifications were put on voting ma-
chinesin Georgiaby Diebold Election Systems.

» Georgiamachines malfunctioned so badly that it called the state's certification
into question.

» The GEM S program did not prevent usersfrom bypassing passwords, changing
audit logsand overwriting votetallies.

* Four computer scientists from two major universities exposed “ stunning, stun-
ning security flaws” in the touch-screen program.

» And by September, areport by Scientific Applications International Corp. (SAIC)
had identified “ 328 security flaws, 26 of them critical” in the Diebold touch-
screen voting system.

Your tax dollarsare at risk. Therefore, your representatives (choose one):

a) Decided to hold off on purchasing voting machines until athorough indepen-
dent review could be performed on every manufacturer

b) Decided to buy voting machines from amanufacturer other than Diebold
c) Formed atask force to study theissue
d) Announced they were going ahead with the purchase anyway
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Correct answer:
d) Decided to go ahead and buy the machines anyway.

I’ll put some qualifiers on that: After the Hopkins/Rice report came out,
Maryland Governor Robert Ehrlich commissioned astudy by SAIC before decid-
ing to purchase. He only announced he was going ahead after the SAIC report
identified 328 security flaws, 26 of them critical. Ohio Secretary of State J. Ken-
neth Blackwell decided to hold off on hisAugust 15 announcement of the ap-
proved vendorsfor his state’s voting system, partly because of pending SAIC
study but also because Sequoia Voting Systems was suing to get on the pur-
chaselist. A few weekslater, he put Diebold back on the approved vendor list.
San Diego County, after aquick fly-in from Diebold representatives, said it was
going ahead with the purchase but later said it might want to think about it. The
state of Arizona, without offering an explanation, quietly announced that it would
buy Diebold’svoting machines.

Election officials hurried forward to explain to the mediathat all thiscriti-
cism was just so much hooey; they trusted the machines and those computer
scientistsdidn’t know what they weretalking about. Diebold announced, after the
SAIC report gave it afailing grade, that the report (yes, the same one) said its
voting system gave voters*“ an unprecented level of security.”

The state of Californiadecided to go ahead with its October 8 gubernatorial
recall election, even though Diebold touch screenswould be used in four counties
(10 more countieswould use Diebold optical scan machines) — and all 14 coun-
tieswould use Diebold’'s GEM S county tabulation program.

Such confidence must be supported by apowerful factual underpinning, but
sofar | haven't been ableto find it. Must we privatize the factual underpinning?
Could someone please share the secret decoder ring with us so we, too, can see
that these machines absolutely can be trusted?

Election officialsgive Diebold’ sencryption schemeaclean bill of health, but
I’m not sure many of them can spell theword “algorithm,” much lessexplainit.
Why are we allowing el ection official sto pronounce an opinion on computer pro-

gramming anyway?
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| have yet to see any of Diebold’s programmers answer a single question
about these software flaws. Public-relationsteam, yes. Diebold software engi-
neers? Total silence. That’s OK, | suppose. Might aswell do it under oath.

I, for one, would like to hear from technical writer Nel Finberg or principal
engineer Ken Clark, who wrote the following e-mails two years before Scoop
Media published my article about altering the audit log in Access:

Subject: alteration of Audit Log in Access
From: Nel Finberg
Date: Tue, 16 Oct 2001

“Jennifer Price at Metamor (about to be Ciber) [Independent
Testing Authority —ITA— certifier] has indicated that she can
access the GEMS Access database and alter the Audit log
without entering a password. What is the position of our
development staff on this issue? Can we justify this? Or
should this be anathema?”

Subject: RE: alteration of Audit Log in Access
From: Ken Clark

Date: Thu, 18 Oct 2001

Importance: Normal

“Its a tough question, and it has a lot to do with perception.
Of course everyone knows perception is reality.

“Right now you can open GEMS’ .mdb file with MS-Access,
and alter its contents. That includes the audit log. This isn’t
anything new. In VTS, you can open the database with
progress and do the same. The same would go for anyone
else’s system using whatever database they are using. Hard
drives are read-write entities. You can change their contents.

“Now, where the perception comes in is that its right now
very *easy* to change the contents. Double click the .mdb
file. Even technical wizards at Metamor (or Ciber, or
whatever) can figure that one out.

“It is possible to put a secret password on the .mdb file to
prevent Metamor from opening it with Access. I've
threatened to put a password on the .mdb before when
dealers/customers/support have done stupid things with the
GEMS database structure using Access. Being able to end-
run the database has admittedly got people out of a bind
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though. Jane (I think it was Jane) did some fancy
footwork on the .mdb file in Gaston recently. I know our
dealers do it. King County is famous for it. That’s why
we’ve never put a password on the file before.

“Note however that even if we put a password on the file, it
doesn’t really prove much. Someone has to know the
password, else how would GEMS open it. So this technically
brings us back to square one: the audit log is modifiable by
that person at least (read, me). Back to perception though, if
you don’t bring this up you might skate through Metamor.

“There might be some clever crypto techniques to make it
even harder to change the log (for me, they guy with the

password that is). We’'re talking big changes here though,
and at the moment largely theoretical ones. I'd doubt that
any of our competitors are that clever.

“By the way, all of this is why Texas gets its sh*t in a knot
over the log printer. Log printers are not read-write, so you
don’t have the problem. Of course if | were Texas | would be
more worried about modifications to our electronic ballots
than to our electron logs, but that is another story | guess.

“Bottom line on Metamor is to find out what it is going to
take to make them happy. You can try the old standard of
the NT password gains access to the operating system, and
that after that point all bets are off. You have to trust the
person with the NT password at least. This is all about
Florida, and we have had VTS certified in Florida under the
status quo for nearly ten years.

“l sense a loosing [sic] battle here though. The changes to
put a password on the .mdb file are not trivial and probably
not even backward compatible, but we’ll do it if that is what
it is going to take. ” — Ken

Subject: RE: alteration of Audit Log in Access
From: Nel Finberg
Date: Wed, 17 Oct 2001

“Thanks for the response, Ken. For now Metamor accepts the
requirement to restrict the server password to authorized
staff in the jurisdiction, and that it should be the
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responsibility of the jurisdiction to restrict knowledge of
this password. So no action is necessary in this matter, at
this time.” — Nel

Resolution of the problem revealed in the “ alteration of theaudit log” leans
heavily onlocal election officialsto set up security around accessto the GEM'S
computer. Setting aside the references to doing “end runs” around the voting
system, do wereally know whether the jurisdictions are ableto restrict accessto
authorized staff? Here are three exampl es that make me wonder:

1. San Luis Obispo County, California: A vote database popped up on the
Diebold Web site during the March, 2002 primary. It wastallied hours before the
pollsclosed. Election officials can’t explain how it got there.

2. Marin County, California: A cell phone was used to transfer a vote data-
base. Thisis uncertified and insecure and apparently was never approved by
anyone.

3. Volusia County, Florida: In November 2000, an unexplained replacement
vote database overwrote the original votes, leading TV networksto erroneously
call thepresidential election for George W. Bush.

SL O County Mystery Tally

A votetabulation saved at 3:31 p.m., five hours before poll closing for the
March 5, 2002, San L uis Obispo County primary (“SLO County” to thelocals)
wasfound onthe Diebold FTP site. SLO County Clerk-Recorder Julie Rodewald
saysthat she doesn’t know who put that file on the FTP site, and only two people
have access to the GEMS computer — the Deputy Registrar of Voters and
Rodewald herself.

The SLOfile containsvotesfrom areal election. It also contains aproblem
for Diebold, becausein Californiaitisillegal to tabulate votes before the polls
close. According to Californialaw, counties are allowed to begin counting mail-in
and absentee ballots prior to election day, but results may not be posted before the
pollscloseat 8 p.m.
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Thisfile contains an audit log which documents GEM S activities step by
step for monthsleading up to the election, stopping precisely at 3:31 pm on March
5, 2002.

Thevotesinthefile correspond with thefinal votetally, which can be found
on the San L uis Obispo County Web site for that election — but only about 40
percent of the votes had comein by 3:31 pm.

Wasthisfileused for training? No onetrains poll workers during an el ec-
tion. And why would you usereal votes and areal file, during the middle of an
election, for training?

Was thisfile part of a“Logic and Accuracy test?” It was date and time-
stamped at 3:31 pm on election day. L&A tests are done a few days before
the election.

Did company officials set the date forward for a Logic and Accuracy
test? The audit log shows that this was an election, not a test.

Maybe the clock was off? It was for a different time zone? When it said
3:31itwas8:31? Checkingthe date and clock is part of the election procedures,
marked “important.” But more than that, after the polls closed there were more
votes.

How do the votes correspond to the final votetally? The vote distribution
parallelsthat of thefinal tally.

The SLO votefilewas assigned apassword and placed on a Diebol d-owned
Web site. The password was: “ Sophia.” SophiaLeeisaDiebold project manager.

Was Sophia L ee there that day? Yes,
“| liveand VOTE in SLO according to Rodewald. “An employee
County. | find this from Diebold was at the county Elections

disturbina. | sthere anvwa: Office on the day of the primary to an-
g yway swer gquestions and help with any problems
we can get them to count

: that might come up.
the paper ballots, meaning _ _ : ,
the oneswe put in the Did Sophiaput that file on the Diebold

Web site?* She’s saying shedid not post (the

scanning machine, to verif
J y data) on election day,” Rodewald said. “ She

theresult?”
— “Cleaver”
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said it’s something she never would have done.”

Did Rodewald give Sophiaaccessto the GEM S computer and the vote data-
base? Rodewald says that neither she nor any of her staff put that file on the
Diebold Web site, and she does not know how it got there. “Only the deputy
(registrar of voters) and myself have access to the computer on election day or
any day,” Rodewald said.

Do we have aproblem?Apparently.

1) Votetalieswereavailablefor SLO County beforethe polling places closed.
“We don’t release those results. In fact, we don’t even print results. We don’t
know what the resultsare until 8 p.m.,” Rodewald said.

2) Security of the GEM S central count computer was breached when its
midstream vote tabulation file was placed on an unprotected Web site. Yet we
have been told that physical security isin place, limiting GEM S access to two
county elections officials, placing the machine in alocked room that no one
can enter and making sureit is not hooked up to the Internet or to the county
network.

- The file is large and takes time to upload to an FTP site, even with a
fast Internet connection. We have also been told that GEMS does not con-
nect to the Internet. Somehow thislarge GEM Sfile from the midst of the SLO
County primary election made itsway from the “ secure, inaccessible, locked-
in-a-room, not-connected computer” onto the Diebold company Web site.

- This appears to have happened on election day, since the file is tagged
to “sophia’ and Sophia is a Diebold employee who was present at the San
Luis Obispo County elections office on election day. Diebold denies that the
results were posted on election day. “Diebold is trying to track down when
the information was posted,” said Rodewald. (If Diebold istrying to find out
when it was posted, why does Diebold state that it was not posted on a par-
ticular day?)

Now let’slook at the plausi ble explanation for how the votesgot into thefile:
Rodewald saysthat the votesin the SLO fileas of 3:31 pm in the afternoon on
primary election day, March 5, 2002, were absentee votes, which were counted
on March 1,2, 3 and 4. She says they are not votes cast at the polling place.
Diebold said it was aback-up file. Asthe absentee and mail-in ballots are tabu-
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lated, the county periodically “backsup” that

data onto a computer disc, in case the main Diebold
computer wereto crash. representatives now
Accounting Minutiae admit it was a “ huge

mistake” to have the
data on a site that
could be accessed by
the public.

* In the SLO database, absentee votes are
tagged with “1” and votes cast at the polling
place aretagged with “0.”

* Thismeans all of the votes, if they are ab-
sentee votes, should be marked witha“1.”
But thefirst 15,000 votesin the database are all tagged with “0,” which would
indicate that they come from apolling place. The only way votes can get from
apolling placeinto the GEM S program during the middle of an electionisto
have an E.T. moment and phone home. We don’t want our voting machinesto
connect with their master before all the votes are cast.

« Enter strange accounting that gives me a headache: Rodewald saysthat there
are precincts which have both polling places and absentee voters, but there are
also about ahundred precincts where people cannot go to any polling place, but
canonly mail inaballot to vote. These precinctsare called “mail ballot” pre-
cincts. Mailedinballotsfrom the“mail ballot” precinctsarecalled “polling place”
ballots. (Correct accounting would call them “mail ballots” or * absentee bal -
lots’— it would not call them “polling place” ballots.)

* Rodewald explained to me that you can tell the “mail ballot” precincts apart
from the polling place ball ots because they do not start with the letters“ CON.”

» Sotherefore, thevotesmarked “ 0” would bethe“mail ballot” ones, right? Well,
no. Shethen explained to methat no “ mail ballots” werein this database, which
she concedesis an authentic SLO County votefile.

Now thismay sound like minutiae, but in accounting, precisioniscorrect and
confusion isincorrect. Because there are votes marked “0” in the database, it
contains either votesfrom the polling place or “mail ballot” votes, both of which
Rodewald told me are not in this vote database.

If Rodewald did not authorize placement of the SLO County vote database
onthe Diebold Web site, who did?
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Why should Diebold employees be privy to midstream el ection tabul ations?
What wasthisfile used for? Who put the file on Diebold’sWeb site?

Why should Diebold take any election votefile and keep it on acompany
Web site? (One Californiacitizen, Jim March, posted the San L uis Obispo votes
on hisown Web site. Diebold demanded that he removeit, claiming the company
had copyrighted San Luis Obispo'svotefile.)

How did Diebold get accessto thisfile? What mechanism was used to get
thisfile off the GEM S computer? A CD burner?A zip drive?

Whether or not anything unscrupulousisinvolved with thisfile, it seemsthat
unauthorized access was allowed into the system.

Transferring votes by cell phone

On October 8, 2003, | spokewith the CaliforniaElections Division to find out
why, when citizensin Californiawent looking for the polling place totals, which
were supposed to be posted on the door at each voting location, they found noth-
ing posted at all. | spokewith a"Mark Carrol,” who said, “I have your answers.”
Hetold methat votetalliesdon’t have to be posted.

But, they do:

CA Code 19370 States... At the close of polls... at the
precinct...One copy of the statement of return of votes cast
for each machine shall be posted upon the outside wall of
the precinct for all to see. “The return of votes includes each
candidate’s name and their vote totals at the precinct. During
certification of voting machines, the Voting Systems Panels
requires evidence that the procedures of each vendor include
this process... ”

| asked Mr. Carrol about a set of memosindicating that Diebold has used

cell phonesto transfer vote results.
"That’snot certified!” he said indignantly (and doubtfully).
Yup. | know.
"Not in California, they haven’t,” he said, after a stunned pause.

Yes, they have. In Marin and Tulare counties, according to the Diebold memos
that no one wantsyou to see. Hewassilent for along time, and | told him where
to find the memos.
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Aninvestigative writer named Tom Flocco (www.tomflocco.com) saw the
samememosas| did. In hisblog hewrote:

“Diebold sales representative Steve Knecht wrote on April 12, 2000 that
‘We are using cell phonesin Tulareand Marin,” while also introducing arather
curious, unfamiliar electronic election official called a‘rover:” ‘Roversarethe
oneswho are given the cell phone with the modem for end of night totals upload,
not the precinct worker, at least in these two locations.’

“Guy Lancaster, Diebold software programmer, wrote on April 12, 2000,
regarding cell phones: ‘| know of no written instructions,” leading usto wonder if
there were rules and traceable documentation, or why cell phones were being
used inthefirst place...

“[Diebold sales representative Juan Rivera wrote] ‘Also, we did not
have to dial the phone manually; the AccuVote did that just asif it was con-
nected to the wall jack.’... So now we have private cell-phones, |ap-top com-
puters—and rovers, ostensibly uncertified by any government authority —
but no one has reported or documented how or if this ‘add-on’ equipment or
the individual rovers are registered, tested, certified, identified — or secured
by state or federal authorities prior to an election...

“On April 17, 2000, Guy Lancaster wrote more about the Diebold
AccuVoteinternal modem: ‘We usewhat’scalled ‘blind dialing’ (ATX0) which
means that it’ll dial with nothing plugged into it. Thusif the AV won’t work
without this Dial Tone Emulator, then it's doing something in addition to
providing a dial tone.” But Lancaster didn’t get into what other actions he
thought the software was affecting.”

Dr. David Dill’s* webmaster confirmscell phone data transfer

Dr. David Dill hasbeenfortunate, with his“VerifiedVoting.org” Web site, to
have a committed volunteer webmaster named Greg Dinger.

Dinger arranged for afriend to assist asan official pollworker and posted
several interesting observations at asite set up by BlackBoxVoting.com for moni-
toring election reports (www.BBVreport.org — go there and tell us your own
experiences).

* Dr. Dill is a professor of computer science at Stanford University.
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“Ok, | have somenews,” Dinger writes. ” For starters, thiselection hastaught
us some lessons. We need to make sure that we have our own people in every
precinct possible — along with exit-pol | staff and observorsat the close of polls.
They need to betrained in advance, they should be provided written material sthat
document what to watch for, and essentially equipped to be our eyes and ears.

“1 just finished alengthy phone call with afriend who worked at my precinct
... Basically, the people there (however well-intentioned) wereill-prepared for
the task, were unaware that this e-voting controversy even exists....

“At the end of the day, the “head” of the scanner was removed from the
base. It was connected to some sort of cellphone for transmitting the results.
Shocked, | asked her to repeat this: it appears that this phone was NOT con-
nected, nor was the scanner connected to the landline that | observed in the
polling place earlier inthe day. It waswireless...

“During the transmission process, errors occurred. The phone appar-
ently reported that a ballot was “stuck” in the reader. The precinct folks
confirmed that this was not the case. There was a phone call placed to some
“support number” which turned out to be a bad number. The lead precinct
worker happened to have another phone number, reached some unidentified
(to my friend) person, and eventually resolved the issue after a lengthy de-
lay...”

“But she was VERY clear that this was a cordless phone (some sort of
folding model) that was attached to the scanner at the end of the day.” Dinger
clarified that, according to his information, the cell phone was connected
only during end-of-day processing. It worked like this:

“The precinct leader was provided a cordless phone of some sort. At the
end of the day, she pulled the scanner out of the base and moved it to a
table. Then the phone was attached (as | understand it) with a short cable.

“| do not believe the unit was built into the scanner, nor was it con-
nected during the day.”

| have some questions about transmitting votes by cell phone.
Why? Why do it? Can we not plug in a simple modem any more?
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A well-financed operation can very easily penetrate the voting system with
the right equi pment and the correct information. Cell phones connect to the ac-
cesstower with the strongest signal. Itisrelatively easy (but not inexpensive) to
set up arogue accesstower. If you do, thiscell phonewill automatically commu-
nicate with you. You would then connect the call to your own GEM S server, load
the real results, modify them and then call up thereal GEM S server to upload
your results.

Volusia County, Florida:

If Al Gore had publicly conceded on election night, would there have been a
Floridarecount? Would the “Help AmericaVote Act” ever have been passed,
triggering the rush to touch-screen machines?

WEe'll never know, but thanksto an internal CBSreport and an e-mail written
by the vice president of Research and Development at Diebold Election Systems,
we now know that the unexplained replacement of a set of votes on a Diebold
optical scan machinein Volusia County triggered a premature private concession
fromAl Goreto George W. Bush and resulted in TV networks' erroneously call-
ing the election for Bush instead of deeming it too closeto call. Thefinal "offical”
tally showed Gore losing by 527 votes, though the hand recount stopped by the
Supreme Court later gave the election to Gore.

Volusia County did a hand recount and straightened out the mistake. It is
interesting to note that in the future there may be no paper ball otsto recount, thus
such amistake would go uncorrected.

* *k % % %

Fox News Network, 29 November 2000: Brit Hume, host:
“And now the latest from the * Political Grapevine.’

“It seems a broken computer modem and a faulty memory card were cul-
pritsin the erroneous el ection-night call of George W. Bush asthe Floridawinner.
A broken modem prevented some of Volusia County, Florida'sresultsfrom being
transmitted directly to headquarters.

“When the county tried to read the results themselves and relay them to
headquarters, computerswith abad memory card caused it to appear for atime
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that Al Gore had lost more than 16,000 votes, which seemed to put George W.
Bush up by 50,000 — at that stagein the night, an insurmountable margin. Every
network saw that asabasisfor calling the state for Mr. Bush...”

Two questions:

1) Wasit a“bad memory card” that produced the bogus 16,000-vote spread?
Or isthere another explanation?

2) Isit truethat these 16,000 mystery votes caused the networksto call the
election for Bush?

What arethe symptomsof abad memory card?

A memory card, asyou’ll recall, islikeafloppy disk. If you have worked
with computersfor any length of time, you know that a disk can go bad. When it
does, which of thefollowingismost likely:

a) In the Word document you saved on the disk, the “bad disk” replaces
some of the words you typed with different ones. If | wastyping this docu-
ment on a bad disk, for example, the “bad disk” might read this phrase cor-
rectly the first time: “In the Word document you saved...” but the second
time, read it like this: “In the pot-bellied pig that you saved...” In your expe-
rience, isthislikely?

b) In an Excel spreadsheet that you saved on the “bad disk,” might it
read a column of numbers correctly thefirst time: “ 1005, 2109, 3000, 450...”
but the second time, replace one of the numbers like this: “1005, 2109, —
16,022, 3000, 450..."?

c) Orisit morelikely that the “bad disk” will do one of the following
things: Fail to read the file at all, crash your computer, give you an error
message, or make weird humming and whirring noises while your computer
attempts unsuccessfully to read the disk?

For most of us, the answer is c). But according to news reports, the
official explanation from Global Election Systems (now Diebold Election Sys-
tems) was that a*“bad memory card” reported votes correctly in every race
except the presidential race, where it mysteriously changed Gore’s total to
negative 16,022.
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Thiskind of explanation gets my nosetwitching. Really?Isthat what a“ bad
memory card” does? If so, how many “bad memory cards’ have been out there
changing votetotals, unbeknownst to voters?

If the symptom of acorrupted memory card was arbitrary vote-changing, as
explained to the mediain Volusia County, we' d bein real trouble— according to
Diebold salesrepresentative Steve Knecht in an internal memo dated March 24,
2000, “ Cardswere corrupted throughout Californiaat arate exceeding our nor-
mal 1in 100 that we' ve been seeing. Marinisnow up to 8 cards corrupted out of
114.” Hereportsanumber of problemsthat must have had election officials pull-
ing their hair out:

“This issue [faulty memory cards], along with AccuVotes [AccuVote is a
brand name for Diebold Election Systems optical scan machines]
needing to be turned off and on repeatedly during the day to reset
them, or AccuVotes just dying in the middle of the day due to Readers
failing has gotten to epidemic proportions. Fresno, Marin, Tulare, and
Humboldt all replaced about 10% of their units in the field on election
day for a variety of reasons ... These corruptions and failures are no
longer going to be seen as isolated and will begin impacting our
reference selling ability and confidence in the product.”

If the memory card failure has, at times, “gotten to epidemic propor-
tions,” we'd better hope that the symptoms certainly do not include ran-
domly changing the vote totals.

According to an exchange between principal engineer Ken Clark and
Donna Daloisio, who was systems administrator for Supervisor of Elections
Gertrude Walker in St. Lucie County, Floridathe following symptomstypify a
corrupt memory card:

When beginning to upload resultsthe following message appears. “PLEASE
RE-INSERT MEMORY CARD.”

If you take the memory card out and put it back in, you arelikely to seethis
error: “PCT DATA ERROR OK TO CONTINUE?

If you say yes, this message appears again: “PLEASE RE-INSERT
MEMORY CARD.”
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When Daloisio described these symptoms, principal engineer Ken Clark shot
back thisdiagnosis: “ Garden variety corrupt memory card.”

Apparently the story the mediagot about Volusia County’s sudden vote dis-
crepancy (because of a “faulty memory card”) isn’t quite the whole story.

On January 17, 2001, Volusia County employee LanaHires asked the tech-
nical staff at Global Election Systemsfor help. She was being put on the hot seat
over Al Gore'sstrangetally of negative 16,022 votes.

“1 need some answers!” shewrote. “Our department is being audited by the
County. | have been waiting for someone to give me an explanation as to why
Precinct 216 gave Al Gore aminus 16022 when it was uploaded. Will someone
please explain thisso that | have the information to give the auditor instead of
standing here'looking dumb'... Any explantations[sic] you all can givemewill be
greatly appreciated.”

Global Election Systems John McLaurin tossed the question to SophialL ee
and Talbot Iredale. “ Sophiaand Tab may be ableto shed somelight here, keeping
in mind that the boogie man may me [sic] reading our mail*. Do we know how
this could occur?’

Talbot Iredale, senior vice president for research and devel opment, has been
with the elections company since 1991. He explains: “ Only the presidential totals
wereincorrect.” Iredalethen hitsuswith thisbombshell:

“The problem precinct had two memcory [sic] cards uploaded. The
second one is the one | believe caused the problem. They were
uploaded on the same port approx. 1 hour apart. As far as | know
there should only have been one memory card uploaded. | asked you
to check this out when the problem first occured but have not heard
back as to whether this is true.”

Where did this second card come from? I redal e then gives a cursory nod to the
official explanation givento the media:

“Corrupt memory card. This is the most likely explaination [sic] for the
problem but since I know nothing about the ‘second’ memory card |
have no ability to confirm the probability of this.”

* That's a damn curious remark!
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Again, WHERE DID THE SECOND CARD COME FROM?

“Invalid read from good memory card. This is unlikely since the
candidates results for the race are not all read at the same time and
the corruption was limited to a single race. There is a possiblilty that a
section of the memory card was bad but since | do not know anything
more about the ‘second’ memory card | cannot validate this.”

There's that pesky second card again. He then suggests that perhaps the sec-
ond card might have been — well — another way to say thiswould be “€election
tampering,” | guess:

“Invalid memory card (i.e. one that should not have been uploaded).
There is always the possiblity that the ‘second memory card’ or
‘second upload’ came from an un-authorised source.”

So, who is investigating this unauthorized source?

“If this problem is to be properly answered we need to determine
where the ‘second’ memory card is or whether it even exists.

But it turnsout that this second card certainly did exist, at |east at one time:

“l do know that there were two uploads from two different memory
cards (copy 0 (master) and copy 3).”

There were two uploads from two different cards.

» The votes were uploaded on the same port approxiately 1 hour apart.
* Only one memory card was supposed to have been upl oaded.
*“Copy 0" uploaded some votes.

*“Copy 3” replaced the votesfrom “Copy 0” with itsown.

* [redal e believes the second oneisthe one that caused the problem.

* The"problem”: 16,022 negative votesfor Al Gore

What effect did this have on the 2000 presidential election?

We know that the“ problem” was noticed and corrected. An election worker
noticed Gore'svotesliterally falling off thetally, and the number of votesin Pre-
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cinct 216 wastotally out of whack. Eventually, amanual recount was done. No
harm, no foul ?

That depends on how you look at things. | found areport called “CBS News
Coverage of Election Night 2000: Investigation, Analysis, Recommendations pre-
pared for CBS News.”

“It would be easy to dismissthe bizarre events of Election Night 2000 asan
aberration, as something that will never happen again,” thereport begins. “...But,
this el ection exposed flawsin the American voting system, imperfections mir-
rored intelevision’s coverage of the election results.”

Yes. Thiselection exposed flaws, but theimperfectionswere not really quite
“mirrored” intelevision’s coverage of the results. A more apt metaphor would be
that the imperfections exposed thetip of aniceberg and then, with the HAVA hill,
everyonein Americadecided to buy aticket on the Titanic.

Itis, asone of the computer scientists|’ vetalked with likesto say, like“ The
Amazing Randi.” Don’'t look there— look here! Anillusion. Ridiculethedangling
chads. Voter News Service blew it. Don’t worry, we caught that crazy error of
negative 16,022 votes, it made no difference. We'll giveyou the Help America
VoteAct (HAVA) and promise $3.8 billion (much of which may never material-
ize) to prevent thisfiasco from ever happening again.

Look over here: Chadsare bad. L ook over there: Let’svote on ablack box!

Don’t look there: No one paid much attention to the optical scan machines,
which, we now know from Greg Palast’s research, used different settings de-
pending on whether you werein aminority district or an affluent suburb. White?
Suburban? Set the machineto provide an error messageif the ball ot was overvoted,
so thevoter can correct it. Minority? Poor? Accidental overvotesdiscarded, thank
you. Back that up with statistics, of course: “ Too dumb to vote.”

While wefixated on abutterfly ballot, no one asked about the GEM S pro-
gram that counted 30 countiesin Florida, or demanded to see “card number 3”
from Volusia County, or asked who made this card and how it got past all the
election procedures and physical security, or whether any other counties had a
card number 3.

According to the CBSreport, hereisachronology of how the election was
called for Bush. You decide whether card number 3 made adifference:
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7:00 PM: Most Floridapollsclose. CBS News' best estimate, based upon
exit-poll interviews, shows Gore leading Bush by 6.6%. The Decision Desk de-
cidesto wait for some actual votes[i.e., voting-machine votes] to confirm the
exit-poll results.

7:40 PM: Voter News Service (VNS) projects Floridafor Gore.

7:48 PM: NBC projectsFloridafor Gore.

7:50:11 PM: CBS projects Floridafor Gore.

7:52:32 PM: VNS callsFloridafor Gore.

8:10 PM: CBS News analysts recheck the Floridarace and feel even more
confident about the call for Gore, based on dataavailable at 8:10.

9:00 PM: A member of the CBS News Decision Team notices achangein
one of the Florida computations. One of the estimates, the one based solely on
tabulated county votes[tabul ated county votes: In the Diebold system, thisisthe
GEM S program], isnow showing aBush lead. The team discovers problemswith
the data.

9:07 PM: VNS reports county-tabul ated vote data from Duval County that
puts Gorein thelead in the tabul ated-vote estimate. (Thiswasan error.)

9:38 PM: VNS deletesthe Duval County vote from the system, sending a
correction to all members. Gore'stotal in Floridaisreduced by 40,000 votes.

10:00 PM: CBSwithdrawsthe Floridacall for Gore.
10:16 PM: VNSretractsits Floridacall for Gore.
At some point between 10:16 p.m. and 1:12 a.m., Bush took the lead.

1:12 AM: Associated Press, which collects its numbers separately from
VNS, showsthe Bush lead dropping precipitously. VNS differs.

Correspondent Ed Bradley began telling peoplein the CBS studio that there
were irregularities and that many Democratic votes were still coming in.

1:43AM: Bradley points out that more than 30% of the vote remains un-
counted in that Dade and Broward counties, both Democratic strongholds.

1:48 AM: Bradley doesthe math: “Bush isahead by 38,000 votes. And still
out there, about 5 percent of the voteisstill out, 270,000 votes. So that’sabig
chunk of votes.”
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Bradley seeksadditional information fromtheAPwire and from CBS News
correspondent Byron Pitts.

What has not yet been discovered isan erroneous entry from Volusia county.
Theinitial report from Precinct 216 subtracted votesfrom Gore'stotal and added
votesto Bush'stotal.

2:00AM: Accordingto VNS, Bush leads by 29,000 votes. The CBS model
predictsavery narrow Bush win.

Heavily Democratic counties have not weighed in yet. Ed Bradley isfollow-
ing the APreports and talking about them to othersat CBS, but CBS isnot using
that information.

2:09 AM: VNS adds Volusia County’sincorrect numbers to its tabul ated
vote. This20,000-vote changein one county increases Bush’'sVNS|ead to 51,000
votes.

2:09:32 AM: Bradley sounds an alarm, but no one pays attention: “ Among
the votesthat aren’t counted are VVolusia County. Traditionally they’re...one of
the last countiesto comein. That’'s an areathat has 260,000 registered voters.
Many of them are black and most of them are Democrat.”

2:10AM: Brevard County omits 4,000 votesfor Gore (Brevard al so used
GES/Diebold machines), but no one notices.

Bush’slead inthe VNS count includes 16,000 negative votesfor Gore and
unspecified other voting problems such that Bush's |ead appeared to increase by
20,000 votesin Volusia(plusthe 4,000 missing from Brevard).

According to the CBS Newsreport: “These 24,000 voteswould have nearly
eliminated the 30,000-vote final Bush marginthe CBS News Decision Desk has
estimated. Therewould have been no call if these errorshad not been in the
system.”

2:16 AM: John Ellis, who has been hired as an analyst for Fox, relying on
information gathered from conversations with histwo first cousins— George W.
Bush and Florida Gov. Jeb Bush — and on VN Sreports, callsFloridafor Bush.

Ellissays he spoketo Jeb Bush shortly after all television networksinitialy
declared Vice President Gore the winner of Florida, just before 8 p.m. ET elec-
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tion night. He spoke to George W. Bush twice during the day and many times
during the evening.

2:16 AM: NBC callsFloridafor Bush.
2:16 AM: The AP lead for Bush drops by 17,000 votes, to 30,000. This
17,000-votedrop, occurring in only four minutes, isaVolusia County correction.

But VNS does not use the correction, and no one at CBSislistening to Ed Brad-
ley or watching the APwire.

2:16:17 AM: Dan Rather talks with Bradley about the large number of
votesstill out in Volusia County.

2:17:52 AM: CBScallsFloridafor Bush.

2:20AM: ABC callsFloridafor Bush.

2:47 AM: TheAPreportsthat Bush’slead has dropped to 13,934.

2:48 AM: VNS showsthe Bush lead at 55,449.

2:51AM: VNScorrectsits Volusiaerror, and Bush’slead dropsto 39,606.
2:52 AM: The AP reports the Bush lead down to 11,090.

2:55 AM: Palm Beach County weights in with alarge number of votes,
and VNS reports the Bush lead down to 9,163.

3:00 AM: Rather preps viewers for a Gore concession speech: “We
haven't heard yet from either Al Gore or from the triumphant Governor Bush.
We do expect to hear from them in the forthcoming minutes.”

3:10-3:15AM:** Al Gore, exhausted from having, gone 50 hours with-
out sleep, telephones Mr. Bush to concede.

3:10AM: CBSbeginsinvestigating the VNS numbers. It also, finally, be-
ginswatching numbersfrom the AP. CBS also |looks at the Florida Secretary of
State’sWeb site. The three sets of numbersdon’t match, but all of them indicate
theraceismuch closer. VNS does not yet analyze this dramatic change.

3:32 AM: From 3 am. until now, there is much talk about the expected
Gore concession speech.

3:30-3:45AM:* Gore boards amotorcade for a10-minute journey to War
Memorial Plazain Nashville, Tennessee to deliver a concession speech to his
supporters.
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3:40AM: Bush’slead dropsto 6,060 votes.

Around thistime, Gore Campaign Chairman William Daley placesacall to
CBS News President Andrew Heyward. Daley asks whether CBS is thinking
about pulling back its call for Bush. Heyward wantsto know what Goreis plan-
ning to do.

According tothe CBSreport, “Daley says, ‘I’ get right back to you,” hangs
up and does not call back. Thereismoretalk in the studio between Rather and the
correspondents about the peculiarities now emerging in the Floridavote count.
They discussthe AP count of the decreasing margin for Bush.”

3:48 AM: “Rather says, * Now the situation at the moment is, nobody knows
for afact who haswon Florida. Far beit from meto question one of our esteemed
leaders[ CBS management], but somebody needsto begin explaining why Florida
has now not been pulled back to the undecided category.” He goeson to say, “A
senior Gore aide is quoted by Reuters as confirming that Gore has with-
drawn [his] concession in the U.S. President race.”

3:45-3:55 AM:* Two blocks away from the plaza, Gore field director
Michael Whouley pagestraveling chief of staff Michael Feldmanto tell him the
official Floridatally now shows Bush up by just 6,000 votes, with many ballots|eft
to be counted. By the time the Gore motorcade reaches the plaza, according to
Agence France-Presse, heisdown by just under 1,000 votes.

Goredid not, then, give the speech he had planned to give.

3:57 AM: According to CBS, the Bush margin has narrowed to fewer than
2,000 votes. CBS News President Heyward, who has been watching the Bush
lead evaporate and listening to Rather and Bradley discussthe Floridasituation,
ordersthat CBS Newsretract the call for Bush.

4:05AM: By thistime, the other networks have rescinded the Florida call
for Bush.

4:10 AM: According to CBS, Bush’slead dropsto 1,831 votes, which is
roughly whereit remainsuntil thefirst recount.

4:15AM:* Daley calls Bush campaign chairman Don Evans, although the
exact of their conversation aren't made public.
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4:30-4:45 AM :* Gore makes asecond telephone call to Bush to retract his
concession, saying that heiswaiting for all theresultsfrom Florida. "They had a
brief conversation which shall remain private," said Gore spokesman Douglas
Hattaway.

5:05AM:* A Floridaelection official announces arecount, with the two
candidates separated by a few hundred votes.

According to the CBSreport, “the call for Bush was based entirely on the
tabulated county vote” [i.e., GEM S or equivalent programs]. “ There were sev-
eral dataerrorsthat wereresponsiblefor that mistake. The most egregious of the
dataerrors has been well documented. Vote reportsfrom Volusia County.”

Four thousand votes for Gore were omitted from the county tabulationin
Brevard County and in Volusia, 4,000 votes were erroneously counted for Bush
and 16, 022 negative were recorded for Gore.

“Themistakes... which originated with the counties, werecritical,” saysthe
report. “They incorrectly increased Bush’slead in the tabul ated vote from about
27,000 to morethan 51,000. Had it not been for these errors, the CBS News call
for Bush at 2:17:52 AM would not have been made.”

* % % %

If you strip away the partisan rancor over the 2000 election, you are | eft
with the undeniable fact that apresidential candidate conceded the electionto his
opponent based on results from a second memory card (card #3) that mysteri-
ously appears, subtracts 16,022 votes, then just as mysteriously disappears.

If thisisn't disturbing enough, consider these three points:

1) Wedon't know if thiswas an isolated incident. It may have occurred in other
locations, but in smaller, |ess spectacular totals.

2) Theerrorswere correctabl e because paper ballots existed which allowed a
hand recount. Thiswill not be possiblein afuture devoid apaper ballots.

3) Thefact that "negative votes" could be applied to acandidate'stotal,
demonstrates such afundamentally flawed software model that it callsinto
guestion the competence and integrity of the programmers, the company and
the certification processitself.

248



Footnotes are coming.
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